Exim Practical

Objectives

Part 1

Part 2

Part 3

Part 4

Part 5

Common mistakes

Doing everything as root. # for commands that must be run as root, and $

Forgetting the dot that terminates a message.

Setting PATH incorrectly.

Adding dots to email domains.

are not

1. Installing Exim

You do not need to be root need to be root Reminder : In the sample commands below, the command prompt is shown as # $

Preliminary preparation

sendmail daemon is running, kill it off. Use ps grep to find it. (Modern versions of

# ps auxw | grep sendmail
# /etc/rc.d/init.d/sendmail stop
# chkconfig --del sendmail

Create a user and group called exim

# useradd -M -u 90 exim

exim group so that you

# usermod -G exim username
# grep exim /etc/group           (To check)

/var/spool/mail

# chmod 1777 /var/spool/mail

Download the source and documentation

/usr/exim

# mkdir /usr/exim
# chown yourname:yourname /usr/exim

You can now fetch and build Exim from your own account (not root

$ cd /usr/exim
$ ftp noc.taller.nsrc.org

Log in as anonymous

ftp> cd /pub/software
ftp> get exim-4.30.tar.bz2
ftp> get exim-html-4.30.tar.bz2
ftp> bye

$ cd /usr/exim
$ bunzip2 exim-4.30.tar.bz2
$ tar -xvf exim-4.30.tar
$ bunzip2 exim-html-4.30.tar.bz2
$ tar -xvf exim-html-4.30.tar

Check the documentation

file:///usr/exim/exim-html-4.30/doc/html/index.html

There should also be a file called /usr/exim/exim-4.30/doc/spec.txt

Building Exim

$ cd /usr/exim/exim-4.30

Copy the file src/EDITME to Local/Makefile exim_monitor/EDITME to Local/eximon.conf Local/Makefile

$ cp src/EDITME Local/Makefile
$ cp exim_monitor/EDITME Local/eximon.conf
$ vi Local/Makefile

                                                              EXIM_USER to the user for

                EXIM_USER and SUPPORT_MAILDIR

EXIM_USER=exim
SUPPORT_MAILDIR=yes

                                  BIN_DIRECTORY and CONFIGURE_FILE from their default

/usr/exim/bin and /usr/exim/configure

BIN_DIRECTORY=/usr/local/sbin
CONFIGURE_FILE=/etc/exim/configure

You don’t need to edit Local/eximon.conf

$ make

>>> exim binary built

Installing Exim

# cd /usr/exim/exim-4.30
# make install

You should end up with the Exim binaries in /usr/exim/bin/ /usr/exim/configure

$ /usr/exim/bin/exim -bV

Replace Sendmail with Exim

All the MUAs call /usr/sbin/sendmail

                                  /etc/alternatives

# cd /etc/alternatives
# rm mta
# ln -s /usr/exim/bin/exim mta
# rm mta-mailq
# ln -s /usr/exim/bin/exim mta-mailq

$ /usr/sbin/sendmail -bV

2. Testing Exim

Test the standard installation and configuration

PATH variable so that the command exim

Exim binary. Take great care

$ export PATH=/usr/exim/bin:$PATH

Make sure you substitute a real local user name for localuser

$ exim -bt localuser

$ exim -bt junkjunkjunk

/etc/aliases

$ exim -bt postmaster

Exim will not normally deliver mail to a root usually do is to make root root /etc/aliases

# Person who should get root’s mail
root:          yourname

$ exim -bt postmaster

$ exim -v -odf localuser
This is a test message.
.

Note

The -v

The -odf exim command won’t return

$ cat /var/spool/exim/log/mainlog
$ cat /var/spool/exim/log/paniclog

exist. Tip cron job that mails you a warning if it ever

<= for the

message arriving, and one containing =>

$ ls -l /var/spool/mail/localuser
$ cat /var/spool/mail/localuser

$ exim -d -odf localuser
<there will be output from Exim here>
This is another test message.
.

The -d -v. You need to be an Exim administrator to use -d

localuser, you can use the mail mail

user@remote.host with

$ exim -bt user@remote.host

$ exim -v -odf user@remote.host
This is a test message.
.

This time, the -v

$ /usr/exim/bin/exim -bd -q20m

The -bd -q20m option causes

                                                        /etc/rc.local

$ telnet localhost 25

how Exim logs this case. Look in both mainlog rejectlog

Starting the Exim Monitor

$ /usr/exim/bin/eximon

Queue management tests

$ exim -odq address1 address2 ...
Test message.
.

$ exim -bp

$ exim -v -q

(Without -v

Checking relay control

nn

$ telnet 127.0.0.1 25
ehlo localhost
mail from:<localuser@pcnn.taller.nsrc.org>
rcpt to:<localuser@pcnn.taller.nsrc.org>
rcpt to:<user@some.remote.domain>

$ telnet xx.xx.xx.nn 25
ehlo localhost
mail from:<localuser@pcnn.taller.nsrc.org>
rcpt to:<localuser@pcnn.taller.nsrc.org>
rcpt to:<user@some.remote.domain>

550 relay not permitted

for the second RCPT RCPT command

Processing log data

exigrep

$ exigrep localuser /var/spool/exim/log/mainlog

localuser’.

$ eximstats /var/spool/exim/log/mainlog | more

3. Changing the configuration

To change Exim’s runtime configuration, you must edit /usr/exim/configure

# cat /var/spool/exim/exim-daemon.pid
# kill -HUP nnnn

where nnnn

vi to create a file called /usr/local/bin/hupexim

#!/bin/bash
kill -HUP $(cat /var/spool/exim/exim-daemon.pid)

# chmod a+x /usr/local/bin/hupexim

csh

# rehash

bash

# hupexim

Adding more local domains

local_domains

domainlist local_domains = @ : testnn.nsrc.org

where nn

$ mail yourname@testnn.afnog.org

Note:

vi to create a file called /usr/exim/vdomains

vdom1.nsrc.org
vdom2.nsrc.org
...

/usr/exim/configure

domainlist local_domains = @ : testnn.nsrc.org : \
                            lsearch;/usr/exim/vdomains

Note

first,

virtual_domains:
  driver = redirect
  domains = lsearch;/usr/exim/vdomains
  data = ${lookup{$local_part}lsearch{/usr/exim/aliases-$domain}}
  no_more

vi

/usr/exim/aliases-vdom1.nsrc.org

brian:     b.candler@pobox.com
yourname:  your email address

The local parts brian and yourname

$ exim -bt philip@vdom1.afnog.org

brian aliased to somebody else, and check (with -bt Note: It is always important to

$ exim -bt unknown@vdom1.nsrc.org

Catching undeliverable mail

redirect

unknown_to_postmaster:
  driver = redirect
  data = postmaster

4. Relaying from another host

hostlist   relay_from_hosts = 127.0.0.1

hostlist   relay_from_hosts = 127.0.0.1 : xx.xx.xx.xx/mm

where xx.xx.xx.xx/mm

Allowing relaying to specific domains

domainlist relay_to_domains =
domainlist relay_to_domains = pobox.com

that does not match relay_from_hosts

$ exim -bh 192.168.1.1

ehlo testhost
mail from:<localuser@pcnn.taller.nsrc.org>
rcpt to:<user@your.home.domain>
rcpt to:<user@some.other.domain>

5. More advanced configuration

Demonstrate retry mechanisms

remote_smtp

remote_smtp:
  driver = smtp
  port = 3456

$ exim -q

msglog file, which you can do from the monitor or by using the -Mvl

$ exim -Mvl 19EdUm-00016A-IA

exinext

$ exinext remote.domain

                                   port

Add a system filter

vi /usr/exim/system.filter

# Exim filter
if $h_subject: is "spam" then save /dev/null endif

system_filter = /usr/exim/system.filter
system_filter_file_transport = address_file

Configure some address rewriting

othernameotherdomain.com   postmasteryour.domain

othername@otherdomain.com

                                    -brw

$ exim -brw othername@otherdomain.com

What next?