Mail filtering examples

1. RBL blacklists with opt-in/opt-out 2. Content filtering: exiscan-acl 3. SpamAssassin 4. ClamAV

1. RBL blacklists with opt-in/opt-out

Firstly, create a file /usr/local/etc/exim/dnslists

wilma@flintstone.org

Now edit the configuration file /usr/local/etc/exim/configure

  # deny    message       = rejected because $sender_host_address is in a black list at $dnslist_domain\n$dnslist_text
  #         dnslists      = black.list.example

Uncomment these two lines and change the second line as shown here:

  deny    message       = rejected because $sender_host_address is in a black list at $dnslist_domain\n$dnslist_text
          dnslists      = ${lookup{${lc:$local_part@$domain}}lsearch*@{/usr/local/etc/exim/dnslists}}

${lookup{key}lsearch*@{file}}

lsearch*@

${lc:some-string}

$local_part@$domain

The E-mail address which we are currently processing

                                                         -be

# /usr/local/sbin/exim -be ’${lookup{fred@flintstone.org}lsearch*@{/usr/local/etc/exim/dnslists}}’
korea.blackholes.us : china.blackholes.us

# /usr/local/sbin/exim -bh 61.32.0.1

**** SMTP testing session as if from host 61.32.0.1
**** This is not for real!
220 noc.t1.ws.afnog.org ESMTP Exim 4.34 Wed, 19 May 2004 15:18:30 +0000
mail from:<>
250 OK
rcpt to:<wilma@flintstone.org>
250 Accepted
rcpt to:<fred@flintstone.org>
550-rejected because 61.32.0.1 is in a black list at korea.blackholes.us
550 Korea blocked by korea.blackholes.us
quit
221 noc.t1.ws.afnog.org closing connection

If the /usr/local/etc/exim/dnslist

# /usr/local/sbin/exim_dbmbuild /usr/local/etc/exim/dnslists /usr/local/etc/exim/dnslists.db

change          ....lsearch*@{/usr/local/etc/exim/dnslists}}
to              ....dbm*@{/usr/local/etc/exim/dnslists.db}}

                                                 doc/spec.txt

www.exim.org

2. Content filtering: exiscan-acl

# /usr/local/sbin/exim -bV
Exim version 4.43 #0 (FreeBSD 5.3) built 18-Nov-2004 14:16:42
...
Contains exiscan-acl patch revision 28 (c) Tom Kistner [http://duncanthrax.net/exiscan/]

is in doc/exiscan-acl-spec.txt doc/exiscan-acl-examples.txt exiscan patch.

3. SpamAssassin

the ports system:

# cd /usr/ports/mail/p5-Mail-SpamAssassin
# make
# make install
# make clean

In the directory /usr/local/share/doc/p5-Mail-SpamAssassin information.

/usr/local/etc/mail/spamassassin/local.cf

http://www.yrex.com/spam/spamconfig.php

# cd /usr/local/etc/mail/spamassassin
# cp local.cf.sample local.cf
# vi local.cf
... Add the following lines ...
use_dcc 0
use_pyzor 0
use_razor2 0
skip_rbl_checks 1
use_bayes 0

# vi /etc/rc.conf
...
spamd_enable="YES"
# /usr/local/etc/rc.d/sa-spamd.sh start
Starting spamd.

$ spamc -R
Subject: penis enlargement

Great new pills available!!!!!!!
Ctrl-D
Content analysis details:   (-2.0 points, 5.0 required)

 pts rule name              description
 ---- ----------------------
--------------------------------------------------
 0.0 MISSING_DATE           Missing Date: header
 -2.8 ALL_TRUSTED            Did not pass through any untrusted hosts
  0.8 BODY_ENHANCEMENT2      BODY: Information on getting larger body parts

Add the following line in the top section of the file; a good place would
be next to the existing extry for acl_check_rcpt

acl_smtp_data = acl_check_content

The ports system installs an ACL called acl_check_content in the
section ’begin acl’. You will need to modify it to comment out the
anti-virus section as we don’t have that running yet:

acl_check_content:

  # Reject virus infested messages.
#  deny  message = This message contains malware ($malware_name)
#        demime  = *
#        malware = *

  # Always add X-Spam-Score and X-Spam-Report headers, using SA system-wide set
  # (user "nobody"), no matter if over threshold or not.
  warn  message = X-Spam-Score: $spam_score ($spam_bar)
        spam = nobody:true
  warn  message = X-Spam-Report: $spam_report
        spam = nobody:true

  # Add X-Spam-Flag if spam is over system-wide threshold
  warn message = X-Spam-Flag: YES
       spam = nobody

  # Reject spam messages with score over 10, using an extra condition.
  deny  message = This message scored $spam_score points. Congratulations!
        spam = nobody:true
        condition = ${if >{$spam_score_int}{100}{1}{0}}

  # finally accept all the rest
  accept

# /usr/local/sbin/exim -bh 1.2.3.4
mail from:<>
250 Accepted
rcpt to:<username@pcnn.presanog.org.bt>
250 Accepted
data
354 Enter message, ending with "." on a line by itself
Subject: penis enlargement

Dear friend,

Do you have bad credit? Have you been turned down for a mortgage? Would
you like a free cellphone? Place your confidential order now.
This is not spam!!!
.
550 This message scored 1.5 points. Congratulations!

editing.

# /usr/local/etc/rc.d/sa-spamd.sh restart

4. ClamAV

The documentation is on-line at http://clamav.sourceforge.net/doc/

# cd /usr/ports/security/clamav
# make
At this point a dialog box pops up; hit TAB to move to ’OK’ then hit ENTER.
# make install

                                                             /usr/local/etc/clamd.conf
/usr/local/etc/freshclam.conf

# vi /etc/rc.conf
...
clamav_clamd_enable="YES"
clamav_freshclam_enable="YES"

# /usr/local/etc/rc.d/clamav-clamd.sh start
Starting clamav_clamd.
# /usr/local/etc/rc.d/clamav-freshclam.sh start
Starting clamav_freshclam.

subdirectory.

# cd /usr/ports/security/clamav
# cd work/clamav-0.80
# clamdscan
/usr/ports/security/clamav/work/clamav-0.80/test/clam.cab: ClamAV-Test-File FOUND
/usr/ports/security/clamav/work/clamav-0.80/test/clam.exe: ClamAV-Test-File FOUND
/usr/ports/security/clamav/work/clamav-0.80/test/clam.zip: ClamAV-Test-File FOUND
/usr/ports/security/clamav/work/clamav-0.80/test/clam.exe.bz2: ClamAV-Test-File FOUND
/usr/ports/security/clamav/work/clamav-0.80/contrib/clamdwatch/clamdwatch.tar.gz: Eicar-Test-Signature FOUND

----------- SCAN SUMMARY -----------
Infected files: 5
Time: 2.962 sec (0 m 2 s)

# vi /usr/local/etc/exim/configure

Add this line somewhere in the top section
av_scanner = clamd:/var/run/clamav/clamd

Using the spamassassin ACL from earlier, uncomment these lines
which were previously commented out

 deny message = This message contains malware ($malware_name)
      demime  = *
      malware = *

$ cd /usr/ports/security/clamav
$ cd work/clamav-0.80
$ uuencode test/clam.exe test/clam.exe
begin 644 test/clam.exe
M35I0‘‘(‘‘‘‘$‘‘\‘__\‘‘+@‘‘‘‘A‘‘‘‘0‘‘:‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
... etc
‘
end

$ /usr/local/sbin/exim -bh 1.2.3.4
220 noc.t1.ws.afnog.org ESMTP Exim 4.34 Thu, 20 May 2004 10:33:17 +0000
mail from:<>
250 Accepted
rcpt to:<fred@flintstone.org>
250 Accepted
data
354 Enter message, ending with "." on a line by itself
Subject: test

< Paste everything from ’begin’ to ’end’ in here >
.
550 This message contains malware (ClamAV-Test-File)
LOG: 1CltpX-000Gpu-Cl H=(wombat) [1.2.3.4] F=<> rejected after DATA: This
message contains malware (ClamAV-Test-File)