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Overview

      What i s net wor k oper at i ons and
 ?management

    ?Why net wor k management
    The Net wor k Oper at i on Cent er
     Net wor k moni t or i ng syst ems and t ool s
    St at i st i cs and account i ng t ool s
 /  Faul t pr obl em management
  Ti cket syst ems
    Conf i gur at i on management & moni t or i ng
   . . .The bi g pi ct ur e



What is network management ?

    Syst em & Ser vi ce moni t or i ng
,  Reachabi l i t y avai l abi l i t y

  /Ressour ce measur ement moni t or i ng
 ,  Capaci t y pl anni ng avai l abi l i t y

 .   ( ,  )Per f moni t or i ng RTT t hr oughput
   /St at i st i cs & Account i ng Met er i ng
  Faul t Management

 ,  ,   Faul t det ect i on t r oubl eshoot i ng and
t r acki ng

 ,  Ti cket i ng syst ems hel pdesk
     Change management & conf i gur at i on

moni t or i ng



What we don't cover...

 Pr ovi si oni ng
(      pr ocesses associ at ed wi t h al l ocat i on and

  )conf i gur at i on of r esour ces
  Secur i t y aspect s

     Basi c secur i t y i s pr oper admi ni st r at i on
 !and management



Why network management ?

        Make sur e t he net wor k i s up and
.      .r unni ng Need t o moni t or i t

   (   Del i ver pr oj ect ed SLAs Ser vi ce Level
)Agr eement s

  Depends on pol i cy
 What does your management expect ?
 What do your users expect ?
 What do your customers expect ?
 What does the rest of the Internet expect ?

 2 4 7    ?I s x good enough
 There's no such thing as 100% uptime



Why network management ? - 2

       9 9 . 9  % ?What does i t t ake t o del i ver
3 0 , 5   2 4  = 7 6 2    x hour s a mont h
( 7 6 2  –  ( 7 6 2   . 9 9 9 ) )   6 0  = 4 5    x x mi nut es max

   !of downt i me a mont h
    1   /   ?Need t o shut down hour week

( 7 6 2  -  4 )  /  7 6 2   1 0 0  = 9 9 . 4  %x
      Remember t o t ake pl anned mai nt enance i nt o

   ,    account i n your cal cul at i ons and i nf or m
 /     your user s cust omer s i f t hey ar e

/    i ncl uded excl uded i n t he SLA
     ?How i s avai l abi l i t y measur ed

   ?  - -  ?    I n t he cor e End t o end Fr om t he
 ? )I nt er net



Why network management ? - 3

    Know when t o upgr ade
      ?I s your bandwi dt h usage t oo hi gh

     ?Wher e i s your t r af f i c goi ng
       ,    Do you need t o get a f ast er l i ne or mor e

 ?pr ovi der s
     ?I s t he equi pment t oo ol d

      Keep an audi t t r ace of changes
  Recor d al l changes

        Makes i t easi er t o f i nd cause of pr obl ems
     due t o upgr ades and conf i gur at i on changes

      Wher e t o consol i dat e al l t hese
 ?f unct i ons

     ( )I n t he Net wor k Oper at i on Cent er NOC



The Network Operations Center 
(NOC)

    Wher e i t al l happens
  Coor di nat i on of t asks

    St at us on net wor k and ser vi ces
  -    Fi el di ng of net wor k r el at ed i nci dent s and

compl ai nt s
    ( ”  ” )Wher e t he t ool s r esi de NOC ser ver

       . . .One of t he goal s of t hi s wor kshop
   Bui l d a NOC box

        I t wi l l be t he most i mpor t ant machi ne on
 your net wor k

      ,   We wi l l do t hi s dur i ng t he week by
,   ,    i nst al l i ng and conf i gur i ng var i ous t ool s

      t o hel p i n net wor k moni t or i ng and
.management



Network monitoring systems and 
tools

    Two ki nds of t ool s
  –     Di agnost i c t ool s used t o t est

,       connect i vi t y ascer t ai n t hat a l ocat i on i s
,       –   r eachabl e or a devi ce i s up usual l y

 act i ve t ool s
  –      Moni t or i ng t ool s t ool s r unni ng i n t he
 ( ” ”   ) ,   backgr ound daemons or ser vi ces whi ch

 ,      col l ect event s but can al so i ni t i at e
   (   ) ,  t hei r own pr obes usi ng di agnost i c t ool s

   ,     and r ecor di ng t he out put i n a schedul ed
.f ashi on



Network monitoring systems and 
tools - 2

  Act i ve t ool s
  command l i ne t ool s

 –      Pi ng t est connect i vi t y t o a host
 –      Tr acer out e show pat h t o a host

 –     + MTR combi nat i on of pi ng t r acer out e
  Aut omat ed t ool s

 –        SmokePi ng r ecor d and gr aph l at ency t o a
  ,    ( )    set of host s usi ng I CMP Pi ng or ot her

pr ot ocol s
 –        MRTG r ecor d and gr aph bandwi dt h usage on

     ,    a swi t ch por t or net wor k l i nk at r egul ar
i nt er val s



Network monitoring systems and 
tools - 3

  Moni t or i ng t ool s
 –     Nagi os ser ver and ser vi ce moni t or

 Can monitor pretty much anything
 HTTP, SMTP, DNS, Disk space, CPU usage, ...
 Easy to write new plugins (extensions)

      Basi c scr i pt i ng ski l l s ar e r equi r ed t o
    –  ,  devel op si mpl e moni t or i ng j obs Per l

. . .Shel l scr i pt
    Many good Open Sour ce t ool s

 Zabbix, ZenOSS, Hyperic, ...

       Use t hem t o moni t or r eachabi l i t y and
   l at ency i n your net wor k
-     Par ent chi l d dependency mechani sms ar e

 !ver y usef ul



Network monitoring systems and 
tools - 4

     Moni t or your cr i t i cal Net wor k Ser vi ces
DNS

/ /Radi us LDAP SQL
  SSH t o r out er s

      ?How wi l l you be not i f i ed
 '    !Don t f or get l og col l ect i on

   (     Ever y net wor k devi ce and UNI X and Wi ndows
  )      ser ver s as wel l can r epor t syst em event s

 usi ng syslog
You MUST collect and monitor your logs!
Not doing so is one of the most common 
mistakes when doing network monitoring



Network Management Protocols

 SNMP – Simple Network Management 
Protocol

Industry standard, hundreds of tools exist 
to exploit it
Present on any decent network equipment

 Network throughput, errors, CPU load, 
temperature, ...
UNIX and Windows implement this as well

 Disk space, running processes, ...
 SSH and telnet

It's also possible to use scripting to 
automate monitoring of hosts and services



Statistics & accounting tools

 Traffic accounting
what is your network used for, and how 
much
Useful for Quality of Service, detecting 
abuses, and billing (metering)
Dedicated protocol: NetFlow
Identify traffic ”flows”: protocol, 
source, destination, bytes
Different tools exist to process the 
information

 Flowtools, flowc
 NFSen
 ...



Fault & problem management

     ?I s t he pr obl em t r ansi ent
,    Over l oad t empor ar y r essour ce shor t age

     ?I s t he pr obl em per manent
 ,   Equi pment f ai l ur e l i nk down

       ?How do you det ect an er r or
!Moni t or i ng

 Cust omer compl ai nt s
     A t i cket syst em i s essent i al

      (   Open t i cket t o t r ack an event pl anned or
)f ai l ur e

 /  Def i ne di spat ch escal at i on r ul es
 Who handles the problem ?
 Who gets it next if no one is available ?



Ticketing systems

     ?Why ar e t hey i mpor t ant
  ,    Tr ack al l event s f ai l ur es and i ssues

     Focal poi nt f or hel pdesk communi cat i on
      Use i t t o t r ack al l communi cat i ons

   Bot h i nt er nal and ext er nal
     :Event s or i gi nat i ng f r om t he out si de

 cust omer compl ai nt s
     :Event s or i gi nat i ng f r om t he i nsi de

  (   )Syst em out ages di r ect or i ndi r ect
  /   –   Pl anned mai nt enance upgr ade Remember

   !t o not i f y your cust omer s



Ticketing systems - 2

       ,  Use t i cket syst em t o f ol l ow each case
  i ncl udi ng i nt er nal communi cat i on

 bet ween t echni ci ans
       Each case i s assi gned a case number
        Each case goes t hr ough a si mi l ar l i f e

:cycl e
New
Open
. . .
Resol ved
Cl osed



Ticketing systems - 3

 :Wor kf l ow

      (  )t i cket syst em
              T
         |quer y
   f r om ------>|
      cust omer | -------   t o suppor t -------> suppor t
              | <---   di scuss i nt er nal l y - - > suppor t
              |                              - - - >  t ech f i x pr obl em
              | <-------   r epor t f i x ------- t ech
              | <--    r espond t o cust omer --- suppor t
  cust omer <---|
              |



Ticketing systems - 4

    :Some t i cket i ng sof t war e syst ems
Tr ac
RT

 '        We l l be l ooki ng at usi ng Tr ac l at er
  i n t he wor kshop



Configuration management & 
monitoring

     Recor d changes t o equi pment
,   conf i gur at i on usi ng r e v i s i o n  

c o n t r o l  (    al so f or conf i gur at i on
)f i l es

   ( ,  ,  I nvent or y management equi pment I Ps
,  . . . )i nt er f aces

   !Use ver si on cont r ol
  :As si mpl e as

”  .  . . 2 0 0 7 0 8 2 7 - 0 1 ”cp named conf named conf
    :For pl ai n conf i gur at i on f i l es

CVS
Mer cur i al



Configuration management & 
monitoring - 2

 ,      Tr adi t i onnal l y used f or sour ce code
( )pr ogr ams

     -  Wor ks wel l f or any t ext based
 conf i gur at i on f i l es

   ,      Al so f or bi nar y f i l es but l ess easy t o
 see di f f er ences

   :For net wor k equi pment
 (    RANCI D Aut omat i c Ci sco conf i gur at i on

  ,     r et r i eval and ar chi vi ng al so f or ot her
 )equi pment t ypes



Big picture

     How i t al l f i t s t oget her
- Monitoring
- Data collection
- Accounting

- Capacity planning
- Availability (SLAs)
- Trends
- Detect problems

Fix problems

- Improvements
- Upgrades

- Change control 
& monitoring

- User complaints
- Requests

- NOC Tools
- Ticket system

Ticket

Ticket

Notifications

TicketTicket

Ticket



?

Questions ?


