Public / Private Keys



1976 was a big year...

DES: Adopted as an encryption standard by the
US government. It was an open standard. The
NSA calls it “One of their biggest mistakes.”

public-key cryptography: Whitfield Diffie and
Martin Hellman describe public/private key

cryptographic techniques using trap-door one-
way mathematical functions.

This was a Radical transformation of the
cryptographic paradigm.



Terminology Cont.

« hashes/message digests
- md5/shal
- collisions

« entropy (randomness)
« keys
- symmetric
- asymmetric (public/private)
- length
- distribution
- creation
o Ciphers
- block
- stream
« plaintext/ciphertext

« password/passphrase

All these lead to...

«SSL/TLS
- Digital Certificates
+ CSRs
+ CRTs
+ PEM files
+ CAs
+«SSH
« PGP

« Secure email with:
- secure SMTP

+ SSL
+ StartTLS
- POPS, IMAPS

So, let's get started!



Ciphers ==> ciphertext

We start with plaintext. Something you can
read.

We apply a mathematical algorithm to the
plaintext.

The algorithm is the cipher.
The plaintext is turned in to ciphertext.
Almost all ciphers were secret until recently.

Creating a secure cipher is HARD.



Keys

To create ciphertext and turn it back to
plaintext we apply a key to the cipher.

The security of the ciphertext rests with the
key. This is a critical point. If someone gets
your key, your data is compromised.

This type of key is called a private key.

This type of cipher system is efficient for large
amounts of data.

This is a symmetric cipher.



Symmetric Cipher

Private Key/Symmetric Ciphers

cipher
text
o o
K K

The same key is used to encrypt the document before sending and to decrypt it
once it is received



Examples of Symmetric Ciphers

DES - 56 bit key length, designed by US
security service

3DES - effective key length 112 bits

AES (Advanced Encryption Standard) - 128 to
256 bit key length

operation on 32-bit microprocessors

IDEA - 128 bits, patented (requires a license
for commercial use)



Features of Symmetric Ciphers

o Fast to encrypt and decrypt, suitable for large volumes
of data

« A well-designed cipher is only subject to brute-force
attack; the strength is therefore directly related to the
key length.

« Current recommendation is a key length of around 128
bits, for data protection around 20 years.*

« Problem - how do you distribute the keys?

*See http://www.keylength.com/ for a good and fun discussion.



Public/Private Keys

We generate a cipher key pair. One key is the
private key, the other is the public key.

The private key remains secret and should be
protected.

The public key is freely distributable. It is
related mathematically to the private key,

but you cannot (easily) reverse engineer the
private key from the public key.

Use the public key to encrypt data. Only
someone with the private key can decrypt.



Example (Public/Private Key pair):

clear
text

clear
text

(public key) (private key)

One key is used to encrypt the document,
a different key is used to decrypt it.

This is a big deal!



Less Efficient & Attackable

o Symmetric ciphers (one private key) are
much more efficient. About 1000x more

efficient than public key algorithms for data
transmission!

o Attack on the public key is possible via
chosen-plaintext attack. Thus, the public/
private key pair need to be large (2048
bits).

Remember, symmetric cipher attack is to steal the private key...



Hybrid Systems

Symmetric Ciphers are not vulnerable in the
previous way. The key length can be much
shorter.

So, we do this:
- Use a symmetric cipher.
- Generate a one-time private key.
- Encrypt the key using a public key.
- Send it to the other side, decrypt the one-time key.

- Start transmitting data using the symmetric cipher.



Hybrid Systems

Use a symmetric cipher with a random key (the
"session key"). Use a public key cipher to
encrypt the session key and send it along with
the encrypted document.

random
session

key k1

encrypted
session key k
2

(public) private)



Hybrid Systems cont...

Two things should (imho) stand out:

1) “Send it to the other side, decrypt the one-time
key.” How?
2) What about protecting your private key?

Any ideas?



Hybrid Systems cont...

1) “Send it to the other side, decrypt the one-
time key.” How?

Use your private key.

2) What about protecting your private key?

Encrypt it using a hash function.



One-Way Hashing Functions

A mathematical function that generates a
fixed length result regardless of the amount
of data you pass through it. Generally very
fast.

You cannot generate the original data from
the fixed-length result.

Hopefully you cannot find two sets of data
that produce the same fixed-length result. If
yvou do this is called a collision.



Hashing Function Examples

« Unix crypt() function, based on DES, 56 bits (not secure)
« MID5 (Message Digest 5) - 128 bit hash (deprecated)

«SHA1 (Secure Hash Algorithm) - 160 bits

o Until August 2004, no two documents had been discovered
which had the same MD5 digest.

« No collisions have yet been found in SHA-1, but it is now known
to be compromised and will likely be phased out in the next few
years. See http://en.wikipedia.org/wiki/SHA for details.

« Still no feasible method to create any document which has a
given MD5 digest



Hashing
One-Way Encryption

———>X—— A

hashing Fixed length hash

clear function or message digest
text

Munging the document gives a short
message digest (checksum). Not possible to go
back from the digest to the original document.



Hashing
one-way encryption: another example

Input Hash sum

Hash DFCD3454 BBEA788A

Fox — function —P 751A696C 24D97009
CA992D17

The red fox Hash 52ED879E 70F71D92

FUns across —P function —P» 6EB69570 0SEO3CE4
the ice CA6945D3

The red fox Hash 46042841 935C7FBO

walks across —P function —P 9158585A BO4AE214
the ice 26EB3CEA

Note the significant change in the hash sum for minor changes in the
input. Note that the hash sum is the same length for varying input sizes.
This is extremely useful.

*Image courtesy Wikipedia.org.



One-Way Hashing Functions cont.

Applying a hashing function to plaintext is
called munging the document.

The fixed-length result is referred to as a
checksum, fingerprint or message digest.

Let's give it a try



What use is this?

« You can run many megabytes of data through a
hashing function, but only have to check 160*
bits of information. A compact and unigue
document signature.*

« You can generate a passphrase for your data —

such as your private key. If someone gets your
private key, they still must know your passphrase
to decrypt anything using your private key.

e This is how Unix, Linux and Windows protect
user passwords (but not effectively).

* May increase after 2012 if a new SHA-3 algorithm is approved for use.



Protecting the Private Key

EEEEEEEEEEEEEEEEES : Symmetric

k cipher

Passphrase
entered by

user hash
*Such as SHA-1 or SHA-2 K = private key
2




Checking passphrases/passwords

Q.) How do you do this?
A.) It's very simple.

- Type in a passphrase/password.
- Run the hashing function on the text.

- If the message digest matches, you typed in the
correct passphrase/password.



Summary

he core idea you should take away from this is
how a hybrid cryptosystem works:

random
session
key

encrypted
session key

k1 (public) k (private)
2



Summary cont.

Finally — Remember, we are using
open cryptosystems. This means that the
cipher algorithm is known and available.

The security of your data rests with the private
key, not with keeping the cipher secret.

All Clear? :-)
Questions?




