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Introduction

* Atool to monitor, store and present
network and system/server statistics

» Designed around RRDTool with a special
emphasis on the graphical interface

» Almost all of Cacti's functionality can be
configured via the Web.

* You can find Cacti here:
http://www.cacti.net/




Introduction

Cacti: Uses RRDtool, PHP and stores
data in MySQL. It supports the use
of SNMP and graphics with MRTG.

“Cacti is a complete frontend to RRDTool, it stores all of the necessary
information to create graphs and populate them with data in a
MySQL database. The frontend is completely PHP driven. Along
with being able to maintain Graphs, Data Sources, and Round
Robin Archives in a database, cacti handles the data gathering.

There is also SNMP support for those used to creating traffic graphs
with MRTG.”




General Description

1. Cacti is written as a group of PHP scripts.

2. The key script is “poller.php”, which runs every 5 minutes
(by default). It resides in /usr/share/cacti/site.

3. To work poller.php needs to be in /etc/cron.d/cacti like this:

MAILTO=root
*/5 * * *x * yww-data php /usr/share/cacti/site/poller.php >/dev/null 2>/var/log/cacti/poller-error.log

4. Cacti uses RRDtool to create graphs for each device and
data that is collected about that device. You can adjust all
of this from within the Cacti web interface.

5. The RRD data is stored in a MySQL database along with
descriptions of each device that is monitored.

6. The RRD files are located in /var/lib/cacti/rra.




Advantages

You can measure Availability, Load, Errors and more all
with history.

— Cacti con view your router and switch interfaces and their traffic,
including all error traffic as well.

— Cacti can measure drive capacity, CPU load (network h/w and
servers) and much more. It can react to conditions and send
notifications based on specified ranges.

Graphics

— Allows you to use all the functionality of rrdgraph to define graphics
and automate how they are displayed.

— Allows you to organize information in hierarchical tree structures.
Data Sources

— Permits you to utilize all the functions of rrdcreate and rrdupdate
including defining several sources of information for each RRD file.




Advantages cont.

Data Collection
— Supports SNMP including the use of php-snmp or net-snmp

— Data sources can be updated via SNMP or by defining scripts to
capture required data.

— An optional component, cactid, implements SNMP routines in C with
multi-threading. Important for very large installations, but not tested
formally.

Templates

— You can create templates to reutilize graphics definitions, data and
device sources

Cacti Plugin Architecture

— Extends Cacti functionality. Many, many plugins are available.

User Management

— You can manage users locally or via LDAP and you can assign
granular levels of authorization by user or groups of users.




Disadvantages

Configuration of Interfaces is Tedious

— The first time you add an interfaces, add graphics for each interface
and place these graphics correctly on a hierarchical menu requires
considerable time and effort.

— It’'s very important that you keep your Cacti configuration up-to-date
with your network. You must either assign someone to do this, or
create appropriate scripts and data shares for this purpose.

— If you make a configuration error it can be tedious to correct it.

Configuration of Plugin Architecture is non-trivial

— Plugin Architecture (PA) versions are released based on specific
Cacti versions.

— Installing the PA with packaged Cacti versions can be tricky.
— Upgrading Cacti if you have installed the PA can be tricky.

For continuous use or large installations it is likely that
you will be using scripts and tools to automate the
configuration of Cacti.




Installation: Ubuntu Server 9.10

— Available in RPM form and packages for
Gentoo, Red Hat, Fedora, SuSE, FreeBSD,
etc.

— It is necessary to install cactid separately if
you wish to use this for larger installations.
Again, this code has not been formally
measured for improved performance.

# apt-get install cacti




Installation: 2

{ Configuring mysqgl-server-5.0

|
While not mandatory, it is highly recommended that you set a password
for the MySQL administrative "root" user.

If that field is left blank, the password will not be changed.

New password for the MySQL "root" user:

K K 2k K K K K Kk

<%>

Use the workshop password for your root user



Installation: 3

Configuring mysql-server-5.0 F

Repeat password for the MySQL "root" user:

ok 2k 3k 3k Gk ok ok 2k

<0k>

Again, use the workshop password




Installation: 4

{ Configuring libphp-adodb

WARNING: include path for php has changed!

libphp-adodb is no longer installed in /usr/share/adodb. New
installation path is now /usr/share/php/adodb. N

Please update your php.ini file. Maybe you must also change your
web-server configuraton.

Informational message. Is not normally an issue.



Installation: 5

| Configuring cacti |
Which kind of web server should be used by cacti?

Select "None"” if you would like to configure your webserver by hand.

Webserver type

Apache b
Apache-SSL

Apache2
All
None

We are using Apache2. Be sure this is chosen, then highlight
<Ok> and press <ENTER> to continue.




Installation: 6

Configuring cacti |

cacti must have a database installed and configured before it can be
used. If you like, this can be handled with dbconfig-common.

If you are an advanced database administrator and know that you want to
perform this configuration manually, or if your database has already
been installed and configured, you should refuse this option. Details
on what needs to be done should most likely be provided in
/usr/share/doc/cacti. N

Otherwise, you should probably choose this option.

Configure database for cacti with dbconfig-common?

<Yes> <No=>

Choose <Yes>. If you choose <No> you will have to manually
configure your database at a later time.




Installation: 7

{ Configuring cacti |
What is the password for the administrative account with which this
package should create its MySQL database and user?

Password of your database's administrative user:

¥ 3k K kK kK k¥

<0k> <Cancel>

Use our workshop password.



Installation: 8

{ Configuring cacti
Please provide a password for cacti to reglster with the database
server. If left blank, a random password will be generated for you.

MySQL application password for cacti:

ok kK R R kR k%

<Cancel>

Again, use the workshop password.




Installation: 9

Configuring cacti |

Password confirmation:

K Sk 3k Sk ok ok ok Rk

<0k> <Cancel>

Finally, one last time, use the workshop password.




Cacti: Installation - Web

Now use a web browser and open the
following address:

http://localhost/cacti

You will see the following...




Cacti: Installation - Web

Cacti Installation Guide

Thanks for taking the time to download and install cacti, the complete graphing
solution for your network. Before you can start making cool graphs, there are a
few pieces of data that cacti needs to know.

Make sure you have read and followed the required steps needed to install cacti
before continuing. Install information can be found for Unix and Win32-based
operating systems.

Also, if this is an upgrade, be sure to reading the Upgrade information file.

Cacti is licensed under the GNU General Public License, you must agree to its
provisions before continuing:

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or (at
your option) any later version.

This program is distributed in the hope that it will be useful, but

WITHOUT ANY WARRANTY:; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

General Public License for more details.
Next >>

Press “Next >>”




Cacti: Installation - Web

Cacti Installation Guide

Please select the type of installation

| New Install Ll

The following information has been determined from Cacti's configuration file. If it
is not correct, please edit 'include/config.php' before continuing.

Database User: cacti

Database Hostname

Database: cacti

Server Operating System Type: unix

and press “"Next >>"

|II

Choose "New Instal
again.




Cacti: Installation - Web

Make sure all of these values are correct before continuing. YO u r SC re e n S h O u | d

[FOUND] RRDTool Binary Path: The path to the rrdtool binary. H H H
l/usr/bin/rrdtool I OO k I I ke th I S ] If It d Oes
o recomplle to gt i ey |+ e (e (e e 2 not ask your instructor

I/usr/bin/php

[FOUND] snmpwalk Binary Path: The path to your snmpwalk binary. fo r h e I p .
l/usr/bin/snmpwalk

[FOUND] snmpget Binary Path: The path to your snmpget binary.
I,/usr/bin/snmpget

Press “Finish”

[FOUND] snmpbulkwalk Binary Path: The path to your snmpbulkwalk binary.
l/usr/bin/snmpbulkwalk

[FOUND] snmpgetnext Binary Path: The path to your snmpgetnext binary.
I/usr/bin/snmpgetnext

[FOUND] Cacti Log File Path: The path to your Cacti log file.
I,/usr/share/cacti/site/log/cacti.log

SNMP Utility Version: The type of SNMP you have installed. Required if you are

using SNMP v2c or don't have embedded SNMP support in PHP.
NET-SNMP 5.x ~|

RRDTool Utility Version The version of RRDTool that you have installed.

woren 12 -] (I e Note!

NOTE: Once you click "Finish", all of your settings will be saved and your database w ma
will be upgraded if this is an upgrade. You can change any of the settings on this Be Su re th at RRDTOOI 1 = 2 X IS
screen at a later time by going to "Cacti Settings" from within Cacti. C h Ose n a n d not A\} 1 0 X ”




Cacti: First Time Login

g

Please enter your Cacti user name and password below:

User Name:

Password:

Login |

First time login use:
User Name: admin
Password: admin




Cacti: Change Default Password

1T

User Login

*** Forced Password Change ***

Please enter a new password for cacti:

Password: Ptttk

Confirm: totototototok

Save |

Now you must change the admin
password. Please use the workshop
password.




Adding a Device

Management -> Devices -> Add
Specify device attributes

— Choose a device template and this will ask you for
additional information about the device.

— You can add additional templates when, or if, you
want.

— We’'ll add an entry for for our router, pcx-pcy-gw




Add Devices: 2

Devices [edit: Gateway Router Group 1]

General Host Options

Description
Give this host a meaningful description.

Gateway Router Group 1

Hostname

Fully qualified hostname or IP address for this device. pcl-pco-gw.aroc

Host Template
Choose what type of host, host template this Is. The host template will govern what kinds of [ Cisco Router 'y
data should be gathered from this type of host.

Disable Host
Check this box to disable all checks for this host.

Avalilablility/Reachability Options

] Disable Host

D d Device D i

The method Cactl will use to determine Iif a host is available for polling. ( Ping and SNMP | tj
NOTE: It Is reci ded that, at a mini , SNMP always be selected.

Ping Method

The type of ping packet to sent. [ upp Ping | 33

NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port

TCP or UDP port to attempt connection. 23

Ping Timeout Value
The timeout value to use for host ICMP and UDP pinging. This host SNMP timeout value 400
applies for SNMP pings.

Ping Retry Count
The number of times Cacti will attempt to ping a host before falling.

SNMP Options

SNMP Version (m
Choose the SNMP version for this device. —_—
SNMP Community s3cr3t

SNMP read community for this device.

SNMP Port 161

Enter the UDP port number to use for SNMP (default is 161).

SNMP Timeout

The maximum number of milliseconds Cacti will wait for an SNMP response (does not work 500
with php-snmp support).

Maximum OID's Per Get Request 10
Specified the number of OID's that can be obtained in a single SNMP Get request.

Notes
Enter notes to this host.

cancel || save |




Add Devices: 3

 Choose SNMP version 2 for this workshop.

 For “Downed Device Detection” we
recommend either using Ping and SNMP,
or just Ping.

« At your own location you can use SNMP
version 3 if your devices support this.

« SNMP access is a security issue:
- Version 2 is not encrypted
— Watch out for globally readable “public” communities

— Be careful about who can access r/w communities.
- Replace “xxxxxxx” with your local public r/o string




Add Devices: 4

Note the “Associated Data Queries” menu:

- By default Cacti does not use snmp to query a device. You must be sure to add this.

Associated Graph Templates

Graph Template Name
1) Cisco - CPU Usage Not Being Graphed X

Add Graph Template: | Cisco - CPU Usage e

Assoclated Data Queries

Data Query Name
1) Karlnet - Wireless Bridge Statistics (Verbose Query) Uptime Goes Backwards Success [0 Items, 0 Rows] OxX
Add Data Query: | SNMP - Interface Statistics 5 Re-Index Method: | Uptime Goes Backwards @ add _}

cancel || save |




Add Devices: 5

For a router you may see a /ot of potential
network interfaces once you add the SNMP
data query:

Associated Data Queries

Data Query Name

1) Karlnet - Wireless Bridge Statistics (Verbose Query) Uptime Goes Backwards Success [0 Items, 0 Rows]) OX
2) SNMP - Interface Statistics (Verbose Query) Uptime Goes Backwards Success [59 Items, 7 Rows] OX
Add Data Query: | Netware - Get Available Volumes ?] Re-Index Method: | Uptime Goes Backwards | 3]

| cancel ]| save ]

Your decision is to create graphs for all of
these are not. Generally the answer is,
“Yes” — Why?




Create Graphics

* Chose the “Create graphs for this host”

« Under Graph Templates generally check the top box that
chooses all the available graphs to be displayed:

Gateway Router Group 2 (pc10-pc18-gw.aroc)

—_— .
B Edit this Host

Host: | Gateway Router Group 2 (pc10-pcl8-gw.aroc) w Graph Types: | All
*Create New Host

Graph Templates
Graph Template Name -
Create: Cisco - CPU Usage U

Create: | (Select a graph type to create) B

Data Query [SNMP - Interface Statistics] (®)

Name (IF-MIB) Alias (IF-MIB) Type E
1 Up Ethernet0/0 Et0/0 ethernetCsmacd(6) 10000000 00:10:7B:18:41:81 152.168.17.3 @
2 Up Ethernet0/1 Et0/1 ethernetCsmacd(6) 10000000 00:10:7B:18:41:82 152.168.5.161 @
3 Down Ethernet1/0 Et1/0 ethernetCsmacd(6) 10000000 00:10:7B:18:41:91 M
4 Down Ethernet1/1 Et1/1 ethernetCsmacd(6) 10000000 00:10:7B:18:41:92 [2]
B Down Serlal0o/0 Se0/0 propPointToPointSerial(22) 1544000 [2]
6 Down Serlalo/1 Se0/1 propPointToPointSerial(22) 1544000 ™
8 Up Nullo NuO other(1) 4294967295 ~
L Select a graph type: | In/Out Bits ﬂ

cancel || create !

Press “create” once the graphs are chosen.




Create Graphics: 2

.———\

console

Cansole -> Create New Graphs -> Create Craphs fran Dats Query

Neow Graphe

Craph Managenert
GCraph Trees

Dats Sources
Davices

Data Queriey

Data Irput Methads
Graph Templates
Hast Templates
Daty Terpiates
Irpart Tenplates
Expart Templates
Sewmngs

Systen Utibties
Lier Nanagement

Lagoek Usar

graphs

~

[ WP

Lopged m ax adein (Logout)

Create Craph from Linux - Memery Lisage’

Create Graph from Unix - Load Average’

Create Craph from Unix - Logged i Users’
Craph Iteene [Tenplacs | Unix - LOQQId in Usars]

Legead Celor

The colar to use for the legend. $663E4 < |

Create Graph from Unix - Precesses

Graph Iteens [Tenplaee : Unis - Processes)

Legead Color a
The colar to use for the legend F51030 % |

Create 1 Graph from "Unix - Get Mousted Partitions”

cancel | create |

You'll see this screen later when you are creating graphics for hosts vs. routers




View the Graphics

* Place the new device in its proper location
In your tree hierarchy.

 Building your display hierarchy is your
decision. It might make sense to try
drawing this out on paper first.

—Under Management - Graph Trees
select the Default Tree hierarchy (or,
create one of your own).




Graphics Tree

First, press “Add” if you want a new graphing tree:

(add)

Default Tree x

Second, name your tree, choose the sorting order (the author
likes Natural Sorting and press “create”:

Graph Trees [new]

Name
A useful name for this graph tree.

Sorting Type
Choose how items in this tree will be sorted.

-AROC Routers

( Natural Ordering ?]

cancel ,[ create J




Graphics Tree

Third, add devices to your new tree:

Graph Trees [edit: AROC Routers]

Name
A useful name for this graph tree.

Sorting Type ( " Y
Choose how Items in this tree will be sorted. — +

AROC Routers

Tree Items Add

[++][==]

No Graph Tree Items

| cancel ” save ]

Once you click “Add” you can add “Headers” (separators), graphs or
hosts. Now we'll add Hosts to our newly created graph tree:

Parent Item ‘W' -
Choose the parent for this header/graph. \J'
Tree Item Type ‘Wv =
Choose what type of tree item this Is. ~—_]'

Host

( - - [
AR e TR Gateway Router Group 1 (pcl-pc9-gw.aroc) j]

Graph Grouping Style
Choose how graphs are grouped when drawn for this particular host on the tree.

| Graph Template B

| ||
cancel i ‘_creatg_'




Graphics Tree

Save Successful.

Graph Trees [edit: AROC Routers]

Name
A useful name for this graph tree. AROC Routers

Sorting Type ( " = LA
Choose how items in this tree will be sorted. — i t]

Tree Items Add

[++][=<]

Host: Gateway Router Group 1 {pcl-pcS-gw.aroc) (Edit host) Host A & 3 x®

| cancel || save !

Click on “save” and then click the “graphs” tab to
see what your new tree hierarchy looks like:




Graphics Tree with 2 Devices

A ~
Graphs -> Tree Mode Logged In as admin (Logout)
£ AROC Routers #) From: 2010-07-2102:50 [ To: 2010-07-220250 [ 4 1Day [&)® [ refresh |[ clear |
- Host: Gateway Router Group 1 Search: Graphs per Page: | 10 ¢ ’Thumbnalls: O
{EiDefault Tree
Host: Localhost Showing All Graphs

Tree: AROC Routers-> Host: Gateway Router Group 1

» Our graphics tree just after the first two devices were added.

* So far, no graphics are displayed — the first graphics can
take up to 5 minutes to display.

 Cacti graphs are stored on disk and updated using RRDTool
via the poller.php script, which, by default, is run every five
minutes using cron.

A much larger example =




Initial Graphs

Presets: |_Last Day %) From: 2010-07-2102:55 [T Te: 2010-07-2202:55 [§ 4 1Day [4]® | refresh || clear |
Search: Graphs per Page: | 10 -¢]Thumbnalls: O

Showing All Graphs

Tree: AROC Routers-> Host: Gateway Router Group 1

Gateway Router Group 1 - Traffic - Et0/0 Q
: O
o Y
g 15 k =
g [+
10k
2
2 5k
=
0
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12
E Inbound Current: 14.17 k Average: 16.76 k Maximum: 18.51 k
W Outbound Current: 15.13k Average: 17.66k Maximum: 19.37k
Gateway Router Group 1 - Traffic - Et0/1 Q
sokt o
—g k I
§ 6.0 0
b 40k
2
2 20k
=
0.0
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12
@ Inbound Current: 7.65k Average: 7.85k Maximum: 8.00k
W Outbound Current: 6.78k Average: 7.01k Maximum: 7.31k

A much larger example =




A Larger Example
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Next Steps

« You can extend cacti by installing the Cacti Plugin
Architecture:
http://cactiusers.org/wiki/PluginArchitecturelnstall

« There are a number of popular Cacti plugins, such as:
- Nagios
- NTOP
- PHP Weathermap
- Smokeping
- Syslog-NG
« A good place to start is http://cactiusers.net and Google.

* To send email to RT from Cacti via rt-mailgate you can
use the Cacti “settings” plugin:
http://docs.cacti.net/plugin:settings




Conclusions

« Cacti is very flexible due to its use of templates.

* Once you understand the concepts behind RRDTool,
then how Cacti works should be (more or less) intuitive.

» The visualization hierarchy of devices helps to organize
and discover new devices quickly.

« There are very few to no statistics available about the
performance of cactid (volunteers are welcome!).

 Itis not easy to do a rediscover of devices.

* To add lots of devices requires lots of time and effort.
Software such as Netdot, Netdisco, IPPlan, TIPP can
help — as well as local scripts that update the Cacti back-
end MySQL database directly.




References

» Cacti Web Site:
http://www.cacti.net/

 Cacti Discussion Group:
http://forums.cacti.net/







Legacy Cacti Configuration Issues

« Cacti uses MySQL to store configurations. In older Ubuntu versions it was
necessary to manually create the cacti MySQL database and set the
permissions:

# mysgladmin --user=root create cacti
# mysqgl cacti < cacti.sqgl
# mysgl --user=root mysqgl

mysqgl> GRANT ALL ON cacti.* TO cactiuser@localhost IDENTIFIED BY ‘cacti pass';
mysgl> flush privileges;

« It was, also, sometimes necessary to manually specify the cacti
connection parameters in /etc/cacti/db.php:

Sdatabase type = "mysql";

Sdatabase default = "cacti";

Sdatabase hostname = "localhost";
Sdatabase username = "cactiuser";
Sdatabase password = "cacti pass";

Sdatabase port = "3306";



Legacy Configuration Issues

 Make sure that there is a cron job that has
been configured as well — Likely in
/etc/cron.d/cacti.

* This will be something like:

*/5 * x * * yww-data php /usr/share/cacti/site/poller.php >/dev/null \ 2>/
var/log/cacti/poller-error.log

* This is not necessary with the Debian
package in Ubuntu 8.10, and later.




Using the cactid Alternate Poller

tar xvzf cacti-cactid-0.8.6.tar.gz
cd cactid-0.8.6

./configure

make

H FH= H= H H

make install

# vi /usr/local/cactid/bin/cactid.conf

DB Host localhost
DB Database cacti

DB User cactiuser
DB Pass cacti pass
DB Port 3306

In the Web interface go to:

* Configuration -> Settings -> Paths -> Cactid Poller File Path and
specify the location of cactid.

* Go to Poller and in Poller Type, select cactid




