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DNS Operations



Goals

 Go  b e y o n d  b a s i c  DNS  a d mi n i s t r a t i o n ,  
f o c u s  o n  s e r v i c e  s t a b i l i t y

 I d e n t i f y  c o mmo n  o p e r a t i o n a l  p r o b l e ms  
t h a t  p l a g u e  a u t h o r i t a t i v e  n a me s e r v e r  
a d mi n i s t r a t o r s

 I d e n t i f y  p i t f a l l s  a n d  e r r o r s  t o  a v o i d  
wh e n  c h a n g i n g  z o n e s

 De f i n e  p r o p e r  a r c h i t e c t u r e s
 I mp r o v e  a v a i l a b i l i t y  a n d  r e d u c e  t h e  

c h a n c e  o f  a  b r e a k d o wn  o f  s e r v i c e  u s i n g  
a c t i v e  mo n i t o r i n g



Overview

 To o l s
− u s i n g  d i g  a n d  i n t e r p r e t i n g  t h e  r e s u l t s
− d o c ,  d n s t o p

 Go t c h a s  a n d  c o mmo n  d e b u g g i n g  p r o b l e ms
− RF C1 9 1 2 ,  2 1 8 2 ,  2 8 7 0
− d e l e g a t i o n  a n d  g l u e ,  k e e p i n g  i t  u p  t o  d a t e
− i n c o n s i s t e n t  d e l e g a t i o n  b e t we e n  p a r e n t  a n d  

c h i l d
− c a c h e  e f f e c t s
− TTL p o l i c y



Overview

 Op e r a t i o n s
− l o g g i n g  u s i n g  BI ND c h a n n e l s
− mo n i t o r i n g  s e r v i c e s  a n d  z o n e  e x p o r t s
− a c t i v e  d e l e g a t i o n  c h e c k i n g
− d i s t r i b u t e d  h o s t i n g  c o n s i d e r a t i o n s
− s c r i p t i n g  a n d  a u t o ma t i o n



Tools – using dig

 d i g  i s  t h e  d o ma i n  i n f o r ma t i o n  g r o p e r .
 d i g  i s  u s e d  t o  q u e r y  n a me s e r v e r s  f o r  

i n f o r ma t i o n ,  u s u a l l y  f o r  d e b u g g i n g  
p u r p o s e s .

 d i g  g i v e s  y o u  i n f o r ma t i o n ,  a n d  c a n  
p e r f o m q u e r i e s ,  t h a t  mo s t  o t h e r  t o o l s  
u s u a l l y  u s e d  ( n s l o o k u p ,  h o s t )  d o n ' t  
g i v e  y o u

 d i g ' s  o u t p u t  c a n  b e  c o n f u s i n g  t h e  
f i r s t  t i me  o n e  s e e s  i t . . .



Tools – using dig

 $ dig ns nsrc.org.



 ; <<>> DiG 9.4.1-P1 <<>> ns nsrc.org

 ;; global options:  printcmd

 ;; Got answer:

 ;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40659

 ;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 2



 ;; QUESTION SECTION:

 ;nsrc.org. IN NS



 ;; ANSWER SECTION:

 nsrc.org. 132391 IN NS ARIZONA.EDU.

 nsrc.org. 132391 IN NS RIP.PSG.COM.



 ;; ADDITIONAL SECTION:

 ARIZONA.EDU. 104458 IN A 128.196.128.233

 RIP.PSG.COM. 89057 IN A 147.28.0.39



 ;; Query time: 60 msec

 ;; SERVER: 212.38.128.2#53(212.38.128.2)

 ;; WHEN: Tue Nov 27 02:58:37 2007

 ;; MSG SIZE  rcvd: 108





Tools – using dig

 Pa y  p a r t i c u l a r  a t t e n t i o n  t o  t h e  f l a g s  
a n d  t h e  a n s we r  s e c t i o n

 Us e  d i g  a t  t h e  a u t h o r i t y  o f  t h e  p a r e n t  
a n d  c h i l d  z o n e s  t o  c o n t r o l  p r o p e r  
d e l e g a t i o n

 Do  t h e  i n f o r ma t i o n s  ma t c h  ?
 Ex a mp l e  f o r  c c t l d . e u . o r g

− I d e n t i f y  n a me s e r v e r s  f o r  EU. o r g

dig ns eu.org.



Tools – using dig

 ;; ANSWER SECTION:

 eu.org. 23772 IN NS ns0.pasteur.fr.

 eu.org. 23772 IN NS ns.eu.org.

 eu.org. 23772 IN NS ns-slave.free.org.

 eu.org. 23772 IN NS dns3.gandi.net.

 eu.org. 23772 IN NS auth1.dns.elm.net.

 eu.org. 23772 IN NS relay-1.ftel.co.uk.

 eu.org. 23772 IN NS ns1.pasteur.fr.




 As k  o n e  o f  t h e  s e r v e r s  f o r  t h e  NS  

r e c o r d s  f o r  c c t l d . e u . o r g

dig @ns.eu.org NS cctld.eu.org.



Tools – using dig

 ;; AUTHORITY SECTION:

 cctld.eu.org. 259200 IN NS NS1.CATPIPE.NET.

 cctld.eu.org. 259200 IN NS NS2.CATPIPE.NET.

 cctld.eu.org. 259200 IN NS NS1.cctld.eu.org.



 No t i c e  t h e  f l a g s  f o r  t h e  q u e r y ,  a n d  
t h e  wa y  t h e  a n s we r s  a r e  p r e s e n t e d

 Co n t r o l  t h a t  t h e  s e r v e r s  f o r  
c c t l d . e u . o r g  r e t u r n  t h e  s a me  
i n f o r ma t i o n :

dig @ns1.cctld.eu.org NS cctld.eu.org.

 What do you notice ?



Tools – doc

 Ch e c k i n g  d e l e g a t i o n s  ma n u a l l y  i s  
e r r o r - p r o n e  a n d  t i r e s o me

 A t o o l  t o  a u t o ma t i z e  t h i s  p a r t i c u l a r  
c h e c k  e x i s t s :  doc

 Do c  c a n  b e  i n s t a l l e d  a s  a  p o r t /p a c k a g e
 Us a g e :

doc [-p] domain.name



Tools – doc

 Tr y  u s i n g  d o c  –  i t  s h o u l d  b e  
i n s t a l l e d .

doc -p cctld.eu.org



Gotchas and common debugging 
problems

 Lo g g i n g  i s  t h e  s i n g l e  mo s t  u s e f u l  t o o l  
f o r  t r o u b l e s h o o t i n g  a  r u n n i n g  
n a me s e r v e r  –  we ' l l  s e e  l a t e r  h o w t o  
s e t  i t  u p

 Ch e c k  o u t  RF C1 9 1 2 ,  2 1 8 2  a n d  2 8 7 0
 La me  d e l e g a t i o n s  a n d  g l u e  p r o b l e ms  c a n  

b e  e a s y  t o  o v e r l o o k  i f  t h e  wr o n g  t o o l s  
a r e  u s e d

 Ca c h i n g  ma k e s  t h i s  mo r e  c o mp l i c a t e d  –  
p r o b l e ms  mi g h t  a p p e a r  l a t e r .

 Pi c k  a  r e a s o n a b l e  TTL p o l i c y



Gotchas and common debugging 
problems: caching

 Ca c h e  e f f e c t s
− Ch a n g e s  c a n  t a k e  a  wh i l e  t o  p r o p a g a t e  –  

p l a n  a c c o r d i n g l y
 TTL a n d  S OA p o l i c y

− RI PE h a s  a  d o c u me n t  f o r  r e c o mme n d e d  S OA 
v a l u e s :  
f t p : //f t p . r i p e . n e t /r i p e /d o c s /r i p e - 2 0 3 . p d f

example.com.  3600  SOA  dns.example.com. admin.example.com. (
                         1999022301   ; serial YYYYMMDDnn
                         86400        ; refresh (  24 hours)
                         7200         ; retry   (   2 hours)
                         3600000      ; expire  (1000 hours)
                         3600 )       ; neg ttl (   2 days)

ftp://ftp.ripe.net/ripe/docs/ripe-203.pdf


Gotchas and common debugging 
problems: caching

 I t ' s  c o mmo n  t o  mi s i n t e r p r e t /f o r g e t  t h e  
n e g a t i v e  v a l u e  o f  t h e  S OA

 ” n e g a t i v e ”  me a n s  ” h o w l o n g  c a n  
r e me mb e r  t h a t  t h e  r e c o r d  f o r  t h i s  
q u e r y  d o e s  NOT  e x i s t ”



Operations

 r e me mb e r  t o  t u r n  o f f  r e c u r s i o n !
 l o g g i n g
 mo n i t o r i n g  s e r v i c e  ( a v a i l a b i l i t y  a n d  

d a t a )
 a c t i v e  d e l e g a t i o n  c h e c k i n g
 h o s t i n g  a n d  a r c h i t e c t u r e  

c o n s i d e r a t i o n s



Logging

 Us i n g  BI ND c h a n n e l s ,  c a t e g o r i e s  a n d  
s e v e r i t i e s  ( c h a p  7 . 5  o f  DNS  & Bi n d )

− Th e  i d e a  i s  t o  d e f i n e  c h a n n e l s  ( f i l e ,  
s y s l o g ,  . . . )  a n d  t h e  a s s i g n  c a t e g o r i e s  t o  
t h e s e  c h a n n e l s :

logging {

   channel transfers {

      file ”log/transfers” versions 5 size 100M;

      print-time yes;

   };

   category xfer-out {

      transfers;

   };

   category default {

    default_syslog;

    default_debug;

 };

};



Logging

 Ca t e g o r i e s  o f  i n t e r e s t :
− d e f a u l t

• a  g o o d  s e t  o f  d e f a u l t s  –  s e n d  i t  t o  y o u r  s y s l o g
− l a me - s e r v e r s

• b a d  d e l e g a t i o n
− l o a d

• z o n e  l o a d i n g  e v e n t s
− n o t i f y

• z o n e  c h a n g e  n o t i f i c a t i o n s
− q u e r i e s

• l o g g i n g  o f  q u e r i e s  –  c a n  b e  h u g e !
− r e s p o n s e - c h e c k s

• b a d l y  f o r me d  a n s we r d ,  a d d i t i o n a l  i n f o r ma t i o n ,  . . .
− x f e r - i n  /  x f e r - o u t

• e v e n t s  f o r  i n c o mi n g  /  o u t g o i n g  z o n e  t r a n s f e r s



Logging

 Ad d  l o g g i n g  t o  /e t c /n a me d b /n a me d . c o n f ,  
a n d  r e s t a r t  n a me d

# rndc reconfig

 Do  a  z o n e  t r a n s f e r  f o r  a  z o n e  f r o m o n e  
o f  y o u r  n e i g h b o r s :

# dig @ns.of.neighbor axfr zone.name

 Lo o k  a t  /e t c /n a me d b /l o g /t r a n s f e r s

# more /etc/namedb/log/transfers



Monitoring - services

 Mo n i t o r i n g  s e r v i c e s  –  wh y  ?
− ma k e  s u r e  t h a t  y o u r  n a me s e r v e r  i s  

a n s we r i n g  c o r r e c t  d a t a ,  i n  a  t i me l y  ma n n e r
− mo n i t o r  s e c o n d a r i e s
− mo n i t o r  i n f r a s t r u c t u r e  t o  d e l i v e r  DNS  

s e r v i c e  ( n e t wo r k ,  s e r v e r s ,  . . . )
 To o l s  u s e f u l  f o r  mo n i t o r i n g :

− e c h o p i n g  –  c h e c k  s e r v i c e  l a t e n c y  a n d  
a v a i l a b i l i t y

− S mo k e Pi n g  –  g r a p h  o f  r e p o n s e  t i me s
− Na g i o s  –  s e r v i c e  a n d  s e r v e r  mo n i t o r i n g
− . . .  ma n y  o t h e r s



Monitoring – zone exports

 Mo n i t o r i n g  z o n e  e x p o r t  –  wh y  ?
− Av o i d  p u b l i s h i n g  i n c o r r e c t  i n f o r ma t i o n
− Av o i d  p u b l i s h i n g  i n c o mp l e t e  i n f o r ma t i o n  

( t r u n c a t e d  z o n e )
− Av o i d  d i s a p p e a r a n c e  o f  y o u r  z o n e !  

( u n d e t e c t e d  e r r o r s  + e x p i r e  o f  z o n e )
 Ch e c k s

− z o n e  c h a n g e  c o n t r o l s  b e f o r e  A ND a f t e r  
p u b l i c a t i o n
• n a me d - c h e c k z o n e

− u s e  EOD ma r k e r s  ( d a t a  t h a t  y o u r  e x p o r t  
s c r i p t  a d d s  t o  t h e  z o n e  a t  t h e  e n d  o f  y o u r  
z o n e  e x p o r t  j o b
• z o n e v a l i d TXT ” e x p o r t e d  a t  2 0 0 7 1 1 2 6  0 9 : 5 4 ”



Monitoring – zone exports

 Un d e t e c t e d  e r r o r s
− z o n e  f a i l s  t o  l o a d  ( i n v a l i d  s y n t a x  o r  

i n c o n s i s t e n t  –  CNAME a n d  o t h e r  d a t a  f o r  
e x a mp l e )

− n o  o n e  n o t i c e s
− 2 - 4  we e k s  l a t e r ,  t h e  z o n e  e x p i r e s  o n  t h e  

s e c o n d a r i e s
− t h e  z o n e  h a s  d i s a p p e a r e d
− d i f f i c u l t  t o  c o r r e l a t e  t h e  p r o b l e m wi t h  

t h e  e x a c t  c a u s e  ( u n l e s s  o n e  h a s  l o g s )
 No t e  t h a t  i f  ” r n d c  r e l o a d ”  i s  u s e d ,  

BI ND wi l l  k e e p  t h e  o l d  z o n e  i n  me mo r y  
i f  t h e  n e w o n e  f a i l s  v a l i d a t i o n



Monitoring - baseline

 Ge t  t o  k n o w y o u r  s y s t e m
 Us i n g  t o o l s  s u c h  a s  d n s t o p ,  t c p d u mp ,  

MRTG,  e s t a b l i s h  a  b a s e l i n e  f o r  y o u r  
p l a t f o r m wh e n  i t  i s  f u n c t i o n i n g  
n o r ma l l y

 I d e n t i f y
− a v e r a g e  q u e r i e s  p e r  s e c o n d
− me mo r y  u s a g e  f o r  n a me d



Monitoring - baseline

 Us e f u l  f o r  c a p a c i t y  p l a n n i n g  f o r  
f u t u r e  g r o wt h ,  a n d  f o r  h a n d l i n g  
a t t a c k s



Delegation checking

 Mo s t l y  a  p o l i c y  d e c i s i o n
 Pr o a c t i v e  o r  r e a c t i v e  ?

− c h e c k  r e g u l a r l y  e v e r y  d e l e g a t i o n
− o r  c h e c k  o n l y  wh e n  d e l e g a t i o n  c h a n g e s

 Bu t  t h e r e  a r e  a d v a n t a g e s
− a v o i d  t o  f i e l d  p r o b l e m r e p o r t s  t h a t  a r e  

No t  Yo u r  Pr o b l e m ( ” d o ma i n  XYZ d o e s n ' t  
wo r k ! ” )

 S o me  TLDs  h a v e  a  ” Na me  s e r v e r  
r e g i s t r a t i o n ”  p r o c e d u r e .



Secondary considerations

 I f  y o u ' r e  n o t  a l r e a d y  d o i n g  i t ,  t h e n  
ma k e  s u r e  y o u r  S OA s e r v e r  i s  a  h i d d e n  
ma s t e r ,  n o t  a c c e s s i b l e  f r o m t h e  r e s t  
o f  t h e  n e t wo r k

 No n e  o f  y o u r  p u b l i c  s e r v e r s  s h o u l d  
s e r v e  a n y  d a t a  t h a t  i s  
u n i q u e /i r r e p l a c e a b l e .

 No r ma l l y ,  a l l  p u b l i c  s e r v e r s  a r e  
s e c o n d a r i e s  ( b u t  t h e r e  a r e  o t h e r  
me t h o d s ,  i n c l u d i n g  s e c u r e  c o p y )



Scripting and automation

 Yo u  s h o u l d  b e  f a mi l i a r  wi t h  a t  l e a s t  
o n e  s c r i p t i n g  l a n g u a g e  ( S h e l l ,  Pe r l ,  
Py t h o n ,  . . . )

 Au t o ma t e  a s  mu c h  a s  y o u  c a n
 Ru n  t o o l s  l i k e  d o c ,  d i g  t o  c o n t r o l  

d e l e g a t i o n s  f o r  c r i t i c a l  z o n e s



?

Questions ?
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