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Journalisation et DNS

* Les journaux sont utiles pour le dépannage /
débogage du DNS
* Comprendre ce qui se passe avec le service

DNS
* Collecte de statistiques pour le DNS




Categories de journalisation

* client, config, database, default, delegation-
only, dispatch, dnssec, general, lame-
servers, network, notify, queries, resolver,
security, unmatch, update, update-security,
xfer-in, xfer-out




Categories de journalisation (2)

Souvent utilisées:
*dnssec

*general
*lame-servers
*notify

*queries

‘resolver

*security

*xfer-in and xfer-out




Exemples de journaux (logs)

10-Feb-2011 17:31:42.748 dispatch: dispatch
0x2bb3c3e0: shutting down due to TCP receive error:
12.34.56.78#53: unexpected end of input
10-Feb-2011 19:07:43.647 client: client
12.34.56.78#58216: error sending response: not
enough free resources

10-Feb-2011 17:21:28.703 general: the working
directory is not writable

14-Feb-2011 13:02:05.623 queries: info: client
120.50.62.74#37899: query: 139.134.110.10.in-
addr.arpa IN PTR + (10.20.0.56)

17-Feb-2011 11:18:15.331 client 127.0.0.1#61235:
transfer of 'MYTLD/IN': AXFR started
17-Feb-2011 11:18:15.331 client 127.0.0.1#61235:
transfer of 'MYTLD/IN': AXFR ended




Gestion des journaux: 1/2

logging {
// Channels

channel transfers {
file "/etc/namedb/log/transfers" versions 3 size 10M;
print-time yes;
severity info;
i

channel notify {
file "/etc/namedb/log/notify" versions 3 size 10M;
print-time yes;
severity info;
}i

channel dnssec {
file "/etc/namedb/log/dnssec" versions 3 size 10M;
print-time yes;
severity info;
i

channel query {
file "/etc/namedb/log/query" versions 5 size 10M;
print-time yes;
severity info;
}i

channel general {
file "/etc/namedb/log/general” versions 3 size 10M;
print-time yes;
severity info;




Gestion des journaux (2/2)

Assigner une catégorie a une "chaine” (canal) de

journalisation
- c'est a dire: dans quel journal écrire un message appartenant a
une catégorie particuliere

// Categories

category xfer-out { transfers; };
category xfer-in { transfers; };
category notify { notify; };

category lame-servers { general; };
category config { general; };
category default { general; };
category security { general; };
category dnssec { dnssec; };

// category queries { query };

}; // end of logging section



Journalisation avec syslog-ng /
rsyslog

* syslog-ng ou rsyslog pour la journalisation
sur un serveur distant

* (Consolidation des journaux sur un serveur
centralisé

* Analyse des journaux (swatch, tenshi, et
beaucoup d'autres outils)
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