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DNSSEC asoz'ls

m DNSSEC Sludmaenodimavuesszuy DNS
B Gudusaudannasasn 1997, eon REC snudrawnsaluil 1999, 2005, 2008
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DNSSEC vhauedsls
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DNSSEC Trust anchors

B lunisasvaeuanugndesves Public keys Tuszuy DNSSEC imduiluazdostiua
Public key veswaisuduiizeni Trust anchors

m Trust anchors szgnasnvaeu/densldnoulasldresmedunlils DNS

B Gasslaedgua viie Aaraiuszuy update éalwiavealisunsy Nameserver
B Trust anchors sunsofasndlanaresiaundesnis
B Iasindisidesns Trust anchor wes root zone wssdndennoldau DNSSEC

m Trust anchor vesroot zone susemaldnunsusnde 13 NINYIAY 2553
(15 July 2010)

https:/ /data.iana.org/root-anchors/root-anchors.xml
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msasvaey Public keys / Chain of Trust
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B www.cs.ait.ac.th = www.cs -> ait -> ac -> th -> .root
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B suiumidaileansldau Online Wungaduazidwosiams
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TLD #i5uiimsidau DNSSEC

m DNS w fdogtiuiinanun 316 TLD

m 101 TLD fimsléa DNSSEC
m 77 ccILDs, 11 idn ccTLDs, 13 gTLDs

m gTLD a5yl DNSSEC

m arpa, asia, biz, cat, com, edu, gov, info, museum, net, org, pro, mil

m TH 541%u5ms DNSSEC

B Taglufianlgnenuaiui 1 Suinu 2552 (2009)
B l¥nuswnu root anchor 1daaus 23 Auenew 2553 (2010)
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https:/ /www.thnic.co.th/index.php?page=dnssec
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m scoreboard.verisignlabs.com

m Com 171,124 ivaalszana 900 desu
m Net 36,670 viuilszana 150 dosu
m Edu 67 adiilindsunlas

MET Domains with DI Records
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ana TOP TLDs  feyannsecspider ucla.edu

Top 10 Secure TLDs

230426

m http:/ /secspider.cs.ucla.edu/islands.html
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6624 1356
B o o

2072 1521

- - .
com. nl. CZ net.

38 br. nu. ara. 0rg.



\ aa ’ o "
{ : 7 yalisAuemsaummaniIonyng
@”’c T‘;IAI NET“’()RK INFORMATION CENTER FOUNDATION

BEQIE gOUE SHIIRGS
’ @)
‘ T HIC

doq .EDU doyann NIST 346 et

m US National Institute for Standards and Technology

m http://fedv6-deployment.antd.nist.gov/cgi-bin/ generate-edu
University DNSSEC Enabled Domains Over Time
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Total number of DNSSEC delegations in the .NL zone: 1416485
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1841823
Signed NL delegati 5
= i i m https://xs.powerdns.com/dnssec-nl-graph
B Signed (7 delegations
1534853 - B Signed BR delegations
B Signed 5E delepations
1227882 4
420911 -
613941 -
306971
R A
0 . '-'Fi .

1-May-2012 1-Jun-2012 1-Jul-2012 1-Aug-2012 1-5ep-2012 1-Oct-2012 1-Nov-2012 1-Dec-2012 1-Jan-2013 1-Feb-2013 1-Mar-2013

1-Apr-2013
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DNSSEC ruccTLD foyanin www.dnssec-deployment.org

ccTLD DNSSEC Status on 2006-01-01

[l Uncertain (0)
: B Experimental (7)

Announced {1)
B Partial (1)

DS in Root (0)
B Operational (0)
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2007-01-01

[l Uncertain (0)
B Experimental (8)
Announced (1)
B Partial (2)
DS in Root (0)
B Operational (0}
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2008-01-01

[l Uncertain (0)
iy B Experimental (9)
o Announced (1)
" - B Partial (1)
DS in Root (0)

[ Operational (3}
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2009-01-01

B Uncertain (0)

Il Experimental (19)
Announced (2)

Bl Partial (1)

[ DS in Root (0)

[l Operational (4)
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2010-01-01

B Uncertain (0)

B Experimental (15)
Announced (11)

Bl Partial (4)

[ DS in Root (0)

[l Operational (11)
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2011-01-01

Il Uncertain (0)

B Experimental (15)
Announced (7)

B Partial (5)

B DS in Root (18)

I Cperational (22)
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2012-01-01

[l Uncertain (0)

B Experimental (9)
Announced (10)

W Partial (2)

B DS in Root (20)

[l Operational (36)
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DNSSEC ruccTLD

ccTLD DNSSEC Status on 2013-02-19

[l Uncertain (2)
B Experimental (7)
Announced (8)

B Partial (9)
B DS in Root (18)
[l Operational (49)

g j

Fr



aan . T H

m 2009 & 2010
Thains.co.th / Thnic.co.th
Dotarai.co.th / Dotarai.in.th

|

|

m  Uni.net.th
m 2011

m Paypal.co.th
m 2012

m FEga.or.th

m Eclipse.co.th
m 2013

m  Thnic.or.th

m Thairen.net.th

m Thailis.or.th

I ¥ ‘ lTl—lng’C

dninanuusmama lulagasaumeis WA M san s
] a a 4
o9y TouRu sou'lai

o W [ ac a
GERHN ﬁ?ﬂﬂﬁ?ﬂﬁgﬂ?ﬂ@iﬁﬂﬂﬁ@uﬂﬁ)

U013

an 4 1
yalsaudmsaumansonis lng
A 1 d' =< Aa v
ﬁiﬂﬂmlﬂﬁ’t’)ﬂﬂﬂ”ﬁ]‘EJLWE]ﬂTﬁf”fﬂ‘BTJ%fJ

iA3euIeRNUT e NAN RO ayadaTugaudAny Ine

A .
ric

2011-09

2012-01
2012-12

2013-03
2013-03
2013-03

yailsguemsaumamaionying

u
THAI NETWORK INFORMATION CENTER FOUNDATION



N
M © - jC yaisguumsaumanionying
' T._'n'c THAI NETWORK INFORMATION CENTER FOUNDATION

siiavostoyaluszuy DNSSEC

m RRSIG
9 S Aaad A 4 9 9 = v A o w v ' a Y
[ | ‘lJayjammclmaLaﬂimuﬂﬁmawmayja ("U@i;ljﬁﬁﬂgﬂ ﬂ!ﬁEJ\W]TNaTQUMﬁgfﬂﬂlﬂuﬂf!ll@]”lll%l!ﬂ"]]@ﬂ"’l]@lﬂﬁ)

m DNSKEY

B doyanyuadsisazyes Domain/ Zone

U Q

m DS (Delegated Signer)

Y v Y
B gaauavdugilfunumeinideves DNSKEY

T
1 9 =\

B azgnldld e gaivhmsdeaenssuanslumsqua Domain vwie Domain

U

B e Haunazastvaey DNSKEY figndesdmsumslaam

m NSEC
m NSEC/NSEC3/NSEC3PARAM

9 Y a o 9 M g}J
B Joyaion liasndoums lulidauvesdeyaly Domain i



~
t'r - iC yausguemsauimanianyiny

v
THAI NETWORK INFORMATION CENTER FOUNDATION

DNSSEC Timing Parameters

m doyalu DNS usdazsureiidimuanailddmsy Caching
m TTL uaz Negative-TTL

m SOA w01 Zzone wiimmuaszozia
m Refresh, Update retry, Expiry, Neg-TTL

m DNSSEC keys lififmnaiunuaeiglilu zone/ DNS

B jouavzdeaiunuiinsananuminzaunaisizasn keys TniidieIns

A o A <3 o w
B anwenves key anwdvesmsldau key uag snnudeyandesainaeguiny

ee

Y A o ~ <3 o v A o A A
B doya RRSIG unazouaziitunaiameduaznuaeigmnu1d agiiiunanGyldaau)
B Jaaduautmuaszeznaimnzanveusas Domain/ zone

B Taoi laeduaziiongldnuegiznin 1 eniiad 89 3 idou

B il RRSIG wuaog suiludesiimsaths RRSIG Twi / Re-Sign Zone
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Key Algorithm
m Algorithm #1#1&7 DNSSEC

m  RSA | RSAMDS5 | DSA | RSASHA1 | NSEC3RSASHAT1 | NSEC3DSA | RSASHA256 |
RSASHAS512 | ECCGOST | DH | HMAC-MD5 | HMAC-SHA1 | HMAC-SHA224 |
HMAC-SHA256 | HMAC-SHA384 | HMAC-SHA512

B nisulasu Algorithm dwsy DNSSEC wuiluisesnendisgeen

M d' o g}/ 1A
B n5Genld Algorlthm ARNZANIIAITNIZTIAUALS VAY

m Algorithm fiienl#fudmiu DNSSEC (aiann257,929 secured zones)

m RSASHA1 152,169
m NSEC3RSASHA1 461,715
m RSASHA256 213,687

m RSASHAS512 1,826
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YUIAVD Key

B Somanalumsuimisdamslussuy DNSSEC iswgld key aesgadmsuuaas Zone
m Key Signing Key (KSK) yanguadmsudeya DNSKEY

U

L]

m Zone Signing Key (ZSK) yanguadmsudeyanily
! < . ! v 9 o Y
m Key nlivmnadniziianuidssiszgnaoasiadiemsiiuiula

B vinaves key midenldeziinadevinaves deya RRSIG (mendn)

B ZSK afivnalvgaziunswensszuuunn, lupnnsaideyaoinsgnapnunii UDDP azsesvla

B 05l TCP ailidseansomlumsiiauuesssuuanadadauin

B 11aU04 key Aneuldnuun

m 2048 bits dmsu KSK
m 1024 bits dwsu ZSK, linuzihlils ZSK vinalvajinuanusuilu
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MU A Key

mafuuazldan Key uun Off-line awiassiinzgnulusnnmeusniiifos

m v key 1Hluniesliildde Network, Removable Storage, Smart card.
m dwu Domain iinmsudludeyatesgmaiu Key wuy Off-line s1'lilsmaden
manu Key nuuway

m v Key adapiuiae KSK uuy Off-line uaziiv ZSK uuy On-line

B ozdivanudewadalianuazanunms 1o

B wiouldou ZSK laiuit dwmsumsud lvdoyanelu Zone

mynu Key uuy On-line Wanuaeglinndeagaiiga

m v key Bulidneginsesiimsde Network gauen

mstlesdusnuds Zone File wafidludasuily

m 1nd Zone File vwogluniosn On-line Jsiinnudoags
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EDNSO fsozls

szuy DNS #idavunadeyaves UDP packet 1371 512 bytes
EDNS #udafmuariteriiviuna parameter/ flag duqves DNS

ansoldsnuszuuanla Backward Compatible

Wy option-code/ flag uaz option-data
B hldaunsodedeya DNS s UDP drevinalugas 4096 bytes

m DNSSEC dosors EDNSO Tumsvianu
B doyavinalng vannu flag Tnidwmsy DNSSEC

m DNSSEC eniitlymdumslfanuiiu Firewall fsdannaves UDP packet

*uaz/nio packets fign Fragment

m  oyaii Authoritative server gndes ud Validate 1i'ld
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DNSSEC servers
m Authoritative DNS/DNSSEC server

m Server minudeyaves zone/signed zone

B aoufnwinelny zone afuiasou / DNSSEC records

m Recursive DNS/DNSSEC server
m Server finosds DNS query widfoyaluszun DNS

m sinhit Caching deyariiominlszansamlumsshan
B simithiinsseunnugndeavestoya DNSSEC (Validate data)
m Client Asaundassiow DNS 'lss Local Name Server (Recursive Server)

m Client duaumnuandesnsld Name Server s Validate DNSSEC &gl
*Client dves0s5umsldanu DNSSEC
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DNS recursive server #sessu DNSSEC

m |SC BIND
m Unbound
m Simple DNS Plus

B Nominum Vantio

m Secure64 DNS Cache
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Fmsaases DNSSEC validator €18 BIND

m Recursive server #ifimsdaliinmsasnaounadnivesioya DNSSEC
m DNSSEC-validation enabled

m dass ISC BIND server fisosiu openssl
m BIND 9.9.0, 9.8.1-p1 w3elnsinh

B alamslyan DNSSEC uaz msasteaeu DNSSEC

[ | T@ﬂuﬁmlsu Conﬁg file named.conf Lﬁ'nﬁmmiﬁﬂiud’m VD options

dnssec-enable yes;

dnssec-validation yes;

diee1e  options {
dnssec-enable yes;
dnssec-validation yes;

¥
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75 download Root Public Key

B Download wu DNS 18Taea34

m Query root dnskey feds dig

m Save mdwiii keyflag ifiu 257 13w Temp file ! Fo'luldasiodae key

dig . dnskey u3e
dig . dnskey +noall +answer | grep 257 > temp-root.key

170914 IN DNSKEY 257 3 8 AwEAAagAIKIVZrpC6la7gEzahOR+9...
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wasedey Root Public Key

B Run s dnssec-dsfromkey TsunsuimmZeusy ISC BIND

dnssec-dsfromkey temp-root.key
JIN DS 19036 8 2 49AACI1D7B6F6446702E54A1607371607A1A41855200F ....

B wasng IS eudeusuidszma 13 usuves TANA
https:/ /data.iana.org/root-anchors/root-anchors.xml

<Zone>.</Zone>

<KeyDigest id="Kjqmt7v" validFrom="2010-07-15T00:00:00+00:00">
<KeyTag>19036</KeyTag>
<Algorithm>8</ Algorithm>
<DigestType>2</DigestType>
<Digest>

49AAC11D7B6F6446702E54A1607371607 A1A41855200FD2CE1CDDE32F24E8FB5

</Digest>

</KeyDigest>



~
NEgin gone SNIress - o - !

® t'r = iC yailsgueamsaummnaionying

' ‘ T'—'n'c THAI NETWORK INFORMATION CENTER FOUNDATION

Y
v

wnsaans root DNSSEC key 1w BIND

m 5y public key vesroot aslu named.conf wendinves options

managed-keys {
"' initial-key 257 3 8

"AwWEAAagAIKIVZrpC6la7gEzahOR+9W29euxhJhVVLOyQbSEW008gcCjF
FVQUTf6VS8fLjwBdOYI0EzrAcQqBGCzh/RStloO8gONfnfL2MTJIRkxoX
bfDaUeVPQuUYEhg37NZWAJQ9VnMVDxP/VHL496M/QZxkjf5/Efucp2gaD
X6RS6CXp0oY68LsVPV]R0ZSwzz1apAzvN9dIzEheX71CIBBtUAGG3LQpz
W5h0OA2hzCTM]jJPJ8LbgF6dsV6DoBQzgulOsGlcGOYI70yQdXfZ57relS
Qageu—+ipAdTTI25AsRTAoub8ONGcLMgrAMRLKBP1dfwhYB4N7knNnulg
QxA+Uk1ihz0=";
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Fasanss DNSSEC validator §1s unbound

B Gaas unbound a1 source code wie package
m  Unbound 1.4.18 wSelminn

B alanmsasaey DNSSEC

B Taoudly Conﬁg file unbound.conf fwmuammsmauliasrnaey DNSSEC

module-config: "validator iterator"
B dmuaie @1 unbound iy root key Tasimuan

auto-trust-anchor-file: /usr/local/etc/unbound/root-trust-anchor
B e trust-anchor suusa Tassmuam trust-anchor:

trust-anchor: ". IN DS 19036 8 2
49A AC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32 F24E8FB5“
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naaesldaun validator

B nageumsleauanenids dig
m Dig version > 9.9.0 viims set AD bit mld (aulwsinans Validate)
m Dig version < 9.9.0 141 DNSSEC Tasnisld option +dnssec w3e +ad

dig @validator’s_ip thnic.co.th +dnssec

; <<>> DiG 9.9.0 <<>> @xx.xx.xx.xx thnic.co.th +dnssec
; (1 server found)

;; global options: +cmd

;» Got answer:
;; ->>HEADER<<- opcode: QUERY, status:”!aaaab id: 61994
;; flags: qr rd ra QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3
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Validator 1u Browser (Plugin 1as .CZ NIC)

B qunsodemallsunsuaSuasly Browser iieviinisasisaey DNSSEC
m dmiu Debug wio'3ite W1 Fasvmreuq Taod1amminiy
B GasnvihumhduditannTdsunsuasy vie wihiamilUsunsmaSuves Browser fideams
m Internet Explorer

m http://www.dnssec-validator.cz/ie/

m Google Chrome

m  https://labs.nic.cz/page/990/ dnssec-validator-extension-for-google-chrome/

m Mozilla Firefox
m http:/ /www.dnssec-validator.cz/ (

2 THNIC Co. Ltd : Begin Yo x

= lhttpsrfjwwwthnlccoth

[=[@] = |

[ https://www.dnssec-faile: = \ i
‘ €& - C [] hitps//www.dnssec-failed.org iy B E‘
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TJonsse g msunses validator

m Tisunsu Resolver assesiuy RFC 5011 auto update Trust anchor

B asasnaeu Trust anchor neusuldaulunsdifadues arsasieaey Trust anchor Sluszezg

X ;:' M [ | [ | Y] 9 3 1
B Tuyuuesveslisunsy yen validate Tiru vg ligsnumsaumde liny
m 51 DNSSEC fidymaretymmamatianieateanuaslazsi i ldau Domain 1ig

. 3 A
B ddldanueedyringanuiuiives Domain Tassange

q

m  [ISC BIND 'higwnsadentlamsldau DNSSEC idlusw Domain 18

m  Unbound awsadenilanmsldain DNSSEC dmsuue Domain afidy 8

m  Unbound #i option Tiden return wadnsudez Validate lirwldde *(141ums debug DNSSEC sindu)
m  Google public-dns @usa validate 1 client szyidesnsTv validate doya

m 1o ddiedess plug-in Tubrowser fivhns validate DNSSEC

B awisaldou web 1duf validate T (liaulsnnulaease)

B nmisldnumug luwdeususznane DNS fu DNSSEC validator

m ljou nameserver 2 ¢ client w1d5umaeunniasesiilild validate DNSSEC (lilsfaeuniaoasis)
*1y Windows 7, server 2008 R2 aunsaimua NRPT wietissuliiing validate dwiu Domain #idesnss
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M 518049 sign zone

1]
[ Y=

1 . <2 ] <3
NS WebS].te LTJumiwgﬁﬂﬂ@ﬂlﬂ“ﬂﬁTﬂTﬂl@ﬂ@ﬁﬁﬂi

D-

o

ieilesmimignii Redirect witviu, email, VoIP uag duq

D-

eilosriudlFanunnedes TilianilumtegnuTueveyaduyana
a3 uasanasmsanulasansdu Iagly DNSSEC

m nu SSH fingerprint ves server

m o SSL certificate ¢

Website nifeoarugsnssumiamstuaieg
B nhesnuifingrineniuauiiay

. f .y Y
| uiﬂ“]J"lfJﬂ"lﬂﬁiﬁﬂLﬁﬁjJalﬁ}iJﬂ"lﬁ Slgn zone "U’ENW“LJ’JEJ\‘]"I‘L!’E"IGBﬂ"Iﬁﬂuil"IﬂﬁM

A o Y o 1 1 a
L‘W’O‘LH“H‘LH/ MATY QUUINNNTIND
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A3 113 Sign zone

m Open source software
m OpenDNSSEC
DNSSEC-TOOLS
BIND 9.x
PowerDNSSEC
ZoneKeyTool

m Commercial solution/software
m Secure64 DNS signer http:/ /www.secure64.com
m Xelerance DNS-X signer http:/ /www.xelerance.om

m [PAM vendors
m Men & Mice, Infoblox, BlueCat networks
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ms DNSSEC zone signing

B Taoind lundas zone fidosnsin DNSSEC imidesld Key 2 4

1. Key Signing Key
B 15lunsaduaesudimiyt DNSKEY

m il Key fo13141un1sa31: Chain of trust
m iluKey @ fuSecure Entry Point (SEP) wes Zone

2. Zone Signing Key

<3 o o 1
B Iflunmsadnaasudimsudeyanieglu Zone

m Algorithm Aneudmsnldanluvasziae RSASHA256
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wnsain key dre BIND

B edunmsaie key Fromda dnssec-keygen dmsuzone “example.co.th”
m a3 Key-Signing-Key (KSK) -f KSK (fwua SEP flag it 1)

dnssec-keygen -K /var/named/dnssec-keys -a RSASHA256 -b(2048 -f KSK ) example.co.th
Generating key pair........c.cocceveueeeee. FHt s +++
Kexample.co.th.+008+07186

m aduwZone-Signing-Key (ZSK)

dnssec-keygen -K /var/named/dnssec-keys -a RSASHA256 -b example.co.th

Generating key pair......... ++++++ ++++++
Kexample.co.th.+008+45399

m Key fignadnzgnifin1§i directory #isey1ilu option -K
/var/named/dnssec-keys



-
M © r iC 4 nauﬁﬂuumsaulnmﬂfa‘uw‘lnﬂ
' —.—'_'n'c THAi' NI:TWORK INFORMATION CENTER FOUNDATION

513 sign zone aw BIND

Qd

B Sign zone aisauies
m s Sign zone drsaues dgua Zone wxdonimistams key ioq
m include %3e1d DNSKEY records figosms1dnudilily zone
m Validator $uiludesls DNSKEY lums validate doya

B isign zone dedias dnssec-signzone

dnssec-signzone -K /var/named/dnssec-keys -o example.co.th db.example.co.th

m  Zone iignsign udizeglu file .signed (db.example.co.th.signed)

B Aamsldau DNSSEC Tasud'ly named.conf

m fiua dnssec-enable yes;  ludau ves options

m devhmsreload zone/config wduihms sign zone/ud'ly config Aewuiduldan
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Qd

F013 Slgn ZOoNe uuuos luia

m 1&Tnsiuanuansalums sign zone wusalwiaiuly BIND 9.7.0
m 9.9.0 siymshalun inline-signing

m i option Tu named.conf Wszymsiau auto-dnssec Idassgiluny
[ Lﬁ'ﬁ]ﬁ?ﬁuﬂf’h autO-dIlSSQC Lﬂu aHOW Lﬁ?ﬂgﬁn\lﬁlﬁﬂﬁTQTuﬁb\? Slgn zone Llﬂﬂﬁ\iéjﬁiuﬁaqﬁj

rndc sign <zone>

B lulvua maintain ldsunsy nameserver ay sign zone »alwialasminitadoy Mmetadata
fioglu keys veausiaz Zone

adn key uuuszyiunamsldnuves key
wihmsasvaeumanfasunilases key nnq 60 i

amanudldds option dnssec-loadkeys-interval

’Gﬁiﬂiﬂﬁ%\‘i ]_‘ndC loadkeys Lﬁ@ﬁ']ﬂ']i@i’mﬁ@ﬂll@%}ﬁJUﬁ

rndc loadkeys <zone>
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Bnsaaes auto-dnssec 1lu named.conf

m nisldon auto-dnssec dewtlaldnn dynamic update
m allow-update w3e update-policy
*inline-signing hisuiludeatlaldnu dynamic update
m fmua Directory nifiv key
m key-directory "/var/named/dnssec-keys'";
zone “example.co.th” {
type master;
file “db.example.co.th”;
update-policy local;

key-directory “/var/named/dnssec-keys”;
auto-dnssec maintain;

¥

m Guldon dens start server wie rndc reconfig
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miqua secured zone

m doyaluszun DNS @uhidesmsmsquanin Admin

m DNSSEC lamwualddoya RRSIG finaminaeig

B siansomvuaiunuaeigues RRSIG ldies
B szoznams lauves RRSIG eglugie 1 eniiad 693 idou
m RRSIG finuaereas lismsaldamld  (hiawnsa validate foya’ld)
m Domain Bienwlfauls rimsdaldau DNSSEC 137 recursive DNS server
waz / wieMiates client
B quavzdesnesiims Re-sign zone uszoz udinelilannmsudlvdeyalu zone™
B nii BIND szstanainisldnuves RRSIG egit 30 $u Taeiinadounda 1 wu nounts sign
m lumsvhau Sigh zone wuudaluda BIND agvhms re-sigh zone rouiuviuaeigass

(iifod 3/ vos01gm3 1Fauves RRSIG  wie nounuaeg 7.5 Tulagind)
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wsostiodmsuasrvaey DNSSEC wunaniih Web

B aasndeu secured zone a1 network meuenssdng

m Signed zone check
m http://dnsviz.net
m  http://dnssec-debugger.verisignlabs.com

m Validator check

m  http://www.dnssec-failed.org

m http://dnssec.vs.uni-due.de

m http:/ /test.dnssec-or-not.com

m http://dnssectest.sidn.nl/test.php

m DNS (Nameservers & Zone) check
m http://dnscheck.iis.se

m Network Check
m  http:/ /netalyzr.icsi.berkeley.edu/index.html
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m3qua secured zone wazmsuduiou

http:/ /dns.comcast.net/index.php/categories/listings / dnssec-news

This site provides you with the Comcast DMNS server status, I[P addresses, and troubleshooting tools. As part of our ongoing
efforts to protect our customers and provide great security features, DNSSEC validation is now included as part of Comcast
Constant Guard™ from Xfinity.

DNSSEC News

Subscribe to feed 80 posts in this category

coffeecupmonument.com Failing DNSSEC Validation

Posted by Comcast on March 11, 2013 in DHSSEC Hews

The domain coffeecupmonument.com is currently failing DNSSEC validation. This is because there are published DS
records, but no corresponding DMSKEY records. The domain owners have been contacted and made aware of the
issue. The OMSViz report of this failure can be found at http://dnsviz_net/d/coffeecupmonument com/UT3d0Q/dnssec/.

Tags: DNSSEC

uspto.gov Failing DNSSEC Validation

Posted by Comcast on March 01, 2013 in DHSSEC News

The domain uspto.gov is currently failing DNSSEC validation. This is because the RRSIGs covering the domain have
expired. The domain owners have been contacted and made aware of the issue. The DNSViz report of this failure can be
found at http://dnswiz_net/dfuspto gow/UTEOsQ/dnssect.

Tags: DMNSSEC
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miqua secured zone uazmsududou

nsopw.gov Failing DNSSEC Validation

Posted by Comcast on February 14, 2013 in DNSSEC News

The domain nsopw.gov is currently failing DNSSEC validation. This is because the domain was signed by DNSKEY s
that do not correspond to the DS records in parent domain {.gov). The domain owners have been contacted and made
aware of the issue. The DNSViz report of this failure can be found at http://dnsviz_net/d/nsopw.gov/URwigl/dnssec/

Tags: DNSSEC

www.clinicaltrials.gov Failing DNSSEC Validation

Posted by Comcast on February 13, 2013 in DN33EC News

The domain www _clinicaltrials_gov is currently failing DNSSEC validation in some areas. This is because the domain
rolled it's keys and the old ones are still cached. The domain owners contacted us to make us aware of the issue. We
will be flushing the platform and resolution should resume shaortly.

Tags: DNSSEC

www.medlineplus.gov Failing DNSSEC Validation

Posted by Comcast on February 13, 2013 in DNS5EC Hews

The domain www.medlineplus.gov is currently failing DNSSEC validation in some areas. This is because the domain
rolled it's keys and the old ones are still cached. The domain owners contacted us to make us aware of the issue. We
will be flushing the platform and resolution should resume shortly.

Tags: DNSSEC

faa.gov Failing DNSSEC Validation (Fixed)

Posted by Comcast on February 13, 2013 in DN33EC News
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B lumsldau DNSSEC isdequsmssanis key 14
B aouifisaiy
B Sunaildau
m sz public key ne web #3ie 1lu DNS
BT key Ty
- 4 .2 4
B 5m51asu Key Tvunazvruneumsiasu key
B isannves key fvzlasn KSK wie ZSK

B 3o algorithm ves key dewielu
m owiiuly REC 6781
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Component

DNSSEC key
lifecycle

Zone Signing

DNSSEC key
rollover

BIND 9.7.0

DNSSEC-TOOLS
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OpenDNSSEC

Metadata stored in
DNSSEC Keys

zone keyrec file

signconf XML datafile

Smart Sign/ Automatic

zonesigner CLI

ods-signzone CLI

Not fully implemented

rollerd daemon

ods-signerd daemon



N
!T - NicC yausguemsauimanianyiny
’ THAI NETWORK INFORMATION CENTER FOUNDATION

Conclusions

Suiinmslaa DNSSEC 1ngavy waenn root uas top TLD Alaliusms

DNSSEC gnoenuuuldamnsaldsaunuszun DNS @u'la
Infrastructure a dapiusessumsldau DNSSEC

Y v A

snsaisuAnas validator v3e Waldon validation wa3es server #ileg ldvui
B {1%05ms ISP 510 Ing) 1 US isu Comcast 3uldusms DNSSEC wndwadiil 2012

Sunweulums sign zone / 1Wuims sign zone ungndn
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