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BBeneHue

MUHCTPYMEHTbI CETEBOr0 MOHUTOPUHTA
» [10CTYyNHOCTb
»HapeHocCTb

»pon3BoaAnUTENbHOCTb

Cacti MOHUMoOpUM nMpou3soouMmMes1IbHoCMb
U UCnosb308aHUe ycmpolicma.




BBeaoeHue

* [1lporpamma ans otcnexmBaHus,
COXpaHeHus, 1 npe3eHTauun ceTeBon U
cepBepPHON CTAaTUCTUKN

* [locTpoeH Bokpyr RRDTool ¢ akueHTOM Ha
roadonyeckom nHTepence

* [louTn BCeE, 4TO YMeeT Cacti, MOXeT ObITb
HacTpoeHo Yepe3 Web-nHtepapeuc.

« Cacti Bebcaur: RRDtool
http://www.cacti.net/ logging & graphing




BBeaoeHue

Cacti: Vicnonb3yet RRDtool, PHP u
XpaHUT gaHHble B MySQL.
MNopoepxknsaet SNMP n ctpout
roadpukn npm nomown RRDtool.

“Cacti — nonHoueHHbIU uHMepgeuc Kk RRDTool, oH xpaHum ecto
Heobxooumyro UHopmauuro 051 co3ddaHus epagukos 8 base
OaHHbIXx MySQL. umepgbelic cOenaH Ha PHP. [Tomumo nodoepkku
egpagbukos, UCmOYHUKO8 OaHHbIX, U Kpy208bix apxueos, Cacti
ocywecmaerisiem u cbop OaHHbIx. Cywecmayem makxe u
rnodoepxxka SNMP Ornisi mex, Kmo rpuekIK K 2paghukam,
co30asaembiM ripoepammot MRTG.”




RRDtool B o6Lwiem

« KpyroBaga 6asa anga xpaHeHus BPEMEHHbIX PALOOB
* YnpaBndercd ¢ KoMaHOHOW CTPOKU
« Tot e aBTop, 4To 1 MRTG

* bbicTpee n rmbye yem MRTG

« Bkntoyaet nogaepxky CGl n noctpoeHua rpadpumkos, nntoc
API

* Pewaet npobnembl XpaHEHUST U NOKa3a UCTOPUYECKUX
TeHOEHUNN

RRDtool BebcanT: http://oss.oetiker.ch/rrdtool/

RRDtool
logging & graphing




RRDtool — chopmaTt 6a3bl AaHHbIX

Recent data stored once Old data averaged to one
every 5 minutes for the past 2 entry per day for the last 365
hours (1:24) days (288:365)
-—-step RRD
300 File
(5 minute
input step
size) RRA RRA RRA

1:24 6:10 288:365

Medium length data averaged to one
entry per half hour for the last 5 hours
(6:10)




OOLwee onucaHue

1. Cacti — Habop ckpunToB Ha PHP.

2. KniroueBown ckpunt - “poller.php”, OH N0 ymonyaHuto
BbIMOJSTHAETCA Kaable 5 MuUHYT. Haxogutca B /usr/share/

cacti/site.

3. Ona pabotsbl, poller.php gomkeH 6bITb ykasaH B /etc/
cron.d/cacti:

MAILTO=root

*/5 * * * * ywyw-data php /usr/share/cacti/site/poller.php >/dev/null 2>/var/log/cacti/poller-error.log

4. Cacti ucnonbsyetr RRDtool ans cosganua rpadumkos ans
KaXkgoro yCTPOWMCTBa 1 Ansi XpaHeHUa cobnpaemMbix
OaHHbIX 06 ycTpoucTBe. Bce aTo KOHTponupyetca web-
nHtepdencom Cacti.

5. RRD-dannbl HaxogaTcsa B /var/lib/cacti/rra, ecnu cacti
YCTaHOBJIEH U3 NaKeToB.




[lpenmyLlecTBa

Bbl MOXeTe uamepaTb AOCTYNHOCTb, Harpy3Kky,
OLWNOKN, U T.4., C COXPaHEHUEM UCTOPUMN.

— MOXET oTobpakaTb MHTEPMdENCHI POYTEPOB 1 MapLLPYTU3aTOPOB, U
nx Tpaduk, BKNOYas oLINOKN.

— MOXET N3MepPATb pas3mep Aucka, Harpysky npoueccopa (ceTeBoro
obopyanoBaHusi n cepBepoB) U MHoroe apyroe. OH MOXeET
pearMpoBaTb Ha onpeaerieHHbIe npeaesribHbIE YCIOBUA U
OTNPaBMATb COOOLWEHNA O HUX.

'padumku

— MN03BOoJT1deT NCMNoJ1ib30BaTb BCe BO3IMOXHOCTHU rrdgraph anAa 3agaHnd
rpadonkoB N aBTOMaTM3aLnM UX NokKasa.

— MO3BOMNSAET OpraHM3oBbIiBaTb NHPOPMALIUIO B UepPaAPXNYECKYIO
OPEBOBUOHYIO CTPYKTYPY.

NUCTOYHUKUN OAHHbIX

— TMO3BOSET UCMNONb30BaTb BCE BO3MOXHOCTWU rrdcreate u rrdupdate,
BKIHOYasa onpeneneHnsa HeCKONbKMX UCTOYHUKOB MHpopMaumn ans
kKaxkxgoro RRD-gpavna.




[lpenMyLlecTBa, NpoaoskKeHUe

COop AaHHbIX

— MNoppepxuBaetr SNMP, Bkrntovasa ncnornb3oBaHne php-snmp nnu net-
snmp

— WcTovHuKM gaHHbIX MoryT obHoBnATbCS Yepe3 SNMP vnu nytem
CcO34aHus CKPUNTOB A5 nonyveHna TpebyemMblX JaHHbIX.

— OnumoHanbHbIN KOMMOHEHT, cactid, peannsyet paboty ¢ SNMP n3 C
C MHOro3agaJYHocTbio. BaxxHo Ans o4deHb 60nbLUMX MHCTANNALUNA.
LLIaOGnoHbI

— MoxHo co3gaBaTh WabnoHbl ANg NOBTOPHOIO UCMONb30BaHUS
onpeaeneHuns rpadMkoB N UICTOYHUKOB JaHHBbIX.

Apxutektypa nnaruHoB Cacti

— Pacuwunpsiet BoamoxkHocTtu Cacti. [locTynHO MHOro pasHbIX nyiarMHoB.
BxoouT B komnnekt Cacti B Ubuntu Bepcumn 12 v Bbille.

YnpaBneHue nonb3oBaTensaMmu

— MoxHo ynpaBnaTb nonb3oBarenamMmu nokanbHo nnu Yepes LDAP.

[locTynHO TOHKOE ynpaBreHne ypoBHSMI JOCTyNa Ans
nonb3oBaTernen 1 rpynn nonb3oBaTenemn.



Hepoctatku

« HacTtpouka nHtepgemncoB Yyepes web-nHtepgeunc
YyTOMUTESIbHA — BMECTO 3TOro NoJib3yNTECH

NnocrtaBid€MbIMU CKPUMNTAaMWN.

« QOOHOBNEHME MOXeT ObiTb cnoXHbiM ecnn Cacti
YCTaHOBI1EH U3 UCXOOHUNKOB.

CoBer:

[1na noCTOAHHOro Ucnosnb3oBaHMsa NMBo Ana 6onNbLNX
MHCTanNMAUMKn, Bbl CKOpee Bcero dyaeTe nonb30BaTbCS
CKpunTamu U Apyrmmn MHCTpyMeHTamMm ans
aBTOMaTusauum Hactpoukn Cacti.




[JobGaBrneHue yCTPOUCTB N UX
MOHUTOPUHTI

YACTDb |l

[lepepn yctaHoBkon Cacti Mbl NOKaXeM, Kak
ncnonb3oBaTtb web-nHTepdenc anga
nobaBreHnst 1 MOHUTOPUHIa YCTPOUCTB. ..




HobaBneHue ycTpoUcTBa

Management -> Devices -> Add
3agante atpmbyTbl YCTPOUCTBA

— Mbl go6aBuM 3anucb AnA HaLLero Lw3a,
gw.ws.nsrc.org*

*PearnbHoe ums ycmpoticmea Moxxem bbimb Opy2um.



HobaBneHue ycTponcTaa: 2

Devices [edit: Gateway Router]

General Host Options

Description
Give this host a meaningful description.

Hostname
Fully qualified hostname or IP address for this device.

Cateway Router

gw.ws.nsrc.org

Host Template
Choose what type of host, host template this is. The host template will govern | Cisco Router @
what kinds of data should be gathered from this type of host.

Disable Host
Check this box to disable all checks for this host.

[T] pisable Host

y: bility /R hability Options
Downed Device Detection - . Menu changes after
The method Cacti will use to determine if a host is available for polling. Ping and SNMP B ‘_
NOTE: It Is recommended that, at 3 minimum, SNMP always be selected. you §eletc’t ISN l\'ﬂ P
Ping Method version beiow!

The type of ping packet to sent. [ upp Ping B‘

NOTE: ICMP on Linux/UNIX requires root privileges.

Ping Port

TCP or UDP port to attempt connection. 23

Ping Timeout Value
The timeout value to use for host ICMP and UDP pinging. This host SNMP 400
timeout value applies for SNMP pings.

Ping Retry Count

After an Initial failure, the number of ping retries Cacti will attempt before 1

falling.

SNMP Options

Earets (version2 %]
Choose the SNMP version for this device.

SNMP Community -
SNMP read community for this device. NetManage
SNMP Port 161

Enter the UDP port number to use for SNMP (default is 161).

SNMP Timeout

The maximum number of milliseconds Cacti will wait for an SNMP response 500

(does not work with php-snmp support).

Maximum OID's Per Get Request
Specified the number of OID's that can be obtained in a single SNMP Get 10
reguest.

Additional Options

Notes
Enter notes to this host.

cancel | create )




HobaBneHue ycTpouctBa: 3

« LllabnoH maluunHbl: pekoMmeHaoBaHbl cepBepbl ¢ ucd/net SNMP ons
BKITIOYEHMSA onpeaeneHnin AUCKOB.

* Bblibepute SNMP Bepcun 2 ana atoro cemuHapa.

« [nsa “Downed Device Detection” (“obHapyxeHne HepaboTatoLwmnx
YCTPOWMCTB”) Mbl pekoMeHayem ucnonb3oBatb Ping u SNMP, nnu
npocTto Ping.

« Beegute “NetManage” ona “SNMP Community”.
LOoctyn Kk SNMP — npobnema 6e3onacHOCTH:
- Bepcusa 2 He windgpyetcs
- He npumeHsanTe oTkpbITbIM ANs BCex napornb “public”
- CneownTte 3a TeM, KTO MIMEET OCTYN K NaposidM Ha YTeHne/3anuco.

— 3aMeHUTe “XXXXXXX" Ha Ball NOKasibHbIN Naposb “TOSIbKO AN YTEHUS”




HobaBneHue ycTtpoucrea: 4

Ha poyTepax, Bbl yBUOAUTE MHO20 CETEBbIX

NHTEpEeNcoB, ObHaAPYKEHHbIX Yepes
SNMP.

Associated Data Queries

Data Query Name

1) Karlnet - Wireless Bridge Statistics (Verbose Query) Uptime Goes Backwards Success [0 Items. 0 Rows] OX

2) SNMP - Interface Statistics (Verbose Query) Uptime Goes Backwards Success [59 Items, 7 Rows] OX

Add Data Query: | Netware - Get Available Volumes ﬂ Re-Index Method: | Uptime Goes Backwards | 3]
| cancel ] | save ]

Bbl JOMKHbI peWNTb, AenaTtb N1 rpaukn
anst HUX ansa scex unm Het. ObbIYHO, OTBET
oyoet "[1a” - noyemy?



Co3paHue rpacdpumkoB

7

* Bbibepute “Create graphs for this host

B Graph Templates, kak npasuno,
OTMETbTE (PNa)oK BBEPXY, KOTOPbIU
BbIOMpPaEeT ece AOCTYMNHblIE rpaduKM.

e Haxxmunte Create.

* Bbl MOXeTe NOMEHATL LBETA MO
YMO4YaHUo, HO ApYyrne 3Ha4yeHms no
YMON4YaHutio 06bI4HO paboTatoT
0OCTaToO4YHO XOPOLLUO.




Co3paHue rpacdumnkoB: 2

Save Successful.

Gateway Router (gw.ws.nsrc.org)

SNMP Information e _ *Create Graphs for this Host
System:Cisco IOS Software, 1841 Software (Cl841-ADVIPSERVICESK9-M), Version i .
www.cisco.com/techsupport Copyright (c) 1986-2006 by Cisco Systems, *Data Saouvirra lict

Inc. Compiled Tue 28-Feb-06 21:03 by alnguyen N

Uptime: 24881862 (2 days, 21 hours, 6 minutes) *Graph List

Hostname: sanogli-2.learn.ac.lk

Location:

Contact:

Ping Results
UDP Ping Success (1.19 ms)

Devices [edit: Gateway Router]

General Host Options

Description
Give this host a meaningful description.

Gateway Router

e W.WS.NSrc.or

Fully qualified hostname or IP address for this device. gw.ws. -org

Host Template

Choose what type of host, host template this is. The host template will govern [ Cisco Router @

what kinds of data should be gathered from this type of host.




Co3pnaHue rpacdukoB: 3

Gateway Router (gw.ws.nsrc.org)

*Edit this Host
*Create New Host

“r

Host: Cateway Router (gw.ws.nsrc.org) ﬂ Graph Types: | All

Graph Templates

Graph Template Name
Create: Cisco - CPU Usage @

Create: |_(Select a graph type to create) '+)

Data Query [SNMP - Interface Statistics]

Index Status Description Name (IF-MIB) Alias (IF-MIB) &
1 Up FastEthernet0/0 Fa0/0 ethernetCsmacd(6) 100000000 00:24:97:5C:C0:D2 10.10.0.254 @
2 Up FastEthernet0/1 Fa0/1 connection to LEARN VPLS ethernetCsmacd(6) 100000000 00:24:97:5C:C0:D3 192.248.5.1 @
3 Up  Nullo NuO other(1) 4294967295 C4
4 Up Tunnel0 Tuo tunnel(131) 9000 @
5 Up  Tunnell Tul tunnel(131) 9000 v
6 Up FastEthernet0/0.254 Fa0/0.254 I12vlan(135) 100000000 00:24:97:5C:C0:D2 10.10.254.254 @

—

L Select a graph type(ﬁﬁ
—— —

v

Use 64-bit Counters for Gigabit devices cancel l. create |




Co3gaHue rpacdukoB: 4

r B)
— |
console graphs | l. 4 ' I | i

Conscle -> Create New Graphs -> Create Craphs from Dats Query Lopged n ax adwin (Lagout)

_ Create Graph from Linux - Memery Usage’

Neow Graphe

m Create Craph from Unix - Load Average’

Craph Managenert

Cragh Trees Create Graph from Unix - Loggaed i Users’
Dats Sources Craph Itemnc [Tenplats | Unix - LOQQad in Usarns]
Davices Legead Celor

m The colr to use forthe legend. 4663E4 < I

Data Queriey

Create Graph from Unix - Preocesses
Data Input Methady

m Graph teens [Tenplaee | Unis - Processes)

Legend Color =
Graph Templates The colr to use for the legend F51030 % |

Haet Templates

Daty Terpiates Create 1 Graph from "Unix - Get Mousted Partitions”

[npart Templates

cancel | create |

Expart Templates

Sewngs

Systen Utikties

Lier Nanagemnant
Lagous Usar

Bbl yBuanTe 3T0T 9KpaH Aanblue, koraa Bbl byaete co3gaBaTh rpadukm ons
cepBepoB (B OTNMYMe OT poyTepPOB)



[MpocmMoTp rpacdukoB

* [lomecTuTe HOBOE YCTPOUCTBO B
nogxoasiiee MecTo B nepapxmyeckom
oepese.

« KaK NoCcTpouTb nepapxuto — Balle
pewieHne. Bo3MOXHO, UMEET CMbIC/T
BHa4arne HabpocaTb ee Ha bymare.

—Under Management - Graph Trees
BbibepuTe Default Tree nepapxuio (unm
co3ganTte Bally COOCTBEHHYIO).




IepeBo rpacdukoB

BHavane, HaxxmuTte “Add”, ecnu Bbl XOTUTE co3aaTb HOBOE AepeBo:

Default Tree ¥

3aTtem, naute UMA BalleMy aepeBy, BbioepuTe NopAaaoK COPTUPOBKU
(Ham HpaBuTca Natural Sorting), u HaxxmuTe “create”:

Graph Trees [new]

Name
A useful name for this graph tree.

Sorting Type I . . .
Choose how items in this tree will be sorted. ( Numeric Ordering —

NetManage Routers

cancel || create |




IepeBo rpacdukoB

3atem, nobaBbTe YCTPOUCTBA B HOBOE AepeBo:

Save Successful.

Graph Trees [edit: NetManage Routers]

Name
A useful name for this graph tree.

Sorting Type
Choose how items in this tree will be sorted.

NetManage Routers

| Natural Ordering ﬂ

Tree Items @
[++][==]

’No Graph Tree Items

| cancel || save]

Nocne Haxatnsa “Add” Bbl MoXxeTe nobaBuTb “Headers” (paspenurenm),
rpacdoukn, unm yctponctea. Mbl fo6aBumM yCTPOMUCTBO B Halle AepeBo:

Parent Item ,m:}l -

Choose the parent for this header/graph. ~

e (Host )

Choose what type of tree item this Is. =

Host ( s
Choose a host here to add It to the tree. Sy R —— B
Graph Grouping Style La

Choose how graphs are grouped when drawn for this particular host on the tree. ( GraphWemplate q

cancel !I create !




IHepeBo rpadukoB Ansa 2-x
' YCTPOUCTB

—

console graphs

Sraphs -> Tree Mode

& Default Tree Presets: | Last Day %) From: 2011-01-1208:40 [d To: 2011-01-130840 [§ <4 1Day [3]® | refresh || clear |
SESHITEINTE Search: Graphs per Page: | 10 %] Thumbnails: O

[~ NetManage Routers

Showing All Graphs

Logged In as admin (Logout)

Tree: NetManage Routers-> Host: Gateway Router

Gateway Router - CPU Usage Q
@

* Hawe gepeBo cpa3y nocne gobasBneHns nepBbixX ABYX
YCTPOUCTB.
* [loka rpapukn nycTbl — Ha4YanbHble AaHHbIE NOABATCA MUHYT

yepes 5.
* [pacpukn Cacti xpaHATCA Ha aucKke 1 OBHOBNAKOTCA NPU

nomown RRDTool yepes ckpunt poller.php, koTopbin
3anyckaeTcs Kaxable 5 MUHYT (Mo YMOSM4YaHMI0) Yepes cron.




HavanbHble rpadouku

Presets: | Last Day %) From: 2010-07-2102:55 [ To: 2010-07-2202:55 [ [ 1Day [4)® [ refresh || clear |
Search: Graphs per Page: (10 B‘ Thumbnails: [

Showing All Graphs

Tree: AROC Routers-> Host: Gateway Router Group 1

Gateway Router Group 1 - Traffic - Et0/0 2| &
: 51 ©
o | =%
=] 15k
g o| ©
& 10k
8
3 5k
=
© Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12
@ Inbound Current: 14.17k Average: 16.76k Maximum: 1851k
W Outbound Current: 15.13k Average: 17.66k Maximum: 19.37 k
Gateway Router Group 1 - Traffic - Et0/1 2| &
8okt 5| O
T sox N
: 6.0 I
£ 40k 3
(=
2 20k
=
0.0
Wed 06:00 Wed 12:00 Wed 18:00 Thu 00:00
From 2010/07/21 02:55:12 To 2010/07/22 02:55:12
@ Inbound Current: 7.65k Average: 7.85k Maximum: 8.00k
W Outbound Current: 6.78 k Average: 7.01k Maximum: 7.31Kk
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Cneaywowme warnm

« CyulecTBYyeT HECKOMNBLKO NMonynapHbIX nnarnHoB K Cacti, Hanpumep:
- Settings
- thold
- PHP Weathermap

« XopoLlo Ha4aTtb ¢ npocmoTpa http://cactiusers.net/ n noncka
B ryrne.

* Yto0bI oTnpaenatb novty na Cacti B RT (4epes rt-mailgate)
Bbl MOXXETE NCMNONb30BaTh nnarnH “settings”:

http://docs.cacti.net/plugin:settings

« ABTOMaTMyeckoe cosgaHue YCTPOUCTB M rpadonKkoB C
NCrMoNb30BaHUEM CKPUNTOB KOMaAHOHOW CTPOKU B /usr/

share/cacti/cli.

- add devices.php
— add graphs.php

- add tree.php



BbiBOALI

« Cacti oveHb rmbok brarogaps LabdrioHam.

« Korga Bkl nonmete koHuenuuto RRDTool, Bl byaete
NHTYNTUBHO (bonee unm mMeHee) NoHMMaTb, Kak
paboTtaet Cacti.

* Busyanusaummn nepapxumm yCTpouCTB NomoraeT ObICTPOo
OpraH1U30BbIBaTb U HAXO4UTb MECTO AJ1A HOBbIX
YCTPOUCTB.

e OTO HEMNPOCTO - HaXoAUTb YCTPOMCTBA MO HOBOW.

« J[lobaBneHmne B6obLLIOro KofMyecTBa YCTPOMNCTB TpebyeT
aBToMaTtusauumun. Takme nporpammbl Kak Netdot,
Netdisco, IPPlan, TIPP moryT nomouyb, BMecTe C
cobcTBEeHHbIMWU cKpunTamm, obHosnsawnmm MySQL
6a3y gaHHbIX Cacti Hanpamyio.




Ccbinku

« Cacti Bebcaur:
http://www.cacti.net/

» [lokymeHTaumnsa o nnarmHax
http://docs.cacti.net/plugins

« ®opymbl No Cacti:
http://forums.cacti.net/

« Cacti Users — Cant gnsg nnarnmHoB
http://cactiusers.org/




YACTD Il

YctaHoBKa n Hactpouka Cacti

JlabopaTopHble paboThl




