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Y10 rpo3nt DNS?

* ABapusa cepBepa

 B3nom cepBepa

« ATtakm Tuna “otkas ot obcnyxmnsaHus” (DoS)
* ATaku c ycuneHumem

« OTpaBrneHue Kalla

* ATaku, HanpaBlieHHble Ha KOHKPETHbLIN CepBep,
ncrnonb3yrune NHPopmMaLmio 0 30He

N gopyrue

— http://www.dnssec.net/dns-threats
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ATakm DoS

* [leperpyska uerneson MallnHbI 3anpocamm
"CHapYyXKn”, TaK YTO OHa He MOXeT obpabaTtbiBaTb
HOpMarbHblE 3arnpochl

« Korpa Bawu cepBepbl DNS noaBepratotcsa atake
TMNa "0TKa3 OoT 0bCnyXXnBaHuUs":

— Baluun KnneHTbl He MOryT nosfy4yartb MHOPMaLMIO
O ApYyrux AoMeHax

— OcTanbHOM MHTEPHET HE MOXET nony4artb
MHdopMAaLMIO O BalLMX AOMEHaX

— TOor npumepHoO Takoun, Kak ecnu Obl Bbl HE DbINK

oF yeHbl K IHTepHeT e o oy
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ATaKun c ycuneHumem

* TakXe U3BECTHbI Kak "oTpa)katoLlme atakm”

* Cepepbl DNS ncnonb3yotca kak MUHCTPYMEHTD
aTaKku
— [locbinaloT OTBETHLI HA 3anNpPoCkl, ICXOAHble aapeca
KOTOPbIX ObINK cdranbcupuumMpoBaHbl
 MawwnHa, KoTopoWu NPUHAONEXUT
cdhanbcudunumpoBaHHbIN agpec, ABMNSETCH
XepTBOU

O
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Burma hit by massive net attack ahead of
election

An ongoing computer attack has knocked
Burma off the internet, just days ahead of its . Myanmar DDoS Attack
first election in 20 years. B A

The attack started in late October but has grown
in the last few days to overwhelm the nation's
link to the net, said security firm Arbor Networks.

Reports from Burma say the disruption is

ongoing. ' i N ; ‘
Huge amounts of traffic easily overwhelmed Burma's

The attack, which is believed to have started on " t© the net

25 October, comes ahead of closely-watched
national elections on 7 November. Related stories

International observers and foreign journalists are not being allowed into

Burma election: Q&A
the country to cover the polls.

Spanish police smash

It will raise suspicions that Burma's military authorities could be trying to huge botnet
restrict the flow of information over the election period. Cyber wars in Iran

Thea wmillimem cnamavala aniibtlhhn cnalla wulll amels a bvmnaitinm ba daveannenbin
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ATaKun c ycuneHumem

The Attc

(™) Y Y — Tveanas ==l

ATACKER

Send Queries SPOOFED
from Victim

Break In!

Publish BIG TXT Record

Query Once, Then Cache

Innocent
DNS Server

Army of 30,000 to 500,000 open
recursive DNS Servers

Victim Receives Large
DNS Answers

WcTouHuk: http://www.nanog.org/meetings/nanog37/presentations/frank-scalzo.pdf
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ATaKun c ycuneHumem

* OT HUX TSKEno 3dWLNTUTDb nonb3oBaTenen
— HeB0O3MOXHO ounbTpoBaTh ThicaA4M cepBepos no IP

— MoXXHO nepemecTuUTb cepBuUC Ha gpyrou IP, u nonpocuTb
npoBavgepa brnokmpoBaTb Tpadpuk K ctapomy IP

* N3berante npmHMmMaTb y4acTue B atake
— dunerpoBaHue Bxoaa/sbixoda (IETF BCP 38)

— OrpaHn4eHne AocTyna K pekypcuBHbIM cepBepam

« OpHako, aBTOPUTETHbLIE CepBepa MOryT NPOAOIMKaTb ObITb
MCMONb30BaHHbLIMW B aTakax

 Yto Ham HE cneayet genatb
— OrpaHnymeath pasmep naketoB DNS (310 nomaet
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OTpaBreHune KaLla

* ATakyrowmnmn obmMaHbIBaeT KILLINPYIOLLMN
cepBep, TaK YTO TOT 3aNOMUHAET
HenpaBubHbIW anbLWNBLIN OTBET

—www.mybank.com -> 1.2.3.4

« 1.2.3.4 — web-cepBep aTakytoLlero,
MacKupyrowmnuca rnoa sail 6aHk!

— OpgHa ycnellHas ataka 3aTparmBaeTr MHOIMX
(ecnn He BceX) rnosib3oBaTenemn
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Hardware Software Music & Media Networks Security Public Sector Business Science Od

Crime Malware Enterprise Security Spam ID

Run the Crucial™ System |
Scanner to find out what type
of memory you have installed.

crucial

The Memory Experts™

TECH TIPS

l=] Print Retweet [ Facebook Alert
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Cache-poisoning attack snares top Brazilian bank
Google Adsense spoofed

By Dan Goodin in San Francisco * Get more from this author
Posted in Crime, 22nd April 2009 00:32 GMT

Free whitepaper — The 10 myths of safe web browsing

One of Brazil's biggest banks has suffered an attack that redirected its customers to
fraudulent websites that attempted to steal passwords and install malware, according to an
unconfirmed report.

According to this Google translation of an article penned in Portuguese, the redirection of
Bradesco was the result of what's known as a cache poisoning attack on Brazilian internet
service provider NET Virtua.
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OTpaBrneHue Kawa
ﬁi

Master DNS Server

Query:
www.mybank.com?

Source: s.5.8.5:X
www.mybank.com=1.2.3.4 Destination: d.d.d.d:y

ID: 123456
?‘@ —

Open Resolver

www.mybank q’?
<

Attacker

Reply:
www.mybank.com=1.2.3.4
Source: d.d.d.d:y
Destination: s.s.s.s:x
ID: 123456
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IANA — Cross-Pollination Scan

T

4)r)- (@) (<) (A) (@ Thup:/ recursive.iana.org/

Most Visited ~  Netflix Everywhere: ...

1@' IANA — Cross-Pollination Scan H - l

1%

£

[///(//4

Internet Assigned Numbers Authority

Cross-Pollination Check

The discovery of a highly-effective cache poisoning attack that can affect name servers providing recursive name service has made it
important that such servers be patched to mitigate against the problem. Furthermore, the risk of cache poisoning for servers that share
recursive and authoritative functions can cross-pollinate the authoritative function with incorrect data. This tool is designed to assess the
authorities for a given domain and determine whether they provide vulnerable recursive service.

Provide a domain name to analyse uoregon.edu

Safe.

The servers tested for UOREGON.EDU appear not to be vulnerable to cache poisoning

Note that not all authoritative name servers could be reached, so there may be additional issues that were not

discovered.

Name server

ARIZONA.EDU

BIGDOG.LSU.EDU

DNS.CS.UOREGON.EDU

PHLOEM.UOREGON.EDU

RUMINANT.UOREGON.EDU

SNS-PB.ISC.ORG

UNIVERSITY OF OREGON

IP Address
128.196.128.233
192.16.176.1
2620:0:da0:f000::1
128.223.6.9
2001:468:d01:6::80df:609
128.223.32.35
2001:468:d01:20::80df:2023
128.223.60.22
2001:468:d01:3c::80df:3¢16
192.5.4.1

2001:500:2e::1

Submit Query

Domains Numbers Protocols  About IANA

Results
Not recursive
Not recursive

/2\ Could not scan
Not recursive

Not recursive

Not recursive
Not recursive
Not recursive
Not recursive
Not recursive

Not recursive
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OnacHOCTU cKkavymMBaHUA 30HbI

« CkadumBaHue 30HbI ObINO NpuaymMaHo Ans
pacnpocTpaHeHUs 30Hbl MeXay aBTOPUTETHbLIMMU
cepBepamu

« CKkaymBaHuga OOBOSIbHO AOPOrK B CMbICE
noTpebnaemMbsix pecypcoB
— MoryT 6bITb UCMOsb30BaHbI B atakax DoS

* Ecnny B3anomMuwimnka ectb BCSA Balla 30Ha
LlENIMKOM, 3TO CUJTbHO YNpOLLaEeT ero paborTy:

— EmMy He Hapo ckaHmpoBaTh Bally CETb
— OH nyywe NoHNMaeT CTPYKTYPY Ballen CETU
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ABTOPUTETHbLIN N PEKYPCUBHBIN

PYyHKUA UHdopmauuma LleneBasa aygutopus
ABTOPUTETHbLIN Bawun gomeHbl NHTepHeT
PeKkypCuBHbI Bce npoyne nomeHsbl Bawuu nonb3oBarenu

UNIVERSITY OF OREGON
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PasgeneHue Tpyaa

« du3nyeckoe pasgeneHne aBTOPUTETHLIX U
PEKYPCUBHbIX CEPBEPOB AAET BaM:

— bonee npocToe ynpasneHue

* [lpmeHanTe orpaHnYeHns, ans 4ero u Kem MoryT
MCNOSNb30BaTbCS pa3Hble cepBepa

— bonee npocTyo oTnaaky

« PaccmoTpute cutyaumio, B KOTOPOW BaLll KITUEHT,
30HY KOTOPOro Bbl 0OCNyXMBaeTe, MEHAET
npoBangepa 30Hbl 1 HEe TOBOPUT BaM 00 3TOM
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ABTOPUTETHbIN — OMLUN

options {
version "9999.9.9”
allow-transfer { peers; };
blackhole { attackers; };
recursion no;
allow-query { any; };

OOOOOOOOOOOOOOOOOO

BIND




ABTOPUTETHbLIN — PUNbTPLI P

* TyT 0Cc000 He4vero punsTPoBaTh

— [MNopTbl udp/53 n tcp/53 gormKHbI ObITh
OTKPbITbI 41151 BCEro Mupa.

* [1pOCTO HE TOHANTE HUKAKUX OPYruxX
CEepBUCOB Ha 3TOW MaLUUHE
— Hwn web-cepBepa, HM NOYTOBOro CEPBEP, U T.A4.
— CpenanTe ero no Hactodauwemy rnpocTbiM
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ABTOPUTETHbIN - pacnonoXxeHne

 Pacnonarante Balln cepBepa
TOMNONorn4eckn n reorpadonyecku
Pa3HECEeHHbIMIA
— IloroBopuTtecb ¢ gpyrmm onepaTtopom, nUnu

— EcTb kOMNaHuM, npeanararoLLme BTOPUYHbIN
cCepBUC

— NonpocuTte nogaepxky anycasta, DNSSEC un
|IPvO!

— Cmotpute RFC 2182
O ‘ OOOOOOOOOOOOOOOOOO ﬁ‘gr&kﬁgp R:cﬂj




PekypcuBHbIN — onunn BIND

options {
version "9999.9.9%;
recursive-clients 5000;
allow-transfer { none; };
blackhole { attackers; };
allow-recursion { customers; };
allow-query { customers; };
dnssec-enable yes;
dnssec-validation yes;




PekypcuBHbIN — punbTpsbl IP

o udp/53 n tcp/53 OTKPLITLI TONLKO ANA
KITMEHTOB

— brioknpynTe naketbl cpasy no nofyvYyeHuun, He
gonyckante nx go gemoHa DNS

— He 3abyabte donnstpoBaTh U IPV6, ecnu oH
HaCTPOEH

— MoxeT ObITb MPOCTO caenaHo, NCMNOSb3y4
— iptables Ha Linux
— ipfw Ha FreeBSD
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Banngauna DNSSEC

 KopHeBas 30Ha Tenepb noanuncaHa!

* EAVMHCTBEHHbLIW NMpaBuIibHbIN CNOCO6
n3dexaTb OTpaBfeHUs Kalla

« DNSSEC Hayan ucnonb3oBaTbCs
YHUBEPCUTETAMU U UCCIiea0oBaTENbCKUMMU

opraHusaunammn, KpynHble npoBanaepobl
TOXe CcTann NpucoegmHATLCA:

— http://www.dnssec.comcast.net/
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NCTOYHUK;
dnsviz.net

UNIVERSITY OF OREGON

DNSKEY
alg=5, id=19297

DNSKEY
alg=5, id=64263

DLV
digest algs=1,2

div.isc.org

(2010-11-09 18:49:25 YTC)

DNSKEY
alg=8, id=19036

DNSKEY
alg=8, id=40288

DS
digest algs=1,2

2010-11-09 18:36:55 UTC)

DNSKEY
alg=7, id=57970

DS
digest algs=1,2

gov
(2010-11-09

8:32:14 UTC)

DNSKEY
alg=7, id=26079

/

DNSKEY  ~~
« alg=7,id=23239 !

- o

DNSKEY
alg=7, id=46830

DNSKEY .~ DNSKEY

N
alg=7, id=3789 ‘o

alg=7, id=4044 !
L

www.nsf.gov/A

nsf.gov
(2010-11-09 17:35:51 UTC)

-

\
~
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DNSKEY  ~+
alg=7, id=6541 . 4
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Banngauna DNSSEC

options {
dnssec-enable yes;
dnssec-validation yes;

}

managed-keys {

"." initial-key 257 3 8 "AWEAAagAIKIVZrpC6la7gEzahOR

+9W29euxhJhVVLO QbSEWO0O8¢g cCJIEFVQUTf6v58fLJdeOYIOEerchBGCzh/
RStloO8gONfnfL2MTJRkxoXbfDaUeVPQuYEhg37NZWAJQ9VnMVDxP/
VHL496M/QZxkijf5/
Efucp2gaDX6RS6CXpoY68LsvPVjR0ZSwzz1apAzvN9dIzEheX7ICJBBtuA6G3LQ
pzW5h A2thTMJJPJ8quF6ds DoBnguIOsGIcGOYI?OdeXfZ57reISQageu
+ipAdTTJ25AsRTAoub8ONGcLmqrAmRLKBP1dfwhYB4N7knNnulgQxA
;Uk1ihzo=";

’ Networ rk Startup Resource Ce,”
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DNSSEC: cnegctBus,
OTHOCSLLMECH K pa3Mepy NakeToB

« OTBETbI NErko npesBbIWakT cTapbin MakcumMym (512
b6ant no UDP)

« [lBa pelwieHus:

— Wcnonb3oBaHne EDNSO: knueHT gaet 3HaTb, YTO OH
nogaepxuBaet UDP nakeTbl bonbLuero pasmepa

— WNcnonb3osaHue TCP

* B obounx cnyyasix, ybegmntecb 4TO BCE 3BEHbLSA NYTU
mexay knmeHtamu n DNS-cepBepamin aTo

noAaepXXnBatoT

— ObpaTtute BHMMaHMe Ha KOHdurypauuo dpaHamayapos
(banepBonos)
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OTKa3oyCcTON4YMBOCTb A
KINMNEHTOB

* KnneHTbl aBTOPUTEHLIX CEPBEPOB (apyrue
PEKYPCUBHbIE CepBepa)

— XOpOoLUO NepeknoyalTcs Mexay cepsepamu
NCNONb3ys HECKONbKO 3anuncen NS

* KnneHTbl pekypCcunBHbLIX cepBepoB (CUCTEMBI
paspeLlueHns NMeH)

— [Mnoxo nepekntoYalTCa MEXay cepBepamMmu

— [lonb3oBartenu cpasy X*anylTcS
— CepBuchl nepecrtatoT pabotaTb U3-3a TanMmayToB
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Anycast

« OaunH v ToT Xe |IP agpec aHoHcUpyeTcS
HECKONbKMMU poyTepamMm Takmm obpasom, 4YTo
OTnpaBuUTENb 3anpoca AOCTUraeT TOMororM4ecKku
brvxanen MmallnHbl, OTBEYalOLWEN MO 3TOMY

agpecy
* [NpekpacHoe pewieHue gns ynydweHmns DNS:
— banaHcupoBka
— OTKa30yCTONYMBOCTb
— M3onupoBaHue atak DoS
— MN3onnpoBaHme oTpaBrieHHbIX KaLlemn
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Anycast DNS

« [1Ba noaxopa
— ['OHATb AeMOH poyTuHra Ha DNS-cepBepe
« Zebra, n T.A.
* AHOHCHpoOBaHMe NpedmrKCcoB OOSMKHO ObITb CBA3aAHO C
3anyckom n octaHoBkon DNS-cepBuca n ero aBapmamu
— Wcnonb3oBatb IP SLA ¢ poytepamu Cisco

* [NpoBepbTe, UTO CepBUC paboTaEeT, Npexae Yem BCTaBNATb
npeduUKC B POYTUHIOBbLIN JOMEH

* HeT HeoBXx0QMMOCTN AOBEPSATH BalLMM CUCAAMUHAM
npoueaypy BCTaBkM MapLupyTa B Ball POYTUHIOBbLIA OOMEH ;-)

« KoHurypauma cepsepa CTaHOBUTCA MpoLLe
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Tononormna anycast

2 1 IGP 1 2
B ] — B

192.0.2.202 192.0.2.202

R
2 Customers
-
192.0.2.202

Customers

Customers

O
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Tononormna anycast

2 A |GP _ N ‘
B o 1
192.0.2.202 18970.2.202
.
Customers 2 Customers
-
192.0.2.202

Customers

O
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Anycast DNS — Cisco IP SLA

ip sla 1

dns www.mydomain.com name-server 192.0.2.202
timeout 500

frequency 10
ip sla schedule 1 life forever start-time now

track 1 ip sla 1
ip route 192.0.2.100 255.255.255.255 192.0.2.200 track 1 tag 999

route-map V4-STATIC permit 10
match tag 999

router isis mynet
redistribute static ip metric 100 route-map V4-STATIC level-1

O

} twork Staﬂup Resource G
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Anycast — cepBepHbIe
MHTepdencoil

ethO  Link encap:Ethernet HWaddr F0:4D:A2:01:65:42
inet addr:192.0.2.202 Bcast:192.0.2.203 Mask:255.255.255.252

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

lo:1 Link encap:Local Loopback
inet addr:192.0.2.100 Mask:255.255.255.255

O

\ twork Staﬂup Resource G
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YnpaBneHue KoHpurypauueun

« XpaHute pannbl 30H N KOHUrypaumm B CUCTEME KOHTPOIS
Bepcum
— SVN, Git, u m.o.

« [eHepupynTe dannsl 30H, BMECTO TOro 4TOObI pegakTMpoBaTh
NX BPYYHYIO
— http://netdot.uoregon.edu
— http.//www.nictool.com/info/
— http:.//www.debianadmin.com/bind-dns-server-web-interfacefrontend-or-
qui-tools.html
* Vlcnonb3ynTe nporpammbl yripaBneHns KoHurypauvnen angd
pacnpocTpaHeHna aTux pannos, nepesanycka cepBUCOB U
T.O.
* Puppet, CFEngine, n 1.4.

« 3anyckanTe NPOBEPKY CUHTAKCUCA nepen 3arpy3Koun

named-checkzone mydomain.com zonefile

twork Smtup RESOUI(‘e G
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Mcnonb3yute pasHbie OC un
DNS nporpammsl

* PaccmoTpute BO3MOXHOCTb
NCMOSIb30BaHME HECKOMNbKMX pa3HbIX DNS
nporpamm (Bind, Unbound, NSD, n 1.4.)
Ha pa3HbIX OrnepaLnoOHHbIX CUCTEMAX

— 3alymuiaeT oT NOoSIHOW KaTacTpodbl npu
ODOHapy>XeHNn KpUTNYEeCKom owmnbKn B codpTe,
ofdHako...

— YnpaBneHne KoHuUrypauue yCrnoXxHaeTcs
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PeryndapHsie npoBepKn 30HbI

* [lepnogunyeckmn 3anyckamte NpPoBEPKU Ha

— [NMpoTrBOpEYNBLIE, OTCYTCTBYHOLLME NTNOO
NNOXue JaHHbIEe

— BbinaBnmnBaHmne 4acTto BCTpeYarLLNXCs
OLLUNBOK KoOHJUrypaumm

— RFC 1912

* [lonpobyute dnscheck
— https://github.com/dotse/dnscheck
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HabnoganTte 3a noramwu

* ilcnonb3ynTte nporpamMmmy aHanus3a noros
DNS u nogHumanTe TpeBory B criyyae
Ba)XHbIX COOOLLEHUN

— Swatch, Tenshi, u 1.4.
— OTcnexnBanTe:
— CuHTakcmnyeckume ownmbkm B 30HaXx

— [Npobrembl ckaumnBaHUsA
— Owndkn Bannaaumm DNSSEC

| |
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OTcnexueaHue OOCTYMHOCTU —
Nagios

* Ncnonb3ynte check dns aona toro, 4ToObl ObITh
YBEPEHHLIM B TOM, YTO CEPBEP M B CAMOM Jere
OTBeYaeT Ha 3anpochbl

— [pocTo NUHI cepBepa HeagoCcTaTOYEH

* Ero MoXXHO ncnonb3oBaTb U ANA NPOBEPKU TOrO,
YTO BaXKHble 3anucu Tmna A NpUCYTCTBYIOT:

— www, smtp, imap,...

* YbeguTech, YTO TpeBOra noaHNMaeTCcs
npaBunbHO aae ecnn DNS He paboTaerT!

‘ Network Startup Resource Cen,
S5
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OTcnexueaHue OOCTYMHOCTU —

O

UNIVERSITY OF OREGON

Nagios

Service 'DNS' On Host 'ns1’

Apne

01-01-2010 00:00:00 to 11-07-2010 21:08:40
Duration: 310d 21h 8m 40s

[ Availability report completed in 0 min 18 sec ]

Service State Breakdowns:

Unscheduled 90d 22h 8m 40s  29.247% 100.000%
OK Scheduled 0d Oh Om Os 0.000% 0.000%
Total 90d 22h 8m 40s 29.247% 100.000%
Unscheduled 0d Oh Om Os 0.000% 0.000%
WARNING  Scheduled 0d Oh Om Os 0.000% 0.000%
Total 0d Oh Om Os 0.000% 0.000%
Unscheduled 0d Oh Om Os 0.000% 0.000%
UNKNOWN  Scheduled 0d Oh Om Os 0.000% 0.000%
Total 0d Oh Om 0Os 0.000% 0.000%

Unscheduled 0d Oh Om Os 0.000% 0.000%
Scheduled 0d Oh Om Os 0.000% 0.000%

Total ~ 0dOhOmOs  0.000%  0.000%
Nagios Not Running 0d Oh Om Os 0.000%

Undetermined Insufficient Data ~ 219d 23h Om Os 70.753%

Total 219d 23h Om Os  70.753%

All Total 310d 21h 8m 40s 100.000% 100.000%
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B med RTT 1.6 ms av md 0.0 % av 1s 2.5 ms av sd 666.2 m am/as
Sun Nov 7 21:03:31 2010
nsl (ICMP)
5 300u == — —_ — ——
S 200u
o 100 u
2 0+
12: 00 14: 00 16: 00 18: 00 20: 00
W med RTT 270.2 us av md 4.2 % av 1s 25.9 us av sd 10.4 am/as
Sun Nov 7 21:03:31 2010
ns2 (DNS)
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Yoaae
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jololololalalls
[elololalalal: )
®ccccex

12: 00 14: 00 16: 00 18:00 20: 00

B med RTT 306.1 us av md 0.0 % av 1s 19.5 us av sd 3,7 am/as
Sun Nov 7 21:03:31 2010
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