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BBeneHue

MHCTEYMEHTbI ceTesoro MOHMUTOPUHTIA

» [10CTYNHOCTb
»HapexHocCTb

»[pon3BoaNTE/IbHOCTb

Nagios akmusHoO MoOHUMoOpUM
docmyrnHocms ycmpolcmae U cepsucos




BBeneHue

®BepoATHO, Hanboee YacTo Ucnoablyemas
nporpamMmma CeTeBoro MOHMUTOPUHIA C OTKPbITbIMU
MCXOAHbIMM TEKCTAMU

® \Web-nHtepdenc ona npocmoTpa COCTOAHUMN,
MCTOPUN, NIAHNPOBAHUNA TEXODCYKNBAHUA U

T.A.

® OTnpasnsaeT npeaynpexaeHma No 3SNeKTPOHHOU
noyte. MoxeT b6bITb HAaCTPOEH UCMO/1b30BaTb
apyrne mexaHmsmebl, Hanpumep SMS



[Mpumep: cTpaHuua getanen
cepBuca

N a g i o s Current Network Status Host Status Totals Service Status Totals
Last Updated: Thu Sep 3 14:46:07 CDT 2009
— Updated every 90 seconds ,_ | I | ’_ I I |
Nagios®3.0.2 - wwwnagios.ora Mo | [0 W& o [ o |
Logged in as guest
® Home | | |
® Documentation View History For all hosts
View Notifications For All Hosts | 0 41 ‘ 0 [
View Host Status Detail For All Hosts

Monitoring

® Tactical Overview

® Host Detail

® Hostgroup Overview
® Hostgroup Summary
® Hostgroup Grid

Service Status Details For All Hosts

® Servicegroup Overview DNS-ROOT C SSH OK 2009-09-03 14:43:51 43d Oh 55m 19s  1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
® Servicegroup Summary
® Servicegroup Grid ISP-DNS (\ SSH OK 2009-09-03 14:41:21 16d 3h 57m 24s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu? (protocol 2.0)
¢ Status Map
© 3-D Status Map isP-RTR @D ssH oK 2009-09-03 14:43:57 43d 5h 35m 13s  1/4 SSH OK - Cisco-1.25 (protocol 2.0)
® Service Problems
¢ Unhandled NOC-TLD1 C SSH OK 2009-09-03 14:41:27 1d Oh 1m 53s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu? (protocol 2.0)
® Host Problems
¢ Unhandled NOC-TLD2 (\ SSH OK 2009-09-03 14:44:04 1d 22h 44m 228 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
® Network Outages
Show Host: NOC-TLD3 C SSH OK 2009-09-03 14:41:34 1d 22h 40m 58s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu? (protocol 2.0)
NOC-TLD4 (\ SSH OK 2009-09-03 14:44:10 1d 22h 44m 16 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
¢ Comments NOC-TLDS (\ SSH OK 2009-09-03 14:41:40 1d 22h 41m 46s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocol 2.0)
® Downtime
op Inf NOC-TLD6 (\ SSH OK 2009-09-03 14:44:17 1d22h 44m9s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
¢ Performance Info
® Scheduling Queue NOC-TLD? C SSH OK 2009-09-03 14:41:47 1d22h 41m 39s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocol 2.0)
Reportlng NOC-TLD8 (‘ SSH OK 2009-09-03 14:44:23 1d22h 44m3s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
® Trends
® Availability NS1-TLD1 C SSH OK 2009-09-03 14:41:53 1d Oh 1m 33s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
® Alert Histogram
® Alert History NS1.TLD2 (-\ SSH OK 2009-09-03 14:44:30 1d 22h 43m 56s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
® Alert Summary
® Notifications NS1-TLD3 C SSH OK 2009-09-03 14:42:00 1d 22h 41m 26s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
¢ Event Log
NS1.TLD4 (-\ SSH OK 2009-09-03 14:44:36 1d 22h 43m 50s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntu1 (protocol 2.0)
Configuration
® View Config NS1-TLDS (\ SSH OK 2009-09-03 14:42:06 1d 22h 41m 20s 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocol 2.0)
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BO3MOXHOCTHU

Mcnonb3yeT TONOAOTrUI0 ANA onpeneneHus
3aBUCUMOCTEN

— [ToHMMaeT pasHULY MexKay TeM, YTO He pabomaem,
N TemM, YTo HedocmyrnHo. He BbINONHAET HEHYKHbIE
NMPOBEPKN M HE WAET UNULLHUE NpeaynpeXKaeHNs

[To3BoAAEeT 3a4aBaTb, KaK OTNPaBAATb
coobueHmna, OCHOBbIBAsACb Ha KOMBUHaLMWK:

— KOHTaKTOB M CMMCKOB KOHTAKTOB

— YCTPONCTB M rpynn yCTPOUCTB

— CepBKMCOB U rpynmn cepsmcos

— OnpeaeneHHbIX 4YacoB Ass Ntoaen u rpynn

— CocToAaHnn cepBuUca



'MnarnHbli

[TharnHbl UCMOJIb3YHKOTCA A1 NPOBEPKUN CEPBUNCOB
N YCTPOWCTB:
— ApxuteKTypa Nagios 4OCTaTOYHO NPOCTa, MO3TOMY CO34aHUeE

HOBbIX N1arMHOB Ha NHOOOM A3blKe He AB/IAETCA C/IOKHOMN
3aJa4yen.

— CyLW,ecTBYIOT mbICAYU NNArNHOB.

— -

v http://exchange.nagios.org/ ‘,[\ '1'
v http://nagiosplugins.org/ “ Nagios’ ’
./" EXCHANGE 5

\ y

\ /



[lpeaycTtaHOBNEHHbIE NNarnHbl B
Ubuntu

[usr/lib/nagios/plugins

check_apt

check_bgpstate

check_breeze
check_by_ssh
check_clamad

check_cluster

check_dhcp
check_dig
check_disk

check_disk_sab

check_dns
check_dumay

/etc/nagios-plugins/config

check_file_age

check_f lex
check_ftp

check_host
check_hpijd
check_http
check_icap

Im

check_ide_smsart

check_ifoperstatus

check_ifstatus

check_imap
check_ircd

check _jabber

check _ ldap
check_ldaps

check_limop_raid

check_lood
check_log
check_mailq
check_mrtg

check_mrtgtraf

check_mysql

check_mysql_query
check_nogios

apt.cfg
breeze.cfg
dhcp.cfg
disk.cfg

disk-smb.cfg ftp.cfg

dns.cfg games.cfg load.cfg
dummy .cfg hppjd.cfg mail.cfg
flexlm.cfg http.cfg mailg.cfg
fping.cfg ifstatus.cfg mrtg.cfg
ldap.cfg mysql.cfg

check_nntp
check_nntps
check_nt
check_ntp

check_ntp_peer
check_ntp_time

check_procs
check_radius
check_real
check_rpc

check_rta_multi
check_sensors

check_nwstat check_simap

check_oracle check_satp

check_overcr check_snap

check_pgsql check_spop

check_ping check_ssh

check _pop check_ssatp
netware.cfg ping.cfg shmp.cfg
news.cfg procs.cfg ssh.cfg
nt.cfg radius.cfg tcp_udp.cfg
ntp.cfg real.cfg telnet.cfg
pasql.cfg rpc-nfs.cfg users.cfg
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Kak paboTaloT npoBepKn

® Bpema ot BpemeHn Nagios BbINOMHAET NfarnH u
NpoBePSAET COCTOAHME KaXaoro cepeuca. Bo3amoxHble
OTBETHI:

- OK

- WARNING
- CRITICAL
- UNKNOWN

® Ecnn cepsuc He OK, eMmy HaszHa4yaeTcHa COCTosAHNE
“MArkon” owmnokn. ocne HeCKOSbKMX NOBTOPEHUN (3-X Mo
YMON4YaHU0) OH NEPEXOOANT B COCTOAHMNE “KECTKON”
OWNOKN. B 3TOT MOMEHT OTCbINTaeTcs npeaynpexageHue.

® Bl Takke MOXETe BbINOMHATb BHELLIHME 00paboTynKkm
COObITUN NPUN N3MEHEHUSIX COCTOSIHUSA




Kak paboTaloT npoBepku, npoa.

MapameTpbl

— OObLIYHLIN MHTEpPBAI 4N NPOBEPOK
- IHTepBan noBTopoB (korga He OK)

- MakcmmanbHOEe KonnMyecTBO NOBTOPOB
— Korga npon3BognTb NPOBEPKU
— Korga oTtcbifiatb coobweHuns

[MTnaHnpoBaHue NpoBepPoOK

— Nagios “pa3masbiBaeT” NpPOBEPKU MO BPEMEHMN,
4YTODObI N30eXaTb NMMKOBbLIX HArpy30K

- Web-nHtepdenc nokasbiBaeT, Korga
npomn3onaeT cneayrulada nposepka




[NoHaTHe “poauTtenen’”

Y xoctos moryTt 6bITb “poagurenn”:
* Poantenb PC, NOAKNOYEHHOMN K MapLLIPYTU3ATOPY
byaeTt aTOT MapLupyTm3aTop.
e JlaeT Ham 3a4aBaTb 3aBUCMMOCTU MeXKAY
YCTPOUCTBaMMU.

* He nocbinaet npeaynpexaeHuna ecnm “poautensd’
He OoTBeYyaer.

)

* Y3en moXXeT umeTb
HecKonbKko “poautenen”.




CeTeBasd TOUYKa 3peHUA

* MecTtonosoxeHune cepsepa Nagios onpeaenser
TOYKY 3peHnA Ha CeTb.

* CepBep Nagios ctaHoBUTCA “KopHem” aepeBa
3aBUCMMOCTEN




CeTeBasd TOUYKa 3peHUA

Nagios
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JeMoHcTpauus




YcTaHOBKa

B Debian/Ubuntu

# apt—-get install nagios3
Ba)Hble KaTanoru

/etc/nagios3
/etc/nagios3/conf.d
/etc/nagios-plugins/config

/usr/lib/nagios/plugins
/usr/share/nagios3/htdocs/images/logos

Web-nHtepmpenc Nagios HaxoauTca TyT:
http://pcN.ws.nsrc.org/nagios3/




HacTtpouka

® KoHpuUrypauma B TEKCTOBbIX pannax
— /etc/nagios3/conf.d/*.cfg

— [etanu onucaxobl http://nagios.sourceforge.net/docs/3 0/
objectdefinitions.html

® KoHdurypauma no ymonyaHumto pa3bunta Ha HECKOJIbKO
dannos ¢ pasHbIMM 06bEKTaMK B Pa3HbIX dannax, HO
Bbl MOXKeTe OpraHM30BaTb KOHPUTrypaLumio ntobbim
yA0OHbIM ANA Bac cnocobom

® Bceraa npoBepanTe KOHOUTypauum nepes,
nepesanyckom — B MPOTUBHOM C/ay4ae CUCTEMA
MOHUTOPUHIa MOXKET nepectatb paboTaTtb!

- nagios3 -v /etc/nagios3/nagios.cfqg



HacTpouka XxocToB 1 cepBUCOB

OcHoBaHa Ha WabnoHax
— CoxpaHsaeT Bpems, n3berass NnOBTOpeHUM

CyuwiecTBYIOT WA6/10HbI NO YMOAYAHUIO C
napametrpamm ana

— O6bIYHO20 XOCMA (generic-host_nagios2.cfg)

— ObbIYyHO20 cepsucA (generic-service_nagios2.cfg)

* NHAMBUAYANbHbIE HACTPOWKN MOTYT ObITb
nepeonpeneneHoi

* 3Ha4YeHuA no YMO/THaHUIO MUMeOT CMbICJI



MOHUTOPUHI OQHOIO XOCTa

pcs.cfg
define host {
host name pcl
alias pcl in group 1
address pcl.ws.nsrc.org
use generic-host < KonvposaTb AaHHbIN WabnoH

}

® 570 MMHMMaA/IbHBIN PAaBOYNIN KOHPUT

— Bbl TONbKO NuHryete xocTt; Nagios npeaynpeanT Bac
O TOM, YTO Bbl H& MOHUTOPUTE HUKAKNUX CEPBUCOB

® imAa panna — ntoboe, 3akaHuYmMBatoLLeecs
Ha .cfg

® OpraHn3ymnTe yCTPOMUCTBA KaK HpaBUTCA,
Hanpumep, NOXoXKmne XocTbl B oA4HOM danne




Oowmnn WwabroH xocTta

generic-host nagios2.cfg

define host {

name

notifications enabled

event handler enabled

flap detection enabled

failure prediction enabled

process perf data

retain status information

retain nonstatus information
check command
max check attempts
notification interval
notification period
notification options
contact groups

register

generic-host ; The name of this host template
1 ; Host notifications are enabled
1 ; Host event handler is enabled
1 ; Flap detection is enabled
1 ; Failure prediction is enabled
1 ; Process performance data
1 ; Retain status information across program restarts
1 ; Retain non-status information across restarts
check-host-alive
10
0
24x7
d,u,r
admins

0O ; DON’'T REGISTER THIS DEFINITION -—
; IT'S NOT A REAL HOST, JUST A TEMPLATE!




[NlepeonpepeneHne ymon4yaHumn

Bce HacTPOMKM MOTyT BbITb NepeonpeaeneHbl ANA KaxKa0ro

XOCT4d

pcs.cfg

define host {
host name pcl
alias pcl in group 1
address pcl.ws.nsrc.org
use generic-host
notification interval 120
contact groups admins,managers

}




OnpepneneHue cepBUCOB (NPAMON
cnocooO)

pcs.cfg

define host {
host name pcl
alias pcl in group 1
address pcl.ws.nsrc.org
use generic-host

}

define service {

service “pc1,HTTP”
host name pcl:}éz//////’

serVIce_description HTTP

check command check_httpéf/////‘Pm@n
use generic-service

™~

}

service template

define service {

host name pcl
service description SSH

check command check ssh
use

generic-service




[TlpoBepku cepBUCOB

® KombuHaLMa XOCT + CepBUC YHUKAJIbHO
MAEHTUOULMPYET NPOBEPKY CEPBUCA, HANPUMEP

— “pcl,HTTP”
- “pc1,SSH”
— “pc2,HTTP”
- “pc2,SSH”
® check _command yKa3biBaeT Ha NaarnH

®[//absoH cepsuca nobaBnseT HACTPOUKU TOrO,
KaK YaCTO BbIMOJIHAETCA NPOBEPKA, @ TAKXKe KoMy
M KOrga oTcbl/1aTb NpeaynpexKaeHus



Oowwunn WwabnoH cepBuUca

generic-service nagios2.cfg*

define service{

name generic-service
active checks enabled
passive checks enabled
parallelize check
obsess over service
check freshness
notifications enabled
event handler enabled
flap detection enabled
failure prediction enabled
process perf data
retain status information
retain nonstatus information

notification interval 0

is volatile 0

check period 24x77

normal check interval 5

retry check interval 1

max check attempts 4

notification period 24x7

notification options w,u,C,r

contact groups admins
register 0 ; DONT REGISTER THIS DEFINITION
}

= T = T = S S B R S S Gy R

*KOMMeHTapun 6bInn yaaneHsbl



[NlepeonpepeneHne ymon4yaHumn

OnATb-TaKKU, HACTPOMKN MOTYT ObITb NepeonpeaeneHbl AN
Ka¥Joro cepBuca

services nagios2.cfg

define service {

host name pcl

service description HTTP

check command check http

use generic-service
contact groups admins,managers

max check attempts 3




[lpoBepKn oguHaKOBbLIX CepBUCOB

®4acTO HY*XHO MOHUTOPUTb OZAMHAKOBbIE
CepPBMCbl Ha MHOTUX MaLUMHaX

® Y7106bI HE NOBTOPATbL OAHY U TY }Ke
KOHPUrypaumno MHOTO pas, y4ylle onpeaenntb
NPOBEPKY cepBuUca ANA BCEX MALLUH B epyrne
Xocmoe




Co3aaHue rpynn XocToB

hostgroups nagios2.cfg

define hostgroup {

hostgroup name http-servers
alias HTTP servers
members pcl,pc2

}

define hostgroup {
hostgroup name ssh-servers
alias SSH servers
members pcl,pc2




MOHUTOPUHI CepBUCOB B rpynne

services nagios2.cfg

define service {

hostgroup name http-servers
service description HTTP

check command check http

use generic-service

}

define service {

hostgroup name ssh-servers
service description SSH

check command check ssh

use generic-service

Hanpumep ecnum rpynna “http-servers” cogepxut pcl n pc2,
Nagios co3aact nposepKu cepsuca HTTP ana obounx maluuH.
[MpoBepku cepsuca byayt Ha3BaHbl “pcl,HTTP” n“pc2,HTTP”




An bTepHaTUBHAA TOYKa 3PEeHUA

®BmecTo TOro, Ytobbl rOoBOPUTHL “3Ta rpynna
COAEpPXKUT cneaytowme mawmnHbl”, MOXKHO
CKa3aTb YTO “3Ta MallMHA NPUHAANEXKUT
cneayowmm rpynnam mawmH”

®Toraa ctpoka “members” B onpeaeneHmnum
rpynnbl HE HYXKHA




AnsTepHaTUBHOE YJIeHCTBO B
rpynne

pcs.cfg

define host {
host name pcl
alias pcl in group 1
address pcl.ws.nsrc.org
use generic-host

hostgroups ssh-servers, http-servers

}

define host {

host name pc2

alias pc2 in group 1
address PC2.WS.Nsrc.org
use generic-host

hostgroups ssh-servers, http-servers

XOCTbl U cepBuUCbl YA0OHO onpeaeneHbl B O4HOM MecTe




dpyrue ncnonb3oBaHUA rpynn
XOCTOB

Bbi6Op MKOHOK AnA Anarpammbl CTaTyCcoB

pcs.cfg
define host {

host name pcl

alias pcl in group 1

address pcl.ws.nsrc.org

use generic-host

hostgroups ssh-servers,http-servers,debian-servers
}

extinfo nagios2.cfg

define hostextinfo {
hostgroup name debian-servers
notes Debian GNU/Linux servers
icon image base/debian.png
statusmap image base/debian.gd2




OnuuoHanbHO: rPynnbl CEepBUCOB

® TaKXXe MOXHO OpraHM30BbIBaTb CEPBUCHI B
“rpynnbl cepsmncoB”

® Takmm 0bpa3om poaCTBEHHbIE NIU 3aBUCUMBIE
CepPBMbl MOXHO NPOCMaTPMUBATb BMecTe B Web-

MHTEpPemnce
® Camu cepBMCbl A0NKHbI YXKe bbiTb onpeaeneHsbl

servicegroups.cfg

define servicegroup {
servicegroup name mail-services
alias Services comprising the mail platform
members webl , HTTP,web2 ,HTTP,maill, IMAP,dbl,K MYSQL




KoHdurypauumsa Tononormm

pcs.cfg
define host {

host name pcl

alias pcl in group 1

address pcl.ws.nsrc.org

use generic-host

parents rtrl < “poaMTENBCKUIA” XOCT
}

® O3HayvaeTt “pcl Ha aApyrom ctopoHe rtrl (oTHocUTENbHO
Nagios)”

® Ecaun rtrl nomaertca, pcl ctaHeT “HepocTynHbiM”, a He
“HepaboTatowmm”

® [lpepoTBpallaeT KackagHble npeaynpexaeHma ecnm
rtrl nepecrtaeT paboTtaTtb

® [103B01AeT Nagios co3aaBaTb AMAarpammbl COCTOAHMUA
ceTu




Ipyrasa Touka 3peHuUs Ha
KOH(pUrypauuio

RTR

define host {
use generic-host
host _name rtr
alias Gateway Router
address 10.10.0.254 }

SW

define host {
use generic-host
host _name sw
alias Backbone Switch
address 10.10.0.253
parents rtr }

RTR3

define host {
use generic-host

, host_name rtr3
oc8 . Up alias router 3
Up address 10.10.3.254

parents sw }




YBeaomneHus “‘BHe
nanasoHa” (OOB)

Ba)KHO UMeTb HE3aBUCUMYIO OT BalLIEN CETU
CUCTEMY A0CTaBKM coobweHunn (SMS nam yto-

TO Apyroe)

— MobunbHbIN TenedoH Naun Apyroe yCTPOMCTBO C
SIM-KapTomn, noacoeanHeHHoe K cepsepy Nagios

— [1oCcTynHbl€ UHCTPYMEHTbI:

gammu:
gnokii:
sms-tools:

nttp://wammu.eu/
nttp://www.gnokii.org/

nttp://smstools3.kekekasvi.com/



CcCbINKn

 Nagios BebcanTt
http://www.nagios.org/

« Caut gna nnarnHoB Nagios
http://www.nagiosplugins.org/

« Xopowas KHuz2a Nagios System and Network
Monitoring, asTop Wolfgang Barth.

 HeodbmumanbHbIN canuT gna nnarmHoB
http://nagios.exchange.org/

* YyebHuK no Nagios ot Debian
http://www.debianhelp.co.uk/nagios.htm

 Kommepueckasa nognepxka Nagios
http://www.nagios.com/



Bonpocbi?




[lononHUTenbHbLIE AeTanwn

HeckonbKo AONOAHUTENbHbIX CNanaoB, MOTYLLMX
OKa3aTbCA MoJsie3HbIMMU...




Bonblie BO3MOXHOCTEM...

« Mo)XHO NnoaTBEpPAUTL NONy4YeHne npeaynpexaeHus.

— [lNonb3oBaTtenb MOXeT 0o06aBNATb KOMMEHTapuun K cobbITUIO

« Mo)kHO onpeaensaTb Nepuoabl TEXOOCYXMBaHUS

- [lna yctponctea unu rpynnbl yCTPOUCTB

° COXpaHFIeT NCTOPUIKO OOCTYMNHOCTN U CO3Oa€ET OTHETLI

]

* MoxeT goeTekTmpoBaTtb cuTyauun “He paboTaet’ - “paboTtaer’
- ‘onaTb HEe paboTaeT” 1 NoaaBNATb AOMOSHUTESbHbIE
coooLeHuns.

* [logoepXxnBaeT pasHble METOAbI OTNPAaBIIEHUSA COODLLEHNN:

- e-mail, pager, SMS, BcnnbiBatoLlee OKHO, 3ByKOBbIE, U T.4...

« [lo3BonseT onpenensaTb YPOBHU COObITUI AN 3cKanauum




NAGIOS - NOTIFICATION FLOW DIAGRAM

BIG BOY NAGIOS NAGIOS PROGRAM WIDE

OPTIONS
HARD STATE CHANGE?

NAGIOS.CFG
NOTIFICATION INTERVAL
PASSED NOTIFICATION
&

Notifications Enabled?
Enable_notifications=1

HOST/SERVICE STILL IN Flap Detection Enabled
NON-OK STATE? Enable_flap_detection=1

Host or Service in Downtime?

Still in Non-OK state from
previous notifications

Individual contact notification

|

Notification already sent?

Flap Detection Enabled

NOTE: The fiow will only continue when each of the listed
filters are satisfied

Enable_flap_detection=1

Within Time period?

r

Host / Service Notifications
Defined?

options passed?

Contact Time Period valid?

ALL CLEAR...
NOTIFICATION CAN BE
SENT

CONTACT GETS THE NOTIFICATION MESSAGE




[MTapamMeTpbl yBeaAOMIIEHUN (XOCT)

CocTosiHue XocTa:

[1Tpn KOHUrypaumm xocta Bbl MOXeTe
nony4arb COObLLEHNSA O CneayoLnX
cuUTyaumnsax:

—d: DOWN

—u: UNREACHABLE

—r: RECOVERY

—f: FLAPPING (start/end)

—s: SCHEDULED DOWNTIME (start/end)
—n: NONE




[MlapameTpbl yBeAOMIIEHUN
(cepBUC)

CocTosiHue cepBUcCa:
[Tpyn KOHUrypauun cepBmca Bbl MOXeETe nonyyaTb
coo0LLEHNS O creayroWmx CuTyaumnsx:

—w: WARNING

—c: CRITICAL

—u: UNKNOWN

—r: RECOVERY

—f: FLAPPING (start/end)

—s: SCHEDULED DOWNTIME (start/end)
—n: NONE




daunbl KOHUrypauumu
(odpmumanbHbIe)

nagios.cfg
® nain config file that defines other ™
files, logging, events etc.

interprests files using macros defined in

refers to \4
all other
config resource.cfg

macros referred to in other files
e.g. $USER1$ = nagios home dir

files

® Nagios Daemon Apache

Nagios

Configuration Files

refers to central configuration file

¢ httpd.conf

™ apache include file describing how
to display nagios web pages

Y points apache at agi files secured by

cgi.cfg Y

parameters customizing the ® htaccess
action of the web pages apache security definition
® detailing allowed users

authorizes
users

defined in authenticates users defined in
Y
Y
htpasswd.users
~ ™ people authorized to in parts of
hostgroups cfg nagios and their passwords
have someone to complain to groups hosts into types for
v alerting and display purposes
A
oontactgroups.cfg
= contacts are grouped since we
need some support redundancy olto - are grouped by type into
- : escalations.cfg
if something breaks and is not fixed [ ]
who can we complain to next
- ® hosts.cfg
e - - central monitoring component P
e o along with services
® hosts may
. appear broken
are maintained by if other
are hosts break
contacts.cfg hfaPPfE“ checked
o people that we can call on to fix e fEmied by ®
: breakage
hosts and services .
- happens to dependencies.cfg
W"I(l ® sometimes things wrongly appear
W(t)i:e T cfg dead because som thing else broke
b .
— follcr:wmg *  central monitoring component ¥ I ¢
ours g
noftified along with hosts services may
by v ® appear broken
if other
timeperiods.cfg function within services break
Y for example "work hours" or
- "24 x 7" or "overtime" are
misccommands.cfg . Y
how to notify users that things by checkcomma nds.cfg
are broken

»

how to check hosts and services
are working



Debian/Ubuntu cTpykTypa ¢hannos
KOH(oUrypauumm

HaxopnaTca B /etc/nagios3/

HeKoTopble BaXHble danbl:

M nagios.cfg [naBHbIN dann KOHPUrypaumm.

Bcgi.cfg YnpasnseT web-untepdencom um
napameTpamu 3aLlLUTHI.

B commands.cfg KomaHabl, ncnonb3dyembie ans
nepeaavyn coobLeHnn.

B conf.d/* Bce npoyne napameTpol
KoHpurypauymum!



daunbl KOHUrypauum, npoa.

B katanore conf.d/

B contacts_nagios2.cfg No/1b30BaTe/IN U rpynnbl
M extinfo_nagios2.cfg KPacuBbIN NHTEPPENC
B generic-host_nagios2.cfg lWabnoH XocTa

B generic-service _nagios2.cfg LWabnoH cepBUca

B host-gateway nagios3.cfg 3a/laHue poyTepa

B hostgroups_nagios2.cfg rpynnbl Y3108

M [ocalhost _nagios2.cfg onpegeneHune xocta Nagios

B services _nagios2.cfg CNUCOK CepBUCOB

u timeperiods_nagiosz.cfg Korga npoBepATb U KOMY cOObLaTb




daunbl KOHUrypauum, npoa.

HeKoTtopbie apyrue ¢pannbi B conf.d:
B servicegroups.cfg [pynnbl cepBUCoB

M pcs.cfg OnpepenexHuna PC

B switches.cfg OnpeaeneHns MmapLLpyTU3aTopOoB

B routers.cfg OnpeaeneHns poytepos



[eTann oCHOBHOMU KOHUrypauumn

FnobanbHble HACTPOUKM
daiin: /etc/nagios3/nagios.cfqg

* YKa3bIBaEeT, rae HaxoaAaTca npoymne pamnnol.
e O6bwee noseaeHmne Nagios:
—[1nA KPYNHbIX MHCTAaNNALUMN KenaTeabHO

HacTpanBaTb KOHPUTypaLUUto B 3TOM panne.

—Cm.: Hactpowka Nagios 0719 makcumasibHou

npouzsooumesnsbHocmu http://
nagios.sourceforge.net/docs/3_0/tuning.htmi



KoHdourypauua CGI

[etc/nagios3/cgi.cfg
— Mo»HO nomeHATb KaTtanor CGl
— AyTeHTUdMKaLUMA N aBTOPU3ALLMA NONb30BaATENEN:

— AKTUBMpPYNTE ayTeHTUIUKaUUIO Yepe3 mexaHu3m .htpasswd B
Apache, nnm yepes RADIUS nnbo LDAP.

— [Monb30oBaTenn MorytT UMeTb pa3Hble NpaBa, HacTpanBaemble
cneayrwmMmm napameTpamu:
@® authorized for_system_information
@® authorized for_configuration_information
@® authorized_for_system_commands
@® authorized for_all services
@® authorized for_all hosts
@® authorized for_all service_commands
@® authorized for_all host commands



OTpe3Kn BpemMeHU

OnpeaeneHmne nepnoaoB BPpEMEHMN,
VYNPaBAAoLWMX NPOBEPKAMU, MOCLITKOU
npeaynpexageHum mn 1.4.

— Mo ymonyanuto: 24 x 7

— MOXHO MeHATb Ha Hanpumep “TonbKo B paboune aHn”

# '24x7!
define timeperiod{
timeperiod name 24x7
alias 24 Hours A Day, 7 Days A Week
sunday 00:00-24:00
monday 00:00-24:00
tuesday 00:00-24:00
wednesday 00:00-24:00
thursday 00:00-24:00

friday 00:00-24:00
saturday 00:00-24:00
}




KoHdourypauusa npoBepokK
CepBUCOB/XOCTOB

/etc/nagios-plugins/config/ssh.cfg

define command {

command name check ssh

command line /usr/lib/nagios/plugins/check ssh 'SHOSTADDRESSS’
}

define command {

command name check ssh port

command line /usr/lib/nagios/plugins/check ssh -p 'SARG1S$' 'SHOSTADDRESSS’
}

* OOVH 1 TOT e nnarnMH MoXeT Bbi3blBaTbCA MO pa3HOMY (“KoMaHab!”)
« KomaHgbl n apryMeHTbl pasgensaoTca BoCKmuaTenbHbiMn 3Hakamu (1)
« Hanpumep, npoBepka SSH Ha HecTaHOAAPTHOM NOPTY:

define service { .
th ARG1
hostgroup name ssh-servers—-2222 sis$ ¥
service description SSH-2222 /
check command check ssh port!2222

use generic-service




KomaHAabl yBegoMreHusA

[To3BongeT ncnomnb3oBaTbh NMOObIE XenaemMble
KomaHAabl. Mbl MOXXeM HacTpOUTb co3gaHue
TnkeToB B RT.

# 'notify-by-email' command definition
define command({

command name notify-by-email

command line /usr/bin/printf "$b" "Service: $SERVICEDESCS$\nHost:
SHOSTNAMES\nIn: S$HOSTALIASS\nAddress: $SHOSTADDRESSS\nState: S$SSERVICESTATES
\nInfo: $SERVICEOUTPUTS\nDate: S$SHORTDATETIMES" | /bin/mail -s
'"SNOTIFICATIONTYPES: SHOSTNAMES/SSERVICEDESCS is S$SSERVICESTATES'
SCONTACTEMAILS

}

From: nagios@nms.localdomain

To: router_group@localdomain
Subject: Host DOWN alert for TLD1-RTR!
Date: Thu, 29 Jun 2006 15:13:30 -0700

Host: gw

In: Core_Routers

State: DOWN

Address: 192.0.2.100

Date/Time: 06-29-2006 15:13:30

Info: CRITICAL - Plugin timed out after 6 seconds




KoHdourypauumsa rpynn cepBucoB

# check that ssh services are running
define service {

hostgroup name ssh-servers
service description SSH

check command check ssh

use generic-service
notification interval 0

“service_description” BaxeH, ecnn Mbl XOTUM co3gaBaTb rpynnbl
cepBucos. BoT npumep:

define servicegroup{

servicegroup name Webmail
alias web-mta-storage-auth
members srvrl,HTTP, srvrl, SMTP, srvrl, POP, \

srvrl, IMAP, srvrl,RAID, srvrl, LDAP, \
srvr2,HTTP, srvr2, SMTP, srvr2, POP, \
srvr2, IMAP,sxrvr2,RAID, sxrvr2, LDAP




CHUMKHM 3KpaHOB

[Ipumepbl CHUMKOB 3KpaHa.
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