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Schedule

Session | 8:30 - 10:30
Break  _ 10:30 — 11:00
Sessionll _ 11:00-13:00
Lunch 13:00 — 14:00
Session Il 14:00 — 15:45
Break 15:45 — 16:15

SessionlV = 16:15- 18:00+

Potential evening sessions. See Agenda for further details




Administrative ltems

* Agenda
https://nsrc.org/workshops/2014/renu-security/wiki/Agenda

* During the course
— Please ask questions as you have them.
— Your experiences are valuable. Please share them.
— The schedule is somewhat flexible.

* Course Materials
— Available in electronic format during the week:

https://nsrc.org/workshops/2014/renu-
security/wiki/Agenda

— Available permanently



Virtual machine access

There are two users on your virtual machines

General User
sysadm

Administrative User
root

Passwords are or will be written down in class




Logical Network

D_ {internet}
g GW \ /
254 251 |apl| .250 |noc
backbone net 10.10.0.0/24
10 1 20 2 .60 .6
extl rtrl ext2 rtr2 extb rtré
254 254 254
10.10.1.0/24 10.10.2.0/24 10.10.6.0/24
10 253 10 253 10 253
dmzl fwl dmz2 fw2 | ..... dmz6 fwé
254 254 254
10.10.11.0/24 10.10.12.0/24 10.10.16.0/24
pcl srvl pc2 srv2 pcb srve
10 1 10 1 10 1
Group 1 Group 2 Group 6




Virtual machine groups

* 6 groups of virtual machines
* Each group is built up as follows:

backbone
10.10.0.0/16
10.10.0 ! _ 10.10.0.x
.erxtxs rtr
' &S X
10.10.x.25
10.10.x.0/24 4
10.10.x.1D_ 10.10.x.25
DM dmz
> X
10.10.1x.2
10.10.1x.0/24 54
10.10.1x.1l | 10.10.1x.1
N - B
srvX- srvX-
INSI 1 2
DE Group

X



Virtual machine groups

* Example for group 5

Class
10.10.0.0/16 backbone

10.10.0.50 | 10.10.0.5
extxs rtr
X

10.10.5.25
10.10.5.0/24 a
10.10.5.10 10.10.5.25
dmz 5 ﬁ fwX
10.10.15.2
10.10.15.0/24 54
10.10.15.1 1 _10.10.15.1
S - B -
Srvs- Srvs-
INSI 1 2
DE Group



Virtual machine groups

* Example for group 5

Class
10.10.0.0/16 backbone
/ 10.10.0 ! _ 10.10.0. bord
scan 5 rtr or
test %ths @ X < er
10.10.5.25 route
10.10.5.0/2]| 4 r
10.10.5.1D 4 10.10.5.25
DM dmz ﬁ fwX
dmz 10.10.15. -
- firewal
servic 10.10.15.0/| 24 I
es ~ 24
10.10.15.1 1 _10.10.15.1
Inside 0 q < Inside
servic servic
es Srv5- srv5- es
INSI 1 2
DE



Assigning your group now

You will work as groups on some exercises. We
will assign groups now. Please use the same
group/virtual machines during the whole week.



Questions

Do you have any questions?

?




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

