SNMP exercises, part I

======================

Note: many of the commands in this exercise do not have to be run as root,

but it is safe to run them all as root. So it's simpler if you start a

root shell and enter them all there. You can start a root shell like this:

$ sudo bash

0. Installing client tools

--------------------------

# apt-get install snmp

# apt-get install snmp-mibs-downloader

==========================================

The second of the two commands downloads the standard IETF and IANA

SNMP MIBs which are not included by default.

Note: for this to work, you must enable the "multiverse" source in your

APT configuration, if you are using Ubuntu 12.04. This has already been

done for you here.

=====================================

Now, edit the file /etc/snmp/snmp.conf

Change this line:

mibs :

... so that it looks like:

# mibs :

====================================

(You are "commenting out" the mibs statement, which is telling the

snmp* tools to automatically load the mibs downloaded into the

/usr/share/mibs/ directory).

====================================

1. Configure SNMP on Your Router

-------------------------------

====================================-

For this exercise you need to work in groups. Assign one person to type on

the keyboard.

==============================

Now connect to your routers:

Refer to lab access exercise)

$ ssh cisco@rtrN.ws.nsrc.org

username: nsrc

password: <CLASS PASSWORD>

rtrN> enable

Password: <CLASS PASSWORD>

rtrN# configure terminal

=============================

Now we need to add an Access Control List rule for SNMP access, turn on SNMP, assign

a read-only SNMP community string and tell the router to maintain SNMP information

across reboots. To do this we do:

==================================

rtrN(config)# access-list 99 permit 10.x0.0.0 0.0.255.255

rtrN(config)# snmp-server community NetManage ro 99

rtrN(config)# snmp-server ifindex persist

Now let's exit and save this new configuration to the routers permanent config.

rtrN(config)# exit

rtrN# write memory

rtrN# exit

DO THE SAME FOR ALL YOUR ROUTERS

==========================

Now to see if your changes are working (Do this on your pcs).

2. Testing SNMP

---------------

To control that your SNMP installation works, run the

snmpstatus command on each of the following devices

$ snmpstatus -c 'NetManage' -v2c <IP_ADDRESS>

Where <IP_ADDRESS> is each of the following:

Your group's router: 10.x0.0.1

Repeat for other routers

What happens if you try using the wrong community string (i.e. change

'NetManage' to something else?)

