SNMP part 2

3. SNMP Walk and OIDs

---------------------

Now, you are going to use the 'snmpwalk' command, part of the

 SNMP toolkit, to list the tables associated with the OIDs listed

 below, on each piece of equipment you tried above:

.1.3.6.1.2.1.2.2.1.2

.1.3.6.1.2.1.31.1.1.1.18

.1.3.6.1.4.1.9.9.13.1

.1.3.6.1.2.1.25.2.3.1

.1.3.6.1.2.1.25.4.2.1

You will try this with two forms of the 'snmpwalk' command:

$ snmpwalk -c 'NetManage' -v2c <IP_ADDRESS> <OID>

  and

$ snmpwalk -On -c 'NetManage' -v2c <IP_ADDRESS> <OID>

... where OID is one of the OIDs listed above: .1.3.6...

...where IP_ADDRESS can be your group's router...

Note: the "-On" option turns on numerical output, i.e.: no translation

of the OID <-> MIB object takes place.

======================================================

For these OIDs:

a) Do all the devices answer ?

b) Do you notice anything important about the OID on the output ?

======================================================

4. Configuration of snmpd on your PC

======================================================

For this exercise your group needs to verify that the snmpd service is running and

 responding to queries for all machines in your group. First enable snmpd on your machine,

 then test if your machine is responding, then check each machine of your other group

 members.

======================================================

* Install the SNMP agent (daemon)

# apt-get install snmpd

* Configuration.

We will make a backup of the distributed config, and then we will

 create our own:

# cd /etc/snmp

# mv snmpd.conf snmpd.conf.dist

# editor snmpd.conf

Then, copy/paste the following (do not include the -- cut here -- lines)

-- cut here -------------------------

# Listen for connections on all interfaces (both IPv4 *and* IPv6)

agentAddress udp:161,udp6:[::1]:161

# Configure Read-Only community and restrict who can connect

rocommunity NetManage 10.X0.0.0/16

rocommunity NetManage 127.0.0.1

# Information about this host

sysLocation

 NSRC Network Management Workshop

sysContact

 sysadm@monX.ws.nsrc.org
# Which OSI layers are active in this host

# (Application + End-to-End layers)

sysServices

 72

-- cut here -------------------------

Now save and exit from the editor.

* Restart snmpd

# service snmpd restart

5. Check that snmpd is working:

-------------------------------

$ snmpstatus -c 'NetManage' -v2c localhost

What do you observe ?

6. Test your neighbors

----------------------

Check now that you can run snmpstatus against your other group members servers:

$ snmpstatus -c 'NetManage' -v2c monX.ws.nsrc.org

--------------

