etwork Startup Resource Center

Gestion y Monitoreo de Redes

Observium: “Todo en uno”
monitoreo y grafico de red

@ ‘ These materials are licensed under the Creative Commons Attribution-Noncommercial 3.0 Unported license
= (http://creativecommons.org/licenses/by-nc/3.0/)



Observium

lerramienta de monitoreo basado en PHP/
MySQL que permite descubrir
automaticamente dispositivos.

* Aplicacion WEB para la administracion.

Incluye soporte para una amplia gama de
dispositivos tanta a nivel de hardware y

software:

» Cisco, Linux, FreeBSD, Juniper, Brocade,
Foundry, HP and many more.

» Visite:
http://www.observium.org/wiki/Supported Devices



Metricas disponibles

CPU, memoria y estadisticas de
almacenamiento.

rafico de las interfaces, paquetes y
estadisticas de errores detallados.
Temperatura, velocidad del ventilador,
voltaje, amperaje, potencia, humedad vy
sensores de frecuencia.

Usuarios, procesos, carga promedio y
estadisticas de tiempo de actividad.




Metricas disponibles

» Grafica del trafico de la interfaz en tiempo
real.

* |Pv4 y IPv6 detallado, estadisticas de pila

TCP vy UDP.

Estadisticas BGP y OSPF.

MAC / IP.

Recopilacion de inventario de dispositivos

(muy util!).




Caracteristicas

. Concepto de “permitido vs ignorado”

- Host monitoring well supported using
check _mk and support scripts

- Modulo de facturacion
- Integracion con otras herramientas:

» Smokeping, collectd as well

» Servidor Syslog (recibir los logs de los
dispositivos)
» RANCID

- Deteccion de la distribucion de Linux.




Arquitectura

=
. ‘
L
SNMP + Agent ~. <

Memcached
Web GUI
) Billing Poller e
. Graphs

SNMP
Discovery ~
.



Disponibilidad

Fuente Abierto
http://www.observium.org/wiki/Main_Page

Esta licenciado bajo una forma
modificada de la licencia QPL. Ver:

http://opensource.org/licenses/QPL-1.0
Observium utiliza SNMP y Collectd como
herramientas de recopilacion de
estadisticas.



Imagenes
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& Overview A Devices L Services & Locations & Ports @ Health

o3 alpha.memetic.org

b Ovh, Pans, France

Devices 1 17 ( 12 up 3 down 2 ignored 2 disabled )
Ports : 140 ( 89 up 3 down S ignored 42 shutdown )

o BGP Sessions #° System

@ Overview g Graphs | @B Health | =] Apps | e CollectD | F Ports | of Inventory = g8 Services | [ Events & Syskg | & Settings

Linux alpha.memetic.org 2,.6,32-22-server #)6-Ubuntu SMP Thu Jun J
20:38:33 UTC 2010 x86_64

Hardware Generic x86 64-bit
Operating System Unux 2.6.32-22-server (Ubuntu 10.04)
Contact Adam Armstrong <adama@memetic.ong>
Location Ovh, Pans, France
Uptime 23 days, 10h 6m 525

somt

som

“@anm

— . -

wm $ A
-2:"“ vw 3 ¥ EEnxenEiaEE LM—J

16:00 15:00 20:00 22:00 0000 G200 0400 0500 000 10:00 12:00 14:00

»a # 20 s/ » 22
lo, ethO, ethi, viFbrl, virbrO, ciscol, veetD, vaetd, vaetl, o1, vnet3
. Services
&S @5 &0 +0
dms, Mtp, imap, pop, ssh

B Processors

Intel Core |7 920 ©® 2.67GHz
Intel Core i7 920 @ 2.67GHz
Intel Core i7 920 @ 2.67GHz
Intel Core i7 920 @ 2.67GMz
Intel Core i7 920 @ 2.67GHz
Intel Core 17 920 ® 2.67GHz

Intel Core i7 920 @ 2.67GHz

Intel Core i7 920 @ 2.67GMz

B Memory Pools
Physical memory 7.69G8 / 7.81GB
Virtual memory

N —————
o~ Ar—
—————
—_—
R e
————
—————— o~
———— e —
e~

il

Swap space

- Storage

/ 3I5.71G8 J 38.75G8 2%

/home 30.95G8 / 38.45G8B 81%
—_—

Jmnt 1.557T8B / 1.697D 92%

|* Recent Events
29/ 10 1:55:m ciernl) ifNAamea: wnstsS -5 riarnd
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@ Overview 4 Devices o Services & Locations

. CiscoO.vm
regihs Belly of Albha
il Overview - bGP

& Graphs | @ Health g Ports

Cisoo I0S Software, 7200 Software (CT200-ADVIPSERVICESKS-M), Version
12,2(33)SRD2, RELEASE SOFTWARE (fc2) Technical Support:

http! /f/www . clsco.con/techsupport Copyright (o) 1586-2009 by Cisco
Systens, Inc. Coapiled Wed 20-May-09 20:57 by prod rel teas

Hardware CISCO7206VXR
Operating System Csco [0S 12.2(33)SRD2 (ADVIPSERVICESKS)
Location Belly of Alpha
Uptime 15 days, 16m 155
.
10k A A
[
10 k
30 k

—— . s

n e N
1600 1500 2000 22:00 0000 0200 0400 0500 0800 10:00 12:00 1400

#16 y 2 S0 »9
Fa0/0, Fa1/0, Fal1/1, Et2/0, Et2/1, EX2/3, EX2/2, E12/4, E12/5, Et2/6, EX2/7, Fa3/o0,
Fad/1, Null0, Lo0, Lo100

& Recent Syslog
o : . P, 47
14010 14:07:58 CLNS-3-BADPACKET : 1S15: L2 CSNP, packet (64763) or wire

(113) length invald from c201.3979.001c (FastEthernet1/0)

CLNS-5-ADICHANGE : 1S15: Adjacency to 0110,0000.0001

4/ 4:07:
. A (FastEthernet1/0) Down, hold time expired

# Ports @ Health

i Map | & Inventory

Devices: 17 ( 12 wp 3 down 2 ignored 2 disabled )
Ports : 140 ( 89 up 3 down S ignored 42 shutdown )

0 BGP Sessions j“ System

[3 Events | &3 Syslog Config | [ Settngs

B Processors
NPE400 0 B

B Memory Pools

7200VXR NPE-400 - T/0 5.38M8 / 16M8 33.66%

7200VXR NPE-400 - Proc 40,02M0 / 151, 46M0 26.42%

7200VXR NPE-400 - Transient

«» Temperatures

1/0 Cont Inlet

1/0 Cont
Outlet

22°C NPE Inlet 22°C

2
22%¢ NPE Outlet 22°C

|* Recent Events
04/3ul/10 20:07:14
04/2ul/10 20:07:14
04/3ul/10 20:07:14
04110 20:07:14
04/3ul/10 20:07:14
04/2l/10 20:07:14
04/2ul/10 20:07:14
04/3ul/10 20:07:14
04/ul/10 20:07:14
04/3ul/10 20:07:14

Loopback100 ifName: Tud -> Lol0D

Loopback100 ilDescr: Turmall -> Loopback100
Loopback100 falias: <> Cust: Memetic (Loopback fake)
Loopback100 fMty: 17683 -> 1514

Loopback100 ifSpeed: 100000 -> 4254967295
Loopback 100 ifHighSpeed: 0 -> BO0O

Loopback100 iflType: turne -> softwarelLoopback
Loopback100 typa: -> Cust

Loopback 100 desor: -> Memetic

Loopback100 notes: -> Loopback fake
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@ Overview

A Devices Lk Services . Locations Ports Health
-~ ™

uk.thn.pbro1

Telehouse North, London, UK

@ Overview g Graphs | @B Health @/ Ports | @ VRFs | & BGP | .5 Map
3. GigabitEthernet0/0/2 = TS = 367.37Mbps  IGlps
Peerng: LINX 224 e ., 50.55MbpS
105.66.224.180/23 = 54.95Kpps
2001:7¥8:4::21e9:1/64 -t 43.24Kpps

Graphs | ARP Table | Mac Accounting : Bits (Mini| Top10) | Packets (Mini)

Two Day

Ethernst

Devices |

754

71 wp

0 down

4 ignored

4 disabled )

Ports : 4078 ( 1723 up S67 down 255 ignored 1508 shutdown )

0 BGP Sessions

4§ Inventory [+ Events | O Syslog

0:23:9:07:73:2

MTU 1500

Month 16,00 1800 2060 2200 0060 0200
! In: Current Maximum

0 155.66,224.125 (00:19:¢2:bf:e7:ca) U7, 00Mbps 230, Tbps

B 195.66.224.168 (00:24:d::80:04:01) - 5. 0Mbps 71.0&Mbps

B 195.66.224.133 (00:0c::e8:57:09) 5. 50Mps 98, TTbps

Year W 155.66.224.140 (00:19:07:ab:ec:cO) 11.15Mbps 43, 41Mbps

B 155.66,224.45 (00:18:74:2¢11b1cO) 11.8SMbps 21, 76Mbps

B 155.66,225.5 (00:1f:car&f: 73:80) - 14, 17bps 39, 2%bps

0 155.66,224.43 (00:21:00:35:39:02) - 10,11Mbps 16, 5%5¢bps

B 195.66,.224.245 (00:10:90:29:89:c0) - 9. N1Mbps 70. &b

B 195.66.225.100 (00:1e:17:47:cd:B4) 9. 06Mbps 27.56mps

B 155.66.224.227 (00:12:12:3¢:¢4:01) 8. SEMbps 27 . 85Mps

LR
Total
7.0
2.5178
3.51T8
1.38T8
698 90C8
1.19™8
662. 79D
2.0418
949 748
925.59C8

o.m 06 00 10w 12m
Qut: Current Maximue

7.52%ps  1).00%ps

1. 40Mbps 2.60¢6ps

1. 7SMps 4.5Mps
1.18%0ps 5. 440ps
2.10tbps 3.84%ps

877. 28kbps 1.91Mps
4.%tps 0. 2mwbps

727 4%bps 4. 9wtps
13.34 bps 14.33 bps

451 . SSkbps 1.31Mps

e m
Total
575, 7450

97,568
1940668
156.57G8
135,908

79,2568
355, 6260

B7.9268
£97. 388

49,0568

#* System

~ Contig | g Settngs

Packets

Top Output

Top Aggregate

o NP
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& Overview 4 Devices 4k Services & Locations # ports
e Ciscol.vm
b Belly of Abha

i Overview & Graphs @ Health | FPorts | @ VRFs | & BGP

2 g CISCO7206VXR (Chassis)
Cisco T20EVXR, 6-slot chassis
Seninl No, 47545607265
E @R 1. 1/0 and CPU Slot 0
1/0 and Frocessor Slot Container
= & 1. NPE-400 (NPESDD D)
Csco 7200VXR Netwerk Processng Engine NPE-S00
Serwal No. 11111113
= & 2. C7200-10-FE-MII/RIMS (module 0)
1/O FastEthernet (TX-150)
Senal No. 4298967295
* # 1. FastEthernet0/0
DEC21140
* # 1.1/0 Cont Inlet Temperature 0 [ )
/O Cont [nfet Temperature Sensor
* 4 2. 1/0 Cont Outlet Teamperature 0 [ )
/O Cort Outlet Temperature Senser
# @@ 1. Flash Card Slot Container 1/0 0
Flash Card Sot C
£ @m 2- PASlot 1
PA Slot Contaner
E @ 3. PASlot 2
PA Slot Container
¥ & 1. PA-2FE-FX (module 2)
Owal Fort FastCthernet (RO45)
Senal No. XXX00000000
E @4 PASlot3

PA Slot Contaner

sortaner 1/0

e e ma sdos s

2 disabled )
Ports : 140 ( 89 up 3 down S ignored 42 shutdown )

Devices 1 17 ( 12 wp 3 down 2 ignored

@ Health 0 BGP Sessions y System

Config | g Settngs
9 Expand All Nodes “ Collapse Al Nodes

4§ Inventory | |3 Events || & Syslog



17 ( 12 up 3 down 2 ignored

2 disabled )

_/\ OBSERVIUM e

& Overview 4 Devices 4 Services & Locations # Ports @ Health ®o BGP Sessions #° System
g CiscoO.vm

e Belly of Alpha

@ Overview g Graphs | @ Health | #Ports & BGP | . Map | & Inventory | |5 Events | O Syslog Config | J Settngs

3. FastEthernetl/1 = o= 944bps 100Mbps  Ethemet €3:0:39:79:0:10 @ cisco on alpha.memetic v4

Cust: Memetic [100Mbe] {CUSTOO1} (BGP e 2KDpS MTU 1500

Partial) - lpps

172.16.0.2/24 we 1pps

Graphs | ARP Table | Mac Accounting : Bits (Mini| Top10) | Packets (Mini)

Interface Traffic
e t‘ 3
me . 10 &

108 is A "k e, "ok

oo - 200 k b o0 &
a0k . i t— . : :
20k —mw : :'— - ® H
R 100 b oA ~300 b

ine L3 ) L) 12:00 Fra S Tue Week 35 Wock 2T Jel %ug Sep ot Wue Do Jen Feblar dor By Jen

ors Now Ave L »mth » ws Now hve Max F2eh N ors Now Ave Macx ”:th N ws Maw Ave Max mth
WIn 8% 8w L% 96172 WIn  S04.&8 A2 osk 135.4d %Sk WIn ESESE  J6.4s 2998 96 3tk Win %1368 3% wsoek 6.1k
MO& 1Rk LER 3Ok ) Sk BOut L BN 4RO L6 THR W@ 7A WO )R TH Sk 295 62 98 0 MO 1 ER 100 296 6k 2.6M
Total 29.28M (In 2.9 Out 29.71M) Total €436 IIn 2186 O 3 2% Tetal 22.016 (Im 1597 Out 16 0%) Total 236 44G |In 17.G1GC Out 19 B3G)

Interface Packets

L] »,
13
24 1 2ok
(X ° |
10k
| gmunn s |
204 ‘ . > 0 ——— S or L - — SN —
MR (L2 ] L] 12:00 o Sen Tus Wewk 5 Mask 27

Packete  MNow e Mas Packets  Now Ave Max Packets MNaw Ave Mas

- In 212 40= 916.TIm 20 miIn 301 Iim 4% 0. % - In 231 S0m 8.0 2.7%

| ¥ 3 108 1.03 218 " ot 10 LN 11.18 | L 13 104 L ] 18 0

Interface Non Unicast
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Preguntas?




