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Observium

« SNMP-based auto-discover network tool
« Written in PHP as a web application

* Includes support for a wide range of hardware

- Cisco, Linux, FreeBSD, Juniper, Brocade, Foundry
HP and many more

- Supported Devices:
http://www.observium.org/wiki/Supported Devices
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Available metrics

« CPU, memory and storage statistics

* Interface traffic, packet and detailed error
statistics

- Temperature, fan speed, voltage, amperage,
power humidity and frequency sensors

» Users, processes, load average and uptime
statistics
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Available metrics cont.

» Linux distribution detection
» Real-time interface traffic graphing
» Device inventory collection (useful!)

« Detailed IPv4, IPve, TCP and UDP stack
statistics

« BGP And OSPF information
« Mac and IP address information
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Features

« Concept of enabled vs. ignored
« Many already supported devices

» Host monitoring well supported using check mk
and support scripts

 Application monitoring using SNMP
» Billing module

* Integration with other tools:

- Smokeping, collectd, syslog (receive logs from devices)
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Availability

Observium

Open Source (free) vs. “Professional” (paid) versions
* http://www.observium.org/

* http://www.observium.org/wiki/Edition_Split

Librenms
« Fork of Observium. Open Source, Free and GPL
« https://github.com/librenms/librenms

* https://github.com/librenms/librenms/blob/master/doc/Observ
ium_Welcome.md
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Screen shots

These are from the Observium Open Source
version. This is the version we will use In class
and In our labs.
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o Overview 4 Dewvices oF Services o LOCations & Ports il Heslth % BGP Sessions &~ System

O3 alpha.memetic.org

Ovh, Pars, France

@ Overview | 4 Graphs | @B Health |[=] Apps | s« CollectD | o Ports | & Inventory | & Services || [= Events | s Syskog | [ Settings

Linux alpha . memsatic.orng 2.6,32-27-sarver #3-Ubmnto SHF Thm Jan 3 . Processors
20:138:33 UTC 2010 xB6_64 Intel Core |7 920 @ 2.67CHz rr—n
Hardware Generic xB6 64-bit Intel Core i7 920 @ 2.67GHz Y
Operating System Lnux 2.6.32-22-server (Ubuntu 10.04) Intel Core i7 920 @ 2.67GHE
Cont Adam Armstio adama matic. or
- o gl P Intel Core i7 920 @ 2.67GMz R
Location Owh, Pans, France
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lo, etlvd, ethi, virbri, virbro, ciscel, veetD, veetd, vaetl, « o2, vnet3
s Storage
4 Services ’
S &5 & o =0 Jhome e — 3. 95G8 / I8.45GH
dms. Mip. bmap, pop, ssh Fioamt —

|* Recent Events
2910 13:55:01  riennd) ifdames: snstS -2 raosi
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Devices 1 17 ( 12 wp 3 down 2 ignored 2 disabled )
Ports : 140 ( B9 wp 3 down 5 ignared 42 shutdown |
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& Overview A Devices 4 Services s LOCBthONS ¥ Ports @ Hesith @ BGP Sessions 4 System
. Cisco0.vm
S¥E  Bally of Alpha
@ Overview | g Graphs | @ Health | & Ports | ee BGP | ,: Map | o Inventory | |5 Events | Ok Syslog | | Config | [ Settings
Cisoo I05 Software, 7200 Software (CTZ00-ADVIPSERVICESES-M), Version . -
12,2 (33) 5RD2, RELEASE SOFTWARE (fcZ) Technical Support: NPE400 0 B
http! / fwww . 0lsco. con/techsupport Copyright (o) 1586-200% by Cisoco
Systems, Ine. Compiled Wed 20-May-09 20:57 by pred rel teas .“em Pools
Hardware CISCOT206VER FI00VXR NPE-400 - /O s.38M8 /| 1EME 33.66%
Operating System Cisco 105 12.2{33)SRD2 (ADVIPSERVICESKS) 7200VXR MPE-400 - Processor
. A
Location Belly of Alpha 7200VXR oy
Uptima 15 days, 16m 156
& Temperatures
- ! : 1/0 Cont Inlet 22°C NPE Inlet 22°C
/O Cont NPE Outhet 22°C
] : 22°C ———
© Outlet
-10 k
-30 k & i ; |* Recent Events

16:00 18:00 20000 :00 00:00 0.0 DA:00 0600 0800 10:00 1200 L1400 D4/2ul/10 20:07:14

04/0ulf/10 20:07:14
O4/3ul/1D 20:07:14
08/ 2ul/'10 20:07: 14
04/3ul/10 20:07:14
04/ 2ul/10 20:07:14
04/ 2ul/10 20:07:14
D4/2ul/10 20:07:14
04 Dul/10 20:07:14
04/2ul/1D 20:07:14

Loopback 100 ifNama: Tul -> Lol0OD

Loopback 100 ilDescr: Turmald -> Loopback 100
Loopback100 ifAlias: -> Cust: Memetic (Loopback fake)
Loopback 100 iMDu: 17683 -> 1514

Loopback100 ifSpeed: 100000 -> 4294967295
Loopback 100 ifHighSpesad: 0 -> BO0O

Loopback100 ilType: turnsa -> softwareloopback
Loopback100 typa: -> Cust

Loopback 100 descr: -> Memetic

Loopback100 notes: -» Loopback fake

16 rF s, »,o
Fa0/0, Fal/0, Fal /1, EX2/0, Et2/1, EX2/3, EX2/2, Et2/4, Et2/5, Et2/6, EX2/7, Fa3fo,
Fad/ 1, Nulld, Led, Lol0d

£ Recent Syslog
% 10 14:07:58 CLNS-3-BADPACKET : 1515: L2 CSNP, packet (64769) or wire

(113} length invald from c01.3979.001c (FastEthernet1/D)

CLNS-5-ADICHANGE : I1SIS: Adjacency to 0110,0000.0001

14/ 10 14:07:38
(FastEthernet1/0) Down, hold time expired
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Ports : 4078 | 1713 up S67 down 255 ignered 1508 shuldown )

A A OBSEEVJ-UM Devices: 75( 7iwp Odown 4ignored 4 disabled )

[ @ Overview A Devices 4 Services & Locations & Ports & Health & BGP Sessions J° System

. Ukthn.pbrol

i Tedehouse North, London, UK

@ Overview | g Graphs | @ Health | #/Ports | @@ VRFs | @ BGP | 5 Map | & Inventory || |5 Events | Ch Sysleg | Config | p Settngs

3. GigabitEthernet0/0/2 = T e = 367.37Mbps  IGhos Ethemet 0:23:4:a7:7a:2
Peerng: LINX 224 e, 5).55Mbps MTU 1500
105.66.224.180/23 o= 54.95Kpps

2007:798:4::2109: 1784 =+ 43.24Kpps

Graphs | ARP Table | Mac Accounting : Bits (Mini | Top10) | Packets (Mini)

A -

l ' ' . ' i l L9 W
]
Month W 1o 00 tode o0zo0 e mm oese wm e aam | 1opOutput
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W 195.66.224_ 153 |00:De:db:aB:57:09) - 5. Shbps 48, TTbps 3.51TB 1. TSMbps A4.5Trbps  194.0608

Year B 155.66.224 140 (00:19:67:abiec:cO) - 11.15Mbps &3 41Mbps 1.38TB 1.16+hps 5. 4&bps 156.578
B 155.66,224.45 (00181 74: 2=11b1cD) 11.E5¢bps Z1. TEMbps 698, S0CB 2. 10¢bps 3.8&bps  155.50@8
B 155.66,225.56 (00:1ficacaf i 7R BO) - 14, 17Mbps 29, Z%bps 1.15T@ 877, 28kbps 1.591Mops 75,2568
B 193,66,724.43 (00; 21;:00:30; J0; 020 - 10, 11Mbps 16, 55¢bps  662. 79D 4, hps p.2mbps 355,623
B 155, 66,224.249 (00:10:90: 29:88:c0) 9. 71Mbpe 70, S0Mbpe 2.04T8 727 4%k bpe A.gwtps B7.02G8
W 195.66.225. 100 (00 le:17:47:cd: 84) 9. CEMbpE 27.5EMbps 040 T4CB 19.54 bps 14.33 bps E497.38k8
B 155.66.224. 227 (00:12:12:3¢:e4:01) - 8. SEMbps 27.88Mhps 925 5508 461 . &Sk bps 1.31Mbps 45,0508
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Devices 1 17 ( 12 wp 3 down 2 ignored 2 disabled )
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. Clsco0.vm
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@ Overview | | Graphs | @ Health || @ Ports | e BGP | . Map | df Inventory | |5 Events | L3 Syslog Config | [ Setungs
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172.108.0.2/24 = 1pps

Graphs | ARP Table | Mac Accounting : Bets (Mini | Topl0) | Packets (Mini)
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Online Observium demo

Is available at:
http://demo.observium.org/
Workshop installation is at:
http://observium.ws.nsrc.org/
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