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Introduction

* Possibly the most used open source network
monitoring software

* Web interface for viewing status, browsing history,
scheduling downtime etc

* Sends out alerts via E-mail. Can be configured to use
other mechanisms, e.g. SMS
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Introduction

Nagios actively monitors the availability

*of Hosts (devices)

*and Services
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Nagios: General View

Tactical Monitoring Overview

Last Upeated: Thu Sep 3 15:37:08 COT 2009

Ugdaled every 90 seconds Service Check Execution Time: 0.01/4.07 /0.115 sec

Nagios® 3.0.2 - www.nagios org

Logged in as gusst Service Check Latency: 0.02/0.25/0.117 sec
Host Check Execution Time: 0.01/0.13/0.018 sec
Host Check Latency: 0.01/70.28 7/ 0.137 sec
# Active Host | Service Checks: 41/46

# Passive Host / Service Checks: 0/0

* Host Detall
* Hostgroup Overview
* Hostgroup Summary
* Hostgroup Grid
* Servicegroup Overview Network Health
* Servicegroup Summary -
* Servicegroup Grid Host Health: :
* Status Map .
* 3-D Status Map Service Health: [ ]
* Service Problems
* Unhandled

* Host Problems
* Unhandled 0 Unreachable

* Network Outages
Show Host:

Services
0 Critical 0 Pending

* Commaents
* Downtime

* Process Info
* Performance Info
* Scheduling Queue

Notifications Event Handlers

Reporting s | All Services Enablec All Servicas Enanled | 5 A1 Services Enabled | 8 | A8 Services Enabled | & | Al Senvices Enabiled

* Trends No Sarvicas Flapping All Hosts Enabled All Hosts Enabled & B All Hosts Enabled All Hosts Enabled
* Avallability | &l Al Hosts Enables & | 1

* Alert Histogram
* Alert History

* Alert Summary
* Notifications

* Event Log

* View Config
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Nagios

% Documentation

Monitoring

® Tactical Overview
C

® Hostgroup Overview
% Hostgroup Summary
% Hostgroup Grid

® Servicegroup Overview
% Servicegroup Summary

% Servicegroup Grid
& Status Map
#® 3-D Status Map

® Service Problems
® Unhandled

® Host Problems
# Unhandled

® Network Outages

Show Host:

% Comments
L

® Process Info
® Performance Info
® Scheduling Queue

* Trends

® Availability

® Alert Histogram
® Alert History

® Alert Summary
% Notifications

® Event Log

Configuration

& View Config
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Host Detalil View

Current Network Status

Last Updated: Thu Sep 3 14:55:18 CDT 2008
Updated every 50 seconds

Nagios® 3.0.2 - www.nagios.org

Logged in as guest

View Service Status Detail For All Host Groups
View Status Overview For All Host Groups
View Status Summary For All Host Groups
View Status Grid For All Host Groups

Host Status Totals

Service Status Totals
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Host Status Details For All Host Groups

DNS-ROOT Ofpve
ISP-DNS O
ISPRIR @ v

NOC-TLD1 O
NOC-TLD2 Ofwe
NOC-TLD3 O
NOC-TLD4 O
NOC-TLDS O
NOC-TLDS Ofpwe
NoC-TLDT O
NOC-TLDB O

NS1-TLD1 OQ\ up
NS-TLD? Ofpwe
NS1-TLD3 O
NS1TLD4 Ofpvwe
NS1-TLDS Oﬁ\ ue
NS1-TLDE OfRvwe
NS1-TLD7 Oﬁ\ ue
NS1-TLD8 OfRvwe
TLD1-RTR QiR ve
TLD2-RTR A ve

2009-09-03 14:51:41
2009-08-03 14:51:41
2009-09-03 14:51:51
2009-09-03 14:52:01
2009-09-03 14:52:01
2009-09-03 14:52:11
2009-09-03 14:52:21
2009-09-03 14:52:31
2009-09-03 14:52:31
2009-09-03 14:52:41
2009-09-03 14:52:51
2009-09-03 14:53:01
2009-09-03 14:53:01
2009-09-03 14:53:11
2009-09-03 14:53:21
2009-09-03 14:53:21
2009-09-03 14:53:31
2009-09-03 14:53:41
2009-09-03 14:53:51
2009-09-03 14:53:51

2009-08-03 14:54:01

43d 1h 7TmOs
16d 4h 11m 25s
43d 5h47m 40s
1d Oh 10m S6s
1d 22h 53m 46s
1d 22h 53m 38s
1d 22h 53m 38s
1d 22h 54m 6s
1d 22h 53m 56s
1d 22h 53m 56s
1d 22h 53m S56s
1d Oh 10m 286s
1d 22h 53m 56s
1d 22h 53m 386s
1d 22h 53m 38s
1d 22h 54m Bs
1d 22h 53m 38s
1d 22h 53m 46s
1d 22h 53m 36s
1d 22h 54m 6s

1d 22h 53m 4és

PING OK - Packet loss = 0%, RTA =033 ms
PING OK - Packet loss = 0%, RTA=0.29 ms
PING OK - Packet loss = 0%, RTA = 1.24 ms
PING OK - Packet loss = 0%, RTA = 4.02 ms
PING OK - Packet loss = 0%, RTA = 2.23 ms
PING OK - Packet loss = 0%, RTA = 2.62 ms
PING OK - Packet loss = 0%, RTA = 1.09 ms
PING OK - Packet loss = 0%, RTA =520 ms
PING OK - Packet loss = 0%, RTA = 10.49 ms
PING OK - Packet loss = 0%, RTA = 1.05 ms
PING OK - Packet loss = 0%, RTA = 1.00 ms
PING OK - Packet loss = 0%, RTA = 10.18 ms
PING OK - Packet loss = 0%, RTA = 506 ms
PING OK - Packet loss = 0%, RTA= 103 ms
PING OK - Packet loss = 0%, RTA= 115 ms
PING OK - Packet loss = 0%, RTA= 1.12 ms
PING OK - Packet loss = 0%, RTA = 1,06 ms
PING OK - Packet loss = 0%, RTA= 1.11 ms
PING OK - Packet loss = 0%, RTA=1.18 ms
PING OK - Packet loss = 0%, RTA= 222 ms

PING OK - Packet loss = 0%, RTA = 2.38 ms
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Service Detail View

Host Status Totals Service Status Totals

Nagios g:?p:::dmmmcmm mmmr" EMMMF
— provdios e g Jp|Down|Unreachable|Pending Uk)Wamning | Unknown|Gritical| Fending)
Nagios®3.0.2 - www.nagios.org F[ o[ o T ‘ B[ o [ o [ o

* Home i it snncd All Probl m
® Documentation %mm |

45
Monitoring Miew Host Status Detail For All Hosts
W e

L]
Service Status Details For All Hosts

o

® Host Detail
® Hostgroup Overview

® Hostgroup Grid

& Servicegroup Overview ons-root (7 ssH oK 2009-09-03 14:43:51 43d Oh 55m 195 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0}
® Servicegroup Summary
# Servicegroup Grid ispons (D) ssH oK 2008-09-03 14:41:21 16d 3h 57m 245 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntui (protocal 2.0)
® Status Map
¢ 3-D Status Map isPRIR @) ssH oK 2000-09-03 14:43:57 43d 5h 35m 138 1/4 SSH OK - Cisco-1.25 (protocol 2.0)
® Service Problems

& Unhandled NocTot (O ssH OK 2009-09-03 14:41:27 1d0h 1m 585 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0)
® Host Problems

¢ Unhandled nocTipz (O ssH OK 2009-09-03 14:44:04 1d 22h 44m 225 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0)
* Network Outages

Show Ho: NocTips (O ssH OK 2009-09-03 14:41:34 1d 22h 40m 585 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntul (protocol 2.0)

noc-Tios (D ssH oK 2009-09-03 14:44:10 1d 22h 44m 165 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntul (protocal 2.0)
& Comments NocTps (D ssH OK 2009-09-03 14:41:40 1d 22h 41m 465 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntui (protocal 2.0)
% Downtime
R — NocTioe (7 ssH oK 2009-09-03 14:44:17 1d 22h 44m 8s  1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0)
* Performance Info
© Scheduling Queue NocTor (O ssH OK 2009-09-03 14:41:47 1d 22h 41m 385 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntui (protocol 2.0)
Reporting nocTipe (O ssH oK 2009-09-03 14:44:23 1d 22h 44m 3s  1/4 8SH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0)
® Trends e =
® Availability NsiD1 (O ssH OK 2009-09-03 14:41:53 1d0h 1m 33s 14 SSH OK - OpenSSH_5.1p1 Debian-3ubuntul (protocal 2.0)
# Alert Histogram
& Alert History NS1-TLD2 0 S8H oK 2009-09-03 14:44:30 1d 22h 43m 565 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntul (protocel 2.0)
® Alert Summary
® Notifications ns1-Tp3 (O ssH OK 2008-09-03 14:42:00 1d 22h 41m 265 1/4 S5H OK - OpenSSH_5.1p1 Debian-3ubuntut (protocal 2.0)
& Event Log
Ns1D4 (D ssH OK 2009-09-03 14:44:36 1d 22h 43m 50s  1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocol 2.0)
Configuration
# View Config Ns1TLDs (D) ssH oK 2009-09-03 14:42:06 1d 22h 41m 205 1/4 SSH OK - OpenSSH_5.1p1 Debian-3ubuntut (protocel 2.0)
medmine ) cou s ARAR AM A A4 A4 AD 44 BY AT ATn A0A OO A Anom@EL E And Pinbing 91t 4 inebnant 2 M

0 | UNIVERSITY OF OREGON NSRC

Freden SR Fiielng ] Gotls



Features

Utilizes topology to determine dependencies.

— Differentiates between what is down vs. what is
unreachable. Avoids running unnecessary checks and
sending redundant alarms

Allows you to define how to send notifications based
on combinations of:

— Contacts and lists of contacts

— Devices and groups of devices

— Services and groups of services

— Defined hours by persons or groups.
— The state of a service.
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Plugins

Plugins are used to verify services and devices:

— Nagios architecture is simple enough that writing new plugins is
fairly easy in the language of your choice.

— There are many, many plugins available (thousands).
v http://exchange.nagios.org/

v’ http://nagiosplugins.org/ 1‘ J‘

- T

\ Nagios
EXCHANGE

—

o

Y v
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Pre-installed Plugins for Ubuntu

/usr/lib/nagios/plugins

800 2. nsrc@s1: ~ (ssh) e’
nsrc@sl:~% ls /usr/lib/nagios/plugins

check_apt check_disk check_hpijd check_jabber check_mysql check_ntp_time check_real check_ssh check_wave
check_breeze check_disk_smb check_http check_ldap check_mysql_qguery check_nwstat check_rpc check_ssmtp negate
check_by_ssh  check_dns check_icmp check_ldaps check_nagios check_oracle check_rta_multi check_swap urlize
check_clamd check_dummy check_ide_smart check_load check_nntp check_overcr check_sensors check_tcp utils.pm
check_cluster check_file_age check_ifoperstatus check_log check_nntps check_pgsql check_simap check_time utils.sh

check_dbi check_flexlm check_ifstatus check_mailq check_nt check_ping check_smtp check_udp
check_dhcp check_ftp check_imap check_mrtg check_ntp check_pop check_snmp check_ups
check_dig check_host check_ircd check_mrtgtraf check_ntp_peer check_procs check_spop check_users
nsrc@sl:~$ ||

/etc/nagios-plugins/config

®eno 2. nsrc@s1: ~ (ssh) i’
nsrc@sl:~%$ ls /etc/nagios-plugins/config/

apt.cfg disk-smb.cfg fping.cfg http.cfg mail.cfg netware.cfg pgsql.cfg real.cfg tcp_udp.cfg

breeze.cfg dns.cfg ftp.cfg ifstatus.cfg mailqg.cfg news.cfg ping.cfg rpc-nfs.cfg telnet.cfg

dhcp.cfg dummy . cfg games.cfg ldap.cfg mrtg.cfg nt.cfg procs.cfg snmp.cfg users.cfg

disk.cfg flexlm.cfg hppjd.cfg load.cfg mysql.cfg ntp.cfg radius.cfg ssh.cfg
nsrc@sl:~$ ||

0 | UNIVERSITY OF OREGON NSRC



How Checks Work

® Periodically Nagios calls a plugin to test the state of each
service. Possible responses are:

- OK

— WARNING

— CRITICAL

— UNKNOWN

® |f a service is not OK it goes into a “soft” error state. After a
number of retries (default 3) it goes into a “hard” error
state. At that point an alert is sent.

® You can also trigger external event handlers based on
these state transitions
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Demo of Nagios

http://noc.ws.nsrc.org/nagios3/

nagiosadmin: lab _password

UNIVERSITY OF OREGON

NSRC


http://noc.ws.nsrc.org/nagios3/

References

* Nagios web site
http://www.nagios.org/

* Nagios plugins site
http://www.nagiosplugins.org/
* Nagios System and Network Monitoring, by Wolfgang
Barth. Good book about Nagios.
* Unofficial Nagios plugin site
http://nagios.exchange.org/

* A Debian tutorial on Nagios
http://www.debianhelp.co.uk/nagios.htm

 Commercial Nagios support
http://www.nagios.com/
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Screen Shots

A few sample screen shots from a Nagios install.
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Current Network Status Host Status Totals Service Status Totals

i ._
! a g 10S Last Updated: Thu Sep 3 14:55:28 COT 2009 Up| { | Ok] | | |

Updated every 90 seconds
Nagios® 3.0.2 - wWw.agi0s.org [ o [ o | o ‘ M&[ o [ o [ o [ o
Logged in as guest
: Home : : ‘ | | |
Documentation View Service Status Detail For All Host Groups
Wiew Host Status Detail For All Host Groups | 0 | 41 | 0 | 46
Wiew Status Summary For All Host Groups
HOI‘IIL‘OHI‘IU Wiew Status Grid For All Host Groups G
% Tactical Overview
¢ Service Detail . .
* Host Detail ” Service Overview For All Host Groups
* Hostgroup Grid
® Servicegroup Overview : 2 ; . :
® Servicegroup Summary TRTI TLD1 Servers, Virtual Machines, Routers TRTI TLDZ Servers, Virtual Machines, Routers TRTI TLD3 Servers, Virtual Machines, Routers
® Servicegroup Grid (TLD1) (1LD2) (ILD3
6 3-D Status Map Status| | | Status| | | Status| |
B Saiis Pikiisia noc-TLD1 (7 |uP 10k |Q ﬁ.f\_ noc-TLo2 (7 [uP 10k |Q @.qu_ noc-Lp3 (7 [uP 10k |Q ﬁgf}.
& Unhandled
etk ns1-1ot (O |up 1ok QAR A Ns1-To2 (O [uP 1ok | QAR A ns11oa (O up 1ok | QBN
® Unhandled
Neapen oy O TLD1-RTR P 1ok QRN TLD2.RTR D [UP ok AR A TLD3RTR ) uP 1ok QPR
Show Host: RO (O |UP 10K | Q ﬁ;f& TR1LTLOZ (7 (UP ok | Q ﬁ:& TRTI-TLO3 (D [UP oK |Q ﬁf\.
TR TRTI TLD4 Servers, Virtual Machines, Routers TRTI TLDS Servers, Virtual Machines, Routers TRTI TLD6 Servers, Virtual Machines, Routers
e i (TLD4) (TLDS5) (TLDB)
S eoses e | Status| | | status| I | Status| |
:::::d""l'l'“'-‘;l"f" noc-TLD4 (1) |uP 10Kk |Q ﬁ\ﬁ- noc-TLos () [uP 1ok |Q @f\ noc-TLs () |uP 1ok |Q ﬁf\-
uling Queue
ns1-TLD4 (7 |UP 10k |(Q ﬁ\f}. Ns1-TLos () [uP 1ok |Q ﬂnfu}l ns1TLoe () [ue ok |Q ﬁf\.
Reporting
Y— TLD4RTR G P 1k QBN TLOSRTR () [P ok ABRA TLDGRTR ) (UP 1ok | QAPN
® Availabil
. A:.:H,:,‘;nm IRTITLDS (O [UP 1ok QB A TRTLTLDS (7 (UP wokm QA B A TRTL-TLDG () [UP 1ok (Q B/ A
& Alert History
& Alert Summary
¢ Notifications TRTI TLDY Servers, Virtual Machines, Routers TRTI TLD8 Servers, Virtual Machines, Routers TRTI Management Virtual Machines (VM-mgmt)
% Event Log
(TLD?) (1LDE) | Status| I
Configuration ‘ | | | ‘ | l | ONS-ROOT (ﬁ UP ik |Q ﬁ‘:&
® View Config noc-TLo7 () |UP | 10K |Cl i Wl ‘_NOC-TLDE C |UF' ‘ L ‘Q B 0 QR R
ISP-DNS uP 10K
|MR1.TII"§? (T |III'-' | 1 NK |O ﬂ F\ |NR‘1.T' NA fr“ |IID | 1 NK |D m R




Current Network Status Host Status Totals Service Status Totals

e .
u a g 10S Last Updated: Fri Sep 4 13:29:20 CDT 2009 Bl [ | okl [ | |

Updated every 90 seconds

Nagoed 302yt o Mo [ o [ o | B[ o [ o WM o
Logged in as guest

 Home | | | |

* Documentation View Service Status Detail For All Service Groups
View Statug Summary For All Service Groups | 0 | 4 | 1 | 54

View Service Status Grid For All Service Groups

® Tactical Overview

® Service Detail Service Overview For All Service

® Hostgroup Overview

® Hostgroup Summary
L]

ol e TLD Servers running Magios (NAGIOS) TLD Servers running SSH (SSH)
cegroup

® Status Map } | | ‘ ‘ ‘ |
g Ns1-TLD1 (O [uP 1ok QAN | Nstrot (O we 1ok QIR AN
% Service Problems

® Unhandled ns1-TLD2 (O P 1ok (QABA ns1-TLDz () [UP e QL 3 A
® Host Problems

® Unhandied ns1-TLos (O juP 1ok QRN Nstmos O ue 1k | QABRA
® Network Outages

S Ns1-TLD4 (D) [UP 1ok | QAHBA nst1-TLD4 (O P ok QB[

Ns1-TLDS () [UP 1ok QTP NL | Nstmos (O e x| QABRA

AR NS1-TLD6 (O UP oK (Q ﬁ‘dﬂn Ns1-TLDs () UP foK 1 | Q ﬁ\f}.
¢ Downtime NS1-TLD7 {" uP 10k |Q ﬁlf}. NS1-TLD? (‘ uP 1ok |Q ﬁ\f}.
::.ﬁ,m::'; Info ns1-TLD8 (O (P 10k (Q BN Ns1-TLD8 (O [UP ok QA BN

8 Scheduling Queue

® Trends

¢ Availability

® Alert Histogram
® Alert History

* Alert Summary
8 Notifications

® Event Log

Configuration

® View Config
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More Sample Screenshots

Network: | Enterprise | Support | Library | | Exchange | Community | [+]

Nagios’

About Download

Home | About | Screenshots

Nagios Screenshots
| Print | E-mail

i el Many more sample Nagios
pem— = screenshots available here:

http://www.nagios.org/about/screenshots

= = == =
Circular Status Map Balloon Status Map Tree Status Map Commen ts
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