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● Possibly the most used open source network 
monitoring software

● Web interface for viewing status, browsing history, 
scheduling downtime etc

● Sends out alerts via E-mail. Can be configured to use 
other mechanisms, e.g. SMS

Introduction



Nagios actively monitors the availability

•of Hosts (devices)

•and Services 

Introduction



Nagios: General View



Host Detail View



Service Detail View



Utilizes topology to determine dependencies.
 Differentiates between what is down vs. what is 

unreachable. Avoids running unnecessary checks and 
sending redundant alarms

Allows you to define how to send notifications based 
on combinations of:
 Contacts and lists of contacts
 Devices and groups of devices
 Services and groups of services
 Defined hours by persons or groups.
 The state of a service.

Features



Plugins are used to verify services and devices:
 Nagios architecture is simple enough that writing new plugins is 

fairly easy in the language of your choice.
 There are many, many plugins available (thousands).

http://exchange.nagios.org/

http://nagiosplugins.org/

Plugins



/usr/lib/nagios/plugins

/etc/nagios-plugins/config

Pre-installed Plugins for Ubuntu



 Periodically Nagios calls a plugin to test the state of each 
service. Possible responses are:

 OK

 WARNING

 CRITICAL

 UNKNOWN

 If a service is not OK it goes into a “soft” error state. After a 
number of retries (default 3) it goes into a “hard” error 
state. At that point an alert is sent.

 You can also trigger external event handlers based on 
these state transitions 

How Checks Work



Network Viewpoint



Demo of Nagios

http://noc.ws.nsrc.org/nagios3/

nagiosadmin: lab_password

http://noc.ws.nsrc.org/nagios3/


• Nagios web site
http://www.nagios.org/

• Nagios plugins site
http://www.nagiosplugins.org/ 

• Nagios System and Network Monitoring, by Wolfgang 
Barth. Good book about Nagios.

• Unofficial Nagios plugin site
http://nagios.exchange.org/

• A Debian tutorial on Nagios
http://www.debianhelp.co.uk/nagios.htm

• Commercial Nagios support
http://www.nagios.com/
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A few sample screen shots from a Nagios install.

Screen Shots









Many more sample Nagios 
screenshots available here:

http://www.nagios.org/about/screenshots

More Sample Screenshots


