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» System

@@

Status: Dashboard

» Firewall  » Services

Name pfSense.localdomain
Version 2.2-RELEASE (i386)
built on Thu Jan 22 14:04:25 CST 2015
FreeBSD 10.1-RELEASE-p4
You are on the latest version.
Platform pfSense
CPU Type QEMU Virtual CPU version 1.1.2
Uptime 1 Day 09 Hours 51 Minutes 35 Seconds
Current et
Jtime Mon Feb 23 0:48:37 UTC 2015
DNS 127.0.0.1
server(s) 8.8.8.8
Lol Sun Feb 22 8:21:22 UTC 2015
change
Statetable 5y, (9347000)
Show states
MBUFUsage 5o <) 06584)
Load average 0.06, 0.03, 0.00
CPU usage 0%
Memory
usage 11% of 479 MB
SWAPusage 0 o 1024 MB
Disk usage / (ufs): 5% of 6.8G

fvar/run (ufs in RAM): 3% of 3.4M

» Status  » Diagnostics

I wAN

» Gold » Help

1t

Sense

1000baseT <full-duplex>

nenVPN Server

» Interfaces

@

202.214.87.151

pfSense is © 2004 - 2015 by Electric Sheep Fencing LLC. All Rights Reserved. [view license]
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VPN Server

OpenVPN: Server

PO e | cten spactc ovrrides | Wizarde | Glant Exprt | share Koy Export

Disabled W’ Tunnel Network Description

Additional OpenVPN servers can be added here.
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Configuration!

General information
Disabled

Disable this server
Set this option to disable this server without removing it from the list.

Server Mode Remote Access { SSL/TLS } | T
Protocol wr B
Device Mode tun o
Interface WAN | T
Local port \ 443
e \,Worshop OpenVPN
You may enter a description here for your reference (not parsed).
Cryptographic Settings
TLS Authentication 2 Enable authentication of TLS packets.
+
¥ 2048 bi
Paste your shared key here. :
Peer Certificate Authority OpenVPN Client CA &)
Peer Certificate No Certificate Revocation Lists (CRLs) defined.
Revocation List Create one under System > Cert Manager.
Server Certificate Bogus OpenVPN {CA: OpenVPN Client CA} *In Use i)

DH Parameters Length
Encryption algorithm

Auth Digest Algorithm

Hardware Crypto

Certificate Depth

2048 |4 bits

BF-CBC (128-bit) | T )

SHAT1 (180-0it) %]
NOTE: Leave this set to SHA1 unless all dients are set to match. SHA1 is the default for OpenVPN.

No Hardware Crypto Acceleration B

Two (Client+Intermediate~Server) | T}

When a certificate-based client logs in, do not accept certificates below this depth. Useful for denying certificates
made with intermediate CAs generated from the same CA as the server.

Tunnel Settings

IPv4 Tunnel Network

IPv6 Tunnel Network

Redirect Gateway

Concurrent connections.

Compression

Type-of-Service

Inter-client communication

\,10.0.1.0/24

This is the IPv4 virtual network used for private communications between this server and client hosts expressed using
CIDR (eg. 10.0.8.0/24). The first network address will be assigned to the server virtual interface. The remaining network
addresses can optionally be assigned to connecting clients. (see Address Pool)

[

This is the IPv6 virtual network used for private communications between this server and client hosts expressed using
CIDR (eg. feB0::/64). The first network address will be assigned to the server virtual interface. The remaining network
addresses can optionally be assigned to connecting clients. (see Address Pool)

4 Force all client generated traffic through the tunnel.
N\
Specify the maximum number of clients allowed to concurrently connect to this server.
No Preference 2]

Compress tunnel packets using the LZO algorithm. Adaptive ct ion will i disable compression for 2 period
of time if OpenVPN detects that the data in the packets is not being compressed efficiently.

Set the TOS IP header value of tunnel packets to match the encapsulated packet value.
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Select a Client

http://psg.com/1.html
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OpenVPN Clients for
Various Platforms

OpenVPN Community Client - Binaries for Windows,
Source for other platforms.

OpenVPN For Android - Recommended client for Android
FEAT VPN For Android - For older versions of Android

OpenVPN Connect: Android (Google Play) or 10S (App
Store) - Recommended client for 10S

Viscosity - Recommended GUI client for Mac 0OSX $$

Tunnelblick - Free client for 0SX
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Download Installer

&
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Run Installer

=l e =)

Choose Components
n P E N Choose which features of OpenVPN 2.3.6-1601 you want to
install.

{ OpenVPN 23.6-1601 Setup

Select the components to installfuparade. Stop any OpenVPN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: OpenVPN User-Space Components A
-[] OpenVPN Service b
- [V] TAP Virtual Ethernet Adapter =
-[] OpenVPN GUI
-[] OpenVPN File Assodiations
--[] OpenssL Utilities b
P - smasmme o s s ms «m s s
Description
Space required: 4.1MB Position your mouse over a component ko see its
description,
Mullsoft Install System v2,46-101
[ < Back Next > [ Cancel |
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AsAdmin

Open
Troubleshoot compatibility

Open file location

Run as administrator
Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to

Cut

Copy
Create shortcut
Delete

Rename

Properties

So Client Can Install Routes

Creative Commons: Attribution-NonCommercial-ShareAlike



Open GUI (invisible)

You Can Delete Installer



Ask For Credentials

- Write: OpenVPN Credentials ‘illé]

File Edit View Options Tools Help
'Send | « Spelling ~ @ Attach ~ aSecurity e ESave =

From: Randy Bush <randy@psg.com>randy@ran.psg.com W

N To: | & RandyBush <randy@psg.com>

Subject: QpenVPN Credentials

May I please have OpenVPN credentials for

Windows 7 (or whatever you have)
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Save Credentials

Errnt ke 4 Reply = Forward Archive. @ Junk @ Delete
Subject Re: OpenVPN Credentials 21:39
To Me Other Actions ~
b @1 attachment: pfSense-udp-443-Bogus-OpenVPN-install.exe 1.9 IME ‘ . Save‘ v
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Execute Credentia
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Install Credentials
=

pfSense-ud...

O OpenVPN Cenfiguration Setup

oo e

Welcome to OpenVPN installer.

This wizard will guide you through the installation of the
OpenVPN dient and configuration.

This wil automaticaly install the configuration files needed for
your connection. And if needed install the required DotNet2
framework.
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Connect

Connect

Disconnect

Show Status

View Log
Edit Config

Change Password

Settings...
Exit
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Connecting

@ OpenVPN Connection (pfSens&udp—MB Bogus-OpenVPN-config) |~‘_—_.~.|~E|- &]
Cument State: Connecting

Sat Feb 21 22:08:01 2015 OpenVPN 2.3.6 x86_64-w64-mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [IPv6] built
Sat Feb 21 22:08:01 2015 library versions: OpenSSL 1.0.1j 15 Oct 2014, LZO 2.08

Sat Feb 21 22:08:02 2015 Control Channel Authentication: using pf Sense-udp-443-Bogus-OpenVPN4ls key' as
Sat Feb 21 22:08:02 2015 UDPv4 link local (bound): [undef]

Sat Feb 21 22:08:02 2015 UDPv4 link remote: [AF_INET]202.214.87.151:443

Sat Feb 21 22:08:02 2015 [Bogus OpenVPN] Peer Connection Initiated with [AF_INET]202.214.87.151:443
Sat Feb 21 22:08:04 2015 do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipv6_setup=0

Sat Feb 21 22:08:04 2015 open_tun, tt->ipv6=0

Sat Feb 21 22:08:04 2015 TAP-WIN32 device [Local Area Connection 2] opened: \\.\Global\{89E14495-F53E
Sat Feb 21 22:08:04 2015 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.0.0.6/255.255.255.2%
lSat Feb 21 22:08:04 2015 Successful ARP Flush on interface [23] {89E14495-F53E-45A4-A155-C283286674D
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You're Connected!

1dows 7 x64

© pfSense-udp-443-Bogus-OpenVPN-config is now connected. * *
Assigned IP: 10.0.0.6
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Try It - Browse

Edit View History Bookmarks Tools Hel
ijew History Bookmarks Tools Hel

. - e - S = (=] :]
psg.com guest system x +
D~ & psg.com c Search ¥y /f 8 4 - O =

~

psg.com guest system

m

SUPPOSED
TO BE AN

INSTRUCTION

MANUAL

APAC

Information about this invited-access system.

PGP signed SSH keys of well-known community hosts.

The RGnet/PSGnet root CA certificate, which you can click and 'execute' to cause your browser to automatically trust all certificates signed by the RGnet/PSGnet root
CA. And here is a PGP signed copv of the cert and SHA1 and MDS3 hashes of it which you can download to verify the certificate manually should you so wish.

Some mailing lists are archived on this system.
Local users' home pages:

e Ayitey Bulley

e Adrian Miranda

e Andy Linton

e Vadim Antonov v
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But How Do You
Know It Works?

Is your traffic encrypted?

The WireShark lab will teach you
how to look at the packets
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