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Internet Explorer

Long History of Vulnerabilities
First Target because of Popularity

* Microsoft is Not Always Concerned

with Your Privacy
Closed Source, No One Inspects it

*Does SandBoxing, so Reasonably Safe
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I Use Chrome

Process Isolation per Tab, so scales well

Eoy x €& MRTC NFSEN % 500 Ir N Nagio: x Vs R 7 Viewv( x FlyByh x Randy %  Gintern
&« \
S )The New ' %  WPhttp://ww % [ TheJapan x  [world nev EZinternatio %  EM|Talking Pc x Daily Kos % AJE - Al J2
1 €
i N 7 | Second L 4 second Lif x Linden Sci % [Jstreaming x = LN Land s x  [JGoogle C2 x = { Espresso
|
Gen | iGoogle x B3 Google Voice - Inbox * ' §)Google Translate x [mixi]

He
D¢

»0qE

Cun +Randy Search Images Maps Play YouTube News Gmail Documents Calendar More -

GO 8 B united Airlines - Signin ~ x & SeatGuru Seat Map United # % (N Currency Converter | OAND. Wanderlust -- Yet Another
ey x| @reyn x| [reyr % royr x| ARGr x| dlAge x | AMBGF x | AMRPK x | dfdoc X | [JRPK x | i#35 x | A Wiki X
Translate 1 b2 € ror 2 a2 . g = 2o 2 o

>
S
Q.

1 € Kimono FleaMa: %  (Q)ICSI Netalyzr — + % @ Quantity Expres: % I Orson Scott Carc % % The Daily Dose « * When the Cure

| S¢ Japanese | MS

1 N

| o + B hup:/v x| W @0)quz x Ty, (AINTEC x @ QuickBo x @ QuickBo x | MWBUncle B x | [EINatoirS x | fff 2LDKRe x  48)Orcharc

| | € c www.imdb.com/title/tt1588895/ ) 00@ =
<

[ o

| I o o

Al
! I News - Trallers - Community - IMDbPro - Apps - Your Watchlisi
( Uncle Boonmee Who Can SEE RANK ke | B3 1681 people like this. Sign Up to see

! Recall His Past Lives (2010) Rl

Loong Boonmee raleuk chat (original title)
114 min - Drama | Fantasy - 1 September 2010 (Belgium

Your rating: g Quick Links:

overview 3
6.6~ Ratings: 6.6/10 from 4,835 users Metascore: 87/100

Reviews: 47 user | 191 critic | 21 from Metacritic.com
Related News

On his deathbed, Uncle Boonmee, recalls his many past S S
Interview: Apichatpong
Tum off ins{

lives Weerasethakul Wants To Work With
2 Chiara Mastroianni & Joan Allen
Director: Apichatpong Weerasethakul e 1T S PO T e
Writers: Phra Sripariyattiweti ,
Apichatpong Weerasethakul ‘Uncle Boonme' Director Apichatpong
Stars: Thanapat Saisaymar, Jenjira Pongpas and Sakda Weerasethakul Lining Up 'Mekong
Kaewbuadee | See full cast and crew Hotel’; Tilda Swinton To Star?
16 February 2011 7:08 AM, PST | The
Playlist

+ Watchlist | ~ Watch Trailer Share...

Too Great Expectations: Uncle
Boonmee Who Can Recall His Past
aman  Watch now a Own it Lives
$0.00 with Prime Instant Video Buy it at Amazon.com 17 January 2011 10:36 AM, PST | The

Moying A Journal

But I Worry About Leaking Data to Google
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I Recommend FireFox

Free and Open Source (i.e. inspected)

Standards Compliant, no Proprietary
Tricks to Lock You In

Popular, so has Rich Extension Catalog

Runs on All Significant Platforms
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Do Not Let Browser
Remember Passwords

‘Lose Laptop and Lose your Bank Account
*Password Database Encryption is Weak

*Use 1Password Instead
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Prefs - Content

Content

® BN g Q@ %

Applications Privacy Security Sync  Advanced

J B

General Tabs | Content
W Block pop-up windows Exceptions...
W Load images automatically Exceptions...
¥ Enable JavaScript Only if you use NQSCr-ipﬂ Advanced...
‘Fonts & Colors |
Default font: Times Size: 16 Advanced...
Colors...
‘Languages |
Choose...

Choose your preferred language for displaying pages

Help
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Privacy

Mg Q@ %

| Privacy Security Sync  Advanced

Jd B @& B

General Tabs Content Applications

‘Tracking |

W Tell websites | do not want to be tracked New Fea'l'ur'e

History |

Firefox will: Remember history

Firefox will remember your browsing, download, form and search history, and keep
cookies from websites you visit.

You may want to clear your recent history , or remove individual cookies .

Location Bar |

When using the location bar, suggest: History and Bookmarks

Help
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Security

d =0 8

General Tabs Content Applications Privacy

¢ Q %

| Security  Sync  Advanced

W" Warn me when sites try to install add-ons Exceptions...

V" Block reported attack sites

¥ Block reported web forgeries

Passwords |

[T Remember passwords for sites

[T Use a master password

Saved Passwords...

Help
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Plug-Ins

@ 1Password 4.0.1 Password and identity manager for Mac, Windows, iOS and Android. _,) X ﬁ
@ Adblock Plus 2.4.1 Ads were yesterday! J XX
D. Disconnect 3.11.0 Make the web faster, more private, and more secure. ) X ﬁ

@ FoxClocks 3.4.14 FoxClocks shows times around the world - or just your local time - at the bottom of your browser. It deals with daylight saving time so yo... ) }'\ﬁ X ﬁ
(.S GoogleSharing 0.22 Google Sharing XX

'ﬁ‘ HTTPS-Everywhere 3.4.5 Encrypt the Web! Automatically use HTTPS security on many sites. _) % 4 ﬁ
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+4 1Password

‘ =1 M= & | (Qrgnet
¥ VAULT Search: m Selected Section |m Save |+
(2] Logins | Title A y
Accounts ¢ nagios.rg.net ™ ne /4
& Identities ¢ hagios.rg.net
| Secure Notes & nfsen.rg.net 4 i
% Software < rg.net
. 6 Wallet &  rg.net (nagios access) Username randy '
Password SHSiNpaahar .
¥ FOLDERS ¢ rg.net (nfsen web pages) <
All 3
e ¢ rg.net (rgnet secured area) @ High (Master Password)
\ PP ¢ rg.net (rgnet secured area) (2)
(& comcas . v Al Fields
(] lastpass ¢ srv0.iad.rg.net
; randy
> TAGS f | srv0.lad.rg.net sushi;eater
¢ vml.sea.rg.net
> SYNC
fﬁ Trash : od Mar 19 20
sated ar 19, 20
L ll ] | # Edit
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1Password

*Runs on Most Platforms

Plug-Ins for Most Browsers

*Passwords, Credit Cards, Addresses, ..

*Keep DataBase in DropBox and you

Have Data on Phone, Laptop, Tablet, ..

It Does Cost Money ®
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AddBlock Plus
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Disconnect - Who Tracks
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4-2-4 Browsing

isconnect Blocks Too

@) & X W& Wikipedia (en) Q =) @ 3 (Lo

: N —
JPULAR | U.S. Edition ¥ Do Not Track Plus How DNT+ works [ X

Ehe NewJork Tl

Saturday, November 17, 2012 12

2 ad networks tracking you: 2 blocked -}'J

5 companies tracking you:

In Control! Your all-time total is:
176 blocked

Abine.com | the online privacy company

(*) | How DNT+ works | Settings | Say hello

Special Offer For Be Safe on Public Support DNT+:
DNT+ Users WIFI Review Us!

COMMON SENSE

TS L AMIN
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NoScript - JavaScript
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Allow | Block From Site = Temp

') global.nytimes.com &7
ODAY’'S PAPER ‘ VIDEO ‘ MOST POPULAR ‘ Global @ Multi-Select Sites bel
nyt.com (?)
Eho Allow Block From Site  Temp
brightcove.com (?)
Search Friday, N ;w.'ao Allow B|OCk From SIte Temp sto
, nytimes.com (?)
As Battlefield O Allow Block From Site  Temp
Changes, Israel e .
Takes Tougher googleapis.com (7]
Approach Allow Block From Site  Temp
By ETHAN BRONNER 9:34 PMET
TEL AVIV — Israel krxd.net (?)
acknowledges that its
dangerous world is growing Allow Block From Site Temp
more dangerous. For the
country and most of its people, googlesyndication.com (?)
that means not concessions 'SI A
but toughness in pursuit of Allow | Block From Site Temp
deterrence. 166.
Mistaken Lull, scorecardresearch.com (?) 125.
ls)lglt)llxeifg:zl;d’ THE SATURDAY PIO Allow | Block From Site Temp P
By JODI RUDOREN and FARES A Star m Ch E
AKRAM By ANDREW JACOi chartbeat.com (?) 6?
=
O |
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HTTPS Everywhere

*If a Site has HTTP and HTTPS, it
Forces Use of HTTPS

I.e. You get Authentication of Site

*Your Traffic is Encrypted
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Let's Install & Configure

*https://mozilla.org/firefox/
or IE or Safari if you insist

* Configure for Privacy
*https://disconnect.me/
*https://agilebits.com/onepassword
*http://noscript.net/
*https://adblockplus.org/
*https://www.eff.org/https-everywhere
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