




Brief Overview of 
Internet Identifiers

3





Find Your MAC address 
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Operating System Method

Windows Devices Open cmd.exe, type getmac

Open BSD on Mac OS X
and Linux

Launch Terminal, type ifconfig
look for “ether xx:xx:xx:xx:xx”

iPhone Settings -> General -> About 
then scroll to WiFi Address

Android Settings -> About Tablet -> Status
then scroll to Wi-Fi MAC address



How to connect to an IP network
• Every device that connects to an IP network

must have an Internet Protocol (IP) address

• Two classes of IP addresses
– Class A or IP version 4 addresses are typically

represented as dotted decimal numbers, e.g.
192.168.2.1

– Class AAAA or IP version 6 addresses are ugly
hexadecimal things with “:” as separators, e.g.,
fe80::226:bbff:fe11:5b32
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Find Your Local IP configuration 
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Operating System Method

Windows Devices Open cmd.exe, type ipconfig

Open BSD on Mac OS X
and Linux

Launch Terminal, type ifconfig

iPhone Settings -> WiFi, 
then touch wireless network ID

Android Settings -> About Tablet -> Status
then scroll to Wi-Fi MAC address

Find Your Global IP Address?
• Google “what is my IP?
• Visit http://whatismyip.com





Brief Overview of 
the DNS
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What is the Domain Name System?

A distributed database primarily used to obtain the
 

IP address, a number, e.g.,
192.168.23.1 or fe80::226:bbff:fe11:5b32

that is associated with a 

user-friendly name (www.example.com)

Why do we need a DNS?
 It’s hard to remember lots of four decimal numbers

and it’s impossibly hard to remember hexadecimal ones
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Elements of the DNS

• Authoritative Name Servers host zone data
– The set of “DNS data” that the registrant publishes

• Recursive Name Resolvers (“resolvers”)
– Systems that find answers to queries for DNS data

• Caching resolvers
– Recursive resolvers that not only find answers but also

store answers locally for “TTL” period of time 

• Client or “stub” resolvers
– Software in applications, mobile apps or operating

systems that query the DNS and process responses
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Name Resolution Process
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Relevance to Investigators

Abuse investigations typically involve collection of
most/all of these identifiers

• Domain Names

• Name Servers

• IP networks and addresses

• Autonomous Systems

• Registration data
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Defining Badness 
in the DNS
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Abuses of other peoples’ Domains & DNS
• Criminal hosting infrastructure

• Domain, NS, or MX Hijacking

• Hacktivism (e.g., defacement)

• Tunneling/Beaconing for covert comms

• Attack obfuscation

• Host file modification (infected devices)

• Changing default resolvers (DNSChanger)

• Poisoning (resolver/ISP)

• Traffic diversion 

• MITM attacks (insertion, capture)
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How criminals acquire DNS resources

• Purchase using stolen credit cards,
compromised accounts

• Exploit “free” services

• Leverage bullet-proof or grey hat
hosting/domain providers

• Hack and exploit legitimate hosts 

• Phish account credentials and use
to register/configure new

29



Is this an Abuse
(Malicious) Domain or A

Misused Domain?
Not always easy to differentiate
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• Criminals Use Obfuscation
• Redirection: hacked sites use URL shorteners
• Recursion: Shortened URLs are shortened 
• One-time use URLs
• Add subdomains to zone at a hacked DNS server
• Country- or script-specific content
• Privacy-protected domain registrations or bogus Whois

• Criminals use ACLs
• Prevent registrars, Google, LE, investigators from seeing sites

• “Criminal” behaviors can emulate legitimate behavior
• EXAMPLE: Fast flux versus adaptive networking (e.g., CDNs)

Not always easy to identify badness
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Collecting Evidence of Abuse/Misuse

• Domain names

• Name servers, resolvers

• DNS zone data

• DNS traffic

• Name registration data

• Registry, Registrar

• Registrar

• Host IP addresses

• IP networks

• Address registration data

• Autonomous systems

• Service providers

• Hosting providers

• Hosted content

R e p u t a t i o n



If you’re going to seize
the domain…

The right documentation makes a
big difference

37







Questions to consider when 
preparing an order: context
• Who is making the request? 

– Plaintiff, defendant, court of record

– Who are the primary points of contact?

– Can registry/registrar readily verify the request?

• What kind of request is this? 
– Court order or 3rd party request for action?

• What is the expected response time? 
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Questions to consider when 
preparing an order: Registration
• Is there a desire to obtain records?

• Is the domain name to be transferred to a different
sponsoring registrar?

• Are you transferring the registration? To whom?

• What status should the registry set for the domain?

– E.g., prevent transfer, update, or delete?

• What should WHOIS for the domain name display?
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Questions to consider when 
preparing an order: DNS operations
• How should DNS respond to queries for seized

domains?
– Is name resolution service (DNS) to be

suspended?

– Is redirection to a text of notice page required?

– Is redirection of Internet hosting required? 

• Who will operate DNS for seized domains?
• Is the party that provides name resolution service (DNS) to

be changed? 
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What should you consider to minimize collateral
harm?

Examples of questions to ask before you file:

• Will your action disrupt
– Name service for other (reputable) domains?

– Hosting services for parties other than those named in your order?

• What services other than web are affected by your action on
the domain name?

• What do you expect as the “long term disposition” of the
domain name?

• Could your actions interfere with other active investigations,
monitoring, surveillance… ?
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Tools for Investigating
Badness

DNS… domain registrations…
name servers… hosting…

content… reputation.
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• Many tools to help you you identify the
abused or malicious resource
– Domain names, host names, IP addresses, ASNs

– Hosting location (web, DNS, mail) or origin

– Content (URL, file, email, attachment)

• Many tools to identify whom to contact or
report the resource
– Databases of domain registrants, operators, ISPs

– Block list and analysis sites and data providers

Tools for Investigators







• dig (Linux, BSD, MacOS), nslookup (Win), host
http://support.microsoft.com/kb/200525

https://library.linode.com/linux-tools/common-commands/dig

• Domain Dossier
http://centralops.net/co/DomainDossier.aspx

• Robtex
http://www.robtex.com/dns/

• Passive DNS
http://www.bfk.de/bfk_dnslogger.html

Tools for Investigating DNS
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• Basics:

– Monitor DNS queries & responses (near recursive servers)

– Put all of these data in a database

– Query database to extract behavior

• PDNS shows query and response traffic

– DNS records clients are asking to resolve

– Responses resolvers receives back from authoritative servers

• Best results at big ISPs

– Physical network location with visibility

– Filter down to just the DNS queries/responses

Passive DNS Replication (PDNS)



Queryable PDNS Collections

• BFK 
– http://www.bfk.de/bfk_dnslogger.html

• SIE (ISC)

• DNSParse (Bojan) 
– http://dnsparse.insec.auckland.ac.nz/dns/

• DNSDB
– https://www.dnsdb.info/

• GitHub
–  https://github.com/chrislee35/passivedns-client







• RIR IP Whois
– ARIN, RIPE, APNIC, , AfriNIC, LACNIC

• Shadowserver Whois
– http://www.shadowserver.org/wiki/pmwiki.php/S

ervices/IP-BGP 

• Robtex.com

• Sameip.net

• DNSSTuff
http://www.dnsstuff.com

Tools for Investigating IP Addresses





http://dnsparse.insec.auckland.ac.nz/dns/
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Spamhaus 

SURBL 

ZeusTracker

Team Cymru

Alexa

Clean MX

CBL

Stopbadware

Google

VirusTotal

Anubis

ThreatExpert

URLquery

SiteVet

Wepawet

MalwareTracker

Tools for Investigating Reputation

Reputation services, Block lists, Malware Analysis 



Reputation Services

• Organizations that
classify 
– IP address allocations, 

– Domain names, 

– hosting providers, 

– ISPs, 

– mail operators

• As legitimate or
malicious using a
scoring system

• URLQuery.net

• sitevet.com

• HOSTexploit.com

• Spamhaus.org

• SenderScore.org

• ProjectHoneypot.org

• MalwareDomainList















I’ve got what I think is malware 
– How do I figure out if it’s a malware?
– How do I figure out if it’s controlled via a domain or host?

• Malware analysis methodologies include:
– Grab a sample: fingerprint files, dissect, disassemble…
– Run wireshark to capture traffic
– Catalog the IPs and ASNs of hosts exchanging traffic 

with my botted machine
– Passively map DNS
– Share what I find with other skilled white hats

• Consider using publicly available tools

Tracking down malware domains
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See Practical Malware Analysis by Chris Kendall & Chad McMillian:
http://www.blackhat.com/presentations/bh-dc-07/Kendall_McMillan/Presentation/bh-dc-07-Kendall_McMillan.pdf



Analyzing Malicious Documents
• Locate potentially malicious embedded code, such as

shellcode, VBA macros, or JavaScript.

• Execute in a sandbox for analysis.

• Extract suspicious code segments from the file.

• If relevant, disassemble and/or debug shellcode.

• If relevant, deobfuscate and examine JavaScript,
ActionScript, or VB macro code.

• Understand next steps in the infection chain.

From http://zeltser.com/reverse-malware/analyzing-malicious-documents.html - Lenny Zeltser



Tools for analyzing MS Office files
• OfficeMalScanner: 

• locates shellcode, VBA macros in MS Office files 
http://www.reconstructer.org/code/OfficeMalScanner.zip 

• MalHost-Setup (Part of OfficeMalScanner) 

• extracts shellcode from a given offset in an MS Office file and embeds it

an EXE file for further analysis. Offvis 
• shows raw contents and structure of an MS Office file, and identifies

some common exploits http://go.microsoft.com/fwlink/?LinkId=158791 

• Hachoir-urwid 
• Navigate structure of binary Office files,view stream contents 

https://bitbucket.org/haypo/hachoir/wiki/hachoir-urwid 

From http://zeltser.com/reverse-malware/analyzing-malicious-documents.html - Lenny Zeltser



Tools for analyzing MS Office files
• Office Binary Translator 

• converts DOC, PPT, and XLS files into Open XML files (includes BiffView
tool) - http://b2xtranslator.sourceforge.net/ 

• Document Analyzer (http://documentanalyzer.net)
• Launch suspicious office, pdf files in sandbox for inspection, analysis

• FileHex (not free - http://www.heaventools.com/ ) and
FileInsight (http://vil.nai.com/vil/averttools.aspx ) 
• hex editors tpparse and edit OLE structures.

• MalwareTracker PDF examiner
• https://www.malwaretracker.com/pdf.php

From http://zeltser.com/reverse-malware/analyzing-malicious-documents.html - Lenny Zeltser



• Upload malware sample or URL

• Various kinds of analyses:
– Static, Behavioral, Network

– Composition, dropped files

• virustotal – http://www.virustotal.com

• wepawet – http://wepawet.iseclab.org

• Anubis – http://anubis.iseclab.org

• Malwr  - https://malwr.com

Web-Based Malware analysis





http://zeltser.com/reverse-malware/analyzing-malicious-documents.html
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• You may not want to visit a suspicious site using a browser

• If you want to see HTTP responses but don’t trust to execute use

– cURL 
• http://curl.haxx.se/docs/manpage.html

• http://www.thegeekstuff.com/2012/04/curl-examples/

• Want to curl Gmail for new email? curl -u username --silent

"https://mail.google.com/mail/feed/atom" | perl -ne 'print "\t" if /<name>/; print "$2\n" if /<(title|
name)>(.*)<\/\1>/;'

– Wget
• http://www.gnu.org/software/wget/

• http://gnuwin32.sourceforge.net/packages/wget.htm

– Capture traffic with LAN traffic analyzers (wireshark)

• Want to see a site that’s no longer online? 
– try Wayback Machine at http://archive.org

Investigating web sites or pages

http://b2xtranslator.sourceforge.net/
http://documentanalyzer.net/
http://www.heaventools.com/
http://vil.nai.com/vil/averttools.aspx
http://zeltser.com/reverse-malware/analyzing-malicious-documents.html
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http://wepawet.iseclab.org/
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• Bad guys are getting smarter
– Block IPs of known investigators

– One-time use for IPs/URLs

• Turn to tools used by them as well
– TOR https://www.torproject.org/

– Hidemyass http://hidemyass.com/

– Browser add-ons for proxies (random, pick
location/country)

– User agent changes (can do with cURL as well)

Anonymizers and proxies





























Gather Intel on that IP
inetnum:      122.224.6.0 - 122.224.6.255
netname:      NINBO-LANZHONG-LTD
country:      CN
descr:        Ninbo Lanzhong Network Ltd
descr:
admin-c:      TD209-AP
tech-c:       CS64-AP
status:       ASSIGNED NON-PORTABLE
changed:      auto-dbm@dcb.hz.zj.cn 20100105
mnt-by:       MAINT-CN-CHINANET-ZJ-SX
source:       APNIC

role:         CHINANET-ZJ Shaoxing
address:      No.9 Sima Road,Shaoxing,Zhejiang.312000
country:      CN
phone:        +86-575-5136199
fax-no:       +86-575-5114449
e-mail:       anti-spam@mail.sxptt.zj.cn
trouble:      send spam reports to anti-spam@mail.sxptt.zj.cn
Trouble:and abuse reports to anti-spam@mail.sxptt.zj.cn
admin-c:    CH109-AP
tech-c:     CH109-AP
nic-hdl:    CS64-AP
mnt-by:     MAINT-CHINANET-ZJ
Changed:    master@dcb.hz.zj.cn 20031204
source:     APNIC

person:     Taichun Du
nic-hdl:    TD209-AP
e-mail:     anti-spam@mail.sxptt.zj.cn
address:      Shaoxing,Zhejiang.Postcode:312000
phone:      +86-574-88311333
country:    CN
changed:    auto-dbm@dcb.hz.zj.cn 20100105
mnt-by:     MAINT-CN-CHINANET-ZJ-SX
Source:     APNIC



How About a Nameserver?
Passive DNS replication
Found 26 records

First Seen Domain
4/4/2011 1:51 bljxpills.ru
4/3/2011 23:12 brjxpills.ru
4/4/2011 13:51 caxrpills.com
4/3/2011 16:09 chxrpills.com
4/3/2011 16:33 dnsplac.com
4/3/2011 21:45 doctorje.com
4/4/2011 15:47 doctorod.com
4/3/2011 16:20 doctorrg.com
4/3/2011 16:25 doctorrl.com
4/3/2011 23:41 fajxpills.ru
4/4/2011 18:58 gejxpills.ru
4/4/2011 9:32 medicaqap.ru
4/4/2011 8:01 medicaqar.ru

First Seen Domain
4/4/2011 17:02 medicaqch.ru
4/4/2011 10:14 medicaqci.ru
4/3/2011 22:15 medicaqee.ru
4/3/2011 22:18 medicaqen.ru
4/3/2011 22:18 midiclxia.ru
4/3/2011 22:38 midiclxic.ru
4/3/2011 22:46 midiclxme.ru
4/3/2011 22:15 midiclxnf.ru
4/3/2011 22:51 midiclxto.ru
4/4/2011 20:23 pillsin.com
4/3/2011 16:26 pillsll.com
4/4/2011 23:56 rafpills.com
4/3/2011 21:19 stpills.com



Illegal pharma haven
Your query returned 438,394 records.

First Seen Host/Domain
3/23/2011 8:59 0.2k.medicsy.com
3/23/2011 10:30 0.2l60.medicsy.com
3/23/2011 21:19 0.3.medicdm.com
3/23/2011 22:42 0.3.medicsy.com
4/4/2011 16:53 0.3.topmedicb.ru
4/4/2011 20:18 0.348t.medicsy.com
3/21/2011 0:00 0.6fj0.medicsy.com
1/27/2011 18:26 0.bsirr.doctorgco.ru
1/26/2011 15:42 0.bsirr.sodoctorg.ru
1/27/2011 8:44 0.bsirr.sudoctorg.ru
3/23/2011 8:59 0.cf7ts7.topmedicb.ru
3/23/2011 10:30 0.cf9.topmedicb.ru
3/23/2011 21:19 0.ct.medicsy.com
3/23/2011 22:42 0.cu60.medicsy.com
3/24/2011 2:52 0.d.medicsy.com

First Seen Host/Domain
3/21/2011 10:43 candmedic.ru
3/19/2011 14:59 candoctor.ru
3/25/2011 12:14 candx.wke.asterwase.net
2/25/2011 10:58 cazht.medicinexi2.ru
3/29/2011 17:12 cazkt.extralegallow.org
1/28/2011 3:43 cazuy.pharmacyrx38.com
3/26/2011 6:16 cb.r.10yearsextrces.net
3/23/2011 8:16 cb6kf.v.topmedicb.ru
3/23/2011 9:25 cb6n8.8a.medicsy.com
3/23/2011 12:54 cb6s.gy.topmedicb.ru
3/23/2011 17:35 cb6zy.5v2rt.medicsy.com
3/23/2011 21:46 cb8.t.medicsy.com
3/24/2011 3:18 cba8g.st9al.topmedicb.ru
2/1/2011 16:36 cbaaf.rxshopds9.com

mailto:anarchdd@yeonil.net


Places to get involved, help
• Mailing lists

• Regops (see Rod)

• NX-Domains (ask around)

• Various trust groups

• ICANN Compliance (RAA, Registry) or Security
Team (Coordination, Technical) participate in many

• ICANN working groups

• FIRST (CERT teams)

• APWG, MAAWG, and other industry groups
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Additional Questions
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